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The vulnerable script in action (pages/. ./solution_php)

PHP Warning(2): include(pages/. /solution.php): failed to open srream.l No such file or directory r|7 wwwy/challenge/training/php/ifi/up/index.php(54) : eval()'d code line 1

Backtrace starts in www/challenge/training/php/lfi/up/index. php line 54.

eval v www/chal lenge/training/php/1fi/up/index. php(54) : eval()"d code line 1.
include (J.vovueinnnnnnn, [unknown file] line 2.

GWF_Debug: :error_handler() core/inc/util/GWF_Debug. php line 183.

PHP Warning(2): include(): Failed opening ‘pages/../solution.php’ for inclusion (include_path="/usr/share/php/usr/share/pear’) in www/challenge/training/php/ifilup/ind,

Backtrace starts in www/challenge/training/php/1fi/up/index. php line 54.

eval (e www/chal lenge/training/php/1fi/up/index. php (34) : eval()’d code line 1.
include (..ot [urknown file] line 7.

GWF_Debug: :error_handler () core/inc/util/GWF_Debug. php line 183.
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hitp:/fewwwechall.net/challenge/training/php/globals/globals.php
?login[0]=admin

Enable Post data [ Enable Referrer

username=test123
Btpassword=test
&isend=5end
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Are you serial
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Username | |

Logn

BEMEIR— T, A —"serial, 455K T —NXAAE .

Serial Ghallengerj‘

<« Welcome back, serial, your userlevel is 0.

(Logout)
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= SERIAL_Solution();
->username= 5
->password=

->userlevel=

serialize(’2);
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: Burp Intruder Repeater Window Help

[Target ]' Proxy T Spider T Scanner [ Intruder I Repeater T Sequencer T Decoder [ Comparer I Extender I Options IAIerts ]

J ntercept I HTTP history I WebSockets history T Options ]

a .& Request to hitp:/f'www wechall.net:80 [176.28.31.8]
| i | i
E [ Forward J [ Drop J Intercept is on Action
!J Raw T Params T Headers | Hex i

POST /challenge/are_ yvou_serial'code php HTTR/. "
Host: www.wechall nat r
User-&gent: Mozilla’s.0 (Windows MT 10.0; WOWEd: rvdd.0) Gecko/ 20100101 Firefou/a4.0

Accept: text/html application/«htrl+:xml application/«mlg=0.9**q=0.2

Accept-Language: =h-CM zh g=0.8 en-US g=0.5 en;g=0.3

Accept-Encoding: geip deflate

Referar: http:/ v wechall.net/ challengerare yvou_serial code. php

Cookie: WiE=228240.- 1204-EH Croub U Sl AvutO L

serial user=0%3415%34%225ER 1AL Solution®ad 2343 %3 4% 7 BsTal A B3 A% 2 2username?sl 2e3 Bsta3 83 A% 2 2seriale 2 2% IBs a3 A B3 A% 2 2passwor a2 203 BsTa 3483 A% 2 2testt estFad2
3 3BTl A P3N 2userlevele2 203 BRI A1 0073 B% D

TConnedtion. Feep- alve
I Content-Type: application/x-www-form-urlencoded

Contert Luneth 45 cookiefIn_I-serial_user

usernames=serian&gwfi_csif=1pge0IvD I
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Your answer is correct. Congratulations you have solved this challenge.
< Please vote this challenge.
You may also access the solution board for this challenge now.
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< You gained 0.37% (26 points) on WeChall.
-
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HOST me
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GET /challenge/space/host_me/inde: php HTTR.1

Usar-Agent: Maozilla/s.0 (windows NT 10.0; WOW6E: rv44.0) Gecko/ 20100101 Firefo 4.0
Accept: tadt htrl application«htral+xml applicationsml g=0.9**q=0.8
Accept-Language: zh-CH zh g=0.8 en-US g=0.5 eng=03

Accept-Encoding: geip deflate

Referer: http:/fwww. wechall net/challs/ PHP/ by chall_score/AsC/page-1

Cookie: WC=2883399-18041-0USIZHC g4 bz3;

serial_user=0%3A11%3A%225ERIAL_Usertal el A3% A% T sl ABR3 AR 2 2usernamete2 2% 3 BsPl AERe3 AR 2 2serialel 2% 3 BsPe3 A0%3 A%2 2passw ordPel 23 BsPa3 A0%3 A% 2 2testtest 0 2 29030
s%a3A a3 AN 2 2userleveel 23 BRa3A0%3E%T D

Connection: keep-alive

Cache-Contrel mas-age=0
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<% You can go shorterl
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« Correct, You got the official recommended solution, But: You can cast to integer with only 2 charsl
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htmispecialchars
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<?php

# The solution is ~ AnotherCodeflowMistake’ ;
P>

NOTHING MORE?

END OF FILE!

% 22 5 & AnotherCodeflowMistake

Yourself PHP
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