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1 Training: Get Sourced

BB %, http:/mww.wechall.net/challenge/training/get_sourced/index.php

The solution is hidden in this page

Your solution for Training: Get Sourced

Answer

| (Submiy

J5/8: The solution is hidden in this page
B RE RSB XA TUTH

fR%: EEEREEF128E A HEFIRAE
[w ﬂ Elements Console Sources MNetwork  Performance Memory  Application  Security  Audits

<html>
P chead>...</head>
- ¥ <body> == §@
P cdiv id="page wrap”>.</div:
<div class="cb"></div>
P cfooter id="gwf_footer":».</footer:
<div id="wc_profile slide">»</div>

<l-- Now this is a comment! -->
<!-- You are looking for this password: |html_sourcecode|-->»
</body>
</html>

A LLE | You are looking for this password: html_sourcecode , % %l yhtml_sourcecode

2 Training: Stegano |


https://blog.csdn.net/New_feature
https://blog.csdn.net/new_feature/category_7911737.html
https://so.csdn.net/so/search/s.do?q=Wechall+Writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Wechall&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF+writeup&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/New_feature/article/details/81452214
https://blog.csdn.net/new_feature/category_7911737.html
http://www.wechall.net/challenge/training/get_sourced/index.php
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=New_feature&utm_content=81452214

B HEE: http://www.wechall.net/challenge/training/stegano/index.php

Training: Stegano |
This is the most basic image stegano | can think of.

Your solution for Training: Stegano |
Answer
| (Submit)

JZf&: This is the most basic image stegano | can think of.

B RERBRMNEZ BN REMOE RS

M HE P EAATUMEZR - MEFRE, BARMNEREEAFTERTR, £BF EAT, BRAFAEIREE, BITTRANER
RIARE—ARERAD, BRUA2HER, FHRASELPER D, LA EHRKE.

RERMBFE R, EEEPEAREIRKINGEBRTHR, FAEtEfag, MERMNEREFKAREFE102F5, M—NEFK
¥, KADAT, RRIEF.

FHEE—TEA RN, ffiidFASnotepad++& X FHEHITIT, KAMEHLILY, REF —FIRRA:

MLook what the hex-edit revealed: passwd:steganoll

passwd:steganol
EIRBNIE R N: steganol

A B S AR 5 58 R
3 Training: Crypto - Caesar |

BB 8EEE: hitp://mww.wechall.net/challenge/training/crypto/caesar/index.php

Crypto - Caesar |

As on most challenge sites, there are some beginner cryptos, and often you get started with the good old caesar cipher.
| welcome you to the WeChall style of these training challenges ;)

Enjoy!
ZNK WAOIQ HXUCT LUD PASVY UBKX ZNK RGFE JUM UL IGKYGX GTJ EUAX ATOWAK YURAZOUT OY SIVMLLLRJUVK

Your solution for Training: Crypto - Caesar |

Answer
| (Submit)

@ 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017 and 2018 by Gizmore

JERR: As on most challenge sites, there are some beginner cryptos, and often you get started with the good old caesar cipher.|
welcome you to the WeChall style of these training challenges :)Enjoy!

B MR HPRERM G —1E, F— IR ED, BEIT RS REAIURERG . RREIREEZ X LI P K WeChallX,
¥ ) EX

A ZNK WAOIQ HXUCT LUD PASVY UBKX ZNK RGFE JUM UL IGKYGX GTJ EUAX ATOWAK YURAZOUT OY
SIVMLLLRJUVK


http://www.wechall.net/challenge/training/stegano1/index.php
http://www.wechall.net/challenge/training/crypto/caesar/index.php

MRIEBR, FAVHER 2 A T YRS

X B T CTFtools TR, HEHAT LIRS
THRME: fFEk

e T P IE B YUEL, BRSREARE%K, M BERERE. « .

BAD XL BT, RUFEFHXFSERACNE —ENEL, REWE—T, LML AT NR?
B2 B Ja J1/~ 81 41 7 —#2 YOUR UNIQUE SOLUTION IS MCPGFFFLDOPE

BB R: IRME— AR YT R RMCPGFFFLDOPE

BATAERZUTEIANER, KU, BERLEE, HAXARHE! 1!

fram gy dERdE MM BT

fCrypto rlmaga rUnZip

LG RN A ES: (LMAFHiRit: 94)

ZNK WADIGQ HXUCT LUD PASVY UBKX ZNK RGFE JUM UL [GKYGX GTJ EUAX ATOWAK YURAZOUT OY SIVMLLLRJUVK

BT, (FHAAT: 2444)

OL XBPJR IYVDU MVE QGBTWZ VCLY AOL SHGF KVN WM JHLZHY HUK FVBY BUPXBL ZVSBAPVU PZ TJWNMMMSKVWL
BPM YCOKS JZWEV NWF RCUXA WDMZ BPM TIHG LWO WN KIMALZ IVL GWCZ CVQYCM AWTCBOWY QA UKXONNNTLWXM
OUN ZDRLT KAXFW OXG SDVYB XENA CON UJIH MXP X0 LJNBJA JWM HXDA DWRZDN BXUDCRXW RB VLYPOOOUMXYN
DRO AESMU LBYGX PYH TEWZC YFOB DRO VKJI NYQ YP MKOCKB KXN [YEB EXSAEQ CYVEDSYX SC WMZQPPPVNYZO
EsP BFTNYV MCZHY QZ1 UFXAD ZGPC ESP WLKJ O0ZR ZQ NLPDLC LYO JZFC FYTBFP DIWFETZY TD XNARQQOWOZAP
FTQ CGUOW NDAIZ RAJ VGYBE AHOD FTQ XMLK PAS AR OMQEMD MZP KAGD GZUCGQR EAXGFUAZ UE YOBSRRRXPABQ
UR DHVPX OEBJA SBK WHZCF BIRE GUR YNML QBT BS PNRFNE NAQ LBHE HAVDHR FBYHGVBA VF ZPCTS55YQBCR
HYS EIWQY PFCKB TCL XIADG CJSF HVS ZONM RCU CT QOSGOF OBR MCIF IBWEIS GCZIHWCE WG AQDUTTTZRCDS
INT FJXRZ QGDLC UDM YJBEH DKTG IWT APON 5DV DU RPTHPG PC5 NDJG JCXFJT HDAJIXDC XH BREVUUUASDET
JXU GKYSA RHEMD VEN ZKCFI ELUH JXU BOQPO TEW EV SQUIGH QDT OEKH KDYGKU [EBKJYED Y1 CSFWVVVBTEFU
KYV HLZTB SIFNE WFO ALDGJ FMVI KYV CRQP UFX FW TRVJRI REU PFLI LEZHLV JFCLKZFE ZJ DTGEXWWWCUFGY
LZW IMAUC TJGOF XGP BMEHK GNWJ LZW DSRQ VGY GX USWKSJ SFV QGMJ MEAIMW KGDMLAGE AK EUHYXXXDVGHW
AX JNBVD UKHPG YHOQ CNFIL HOXK MAX ETSR WHZ HY VTXLTK TGW RHNK NGBJNX LHENMBHG BL FVIZYYYEWHIX
NBY KOCWE VLIGH ZIR DOGJM IPYL NBY FUTS XIA 1Z WUYMUL UHX SI10L OHCKOY MIFONCIH CM GWJAZZZFXIJY
CZ LPDXF WMJRI AJs EPHKN JQZM OCZ GVUT YJB JA XVINVM VIY TJPM PIDLPZ NJGPODJI DN HXKBAAAGYJKZ
PDA MOEYG XNKSJ BKT FQILO KRAN PDA HWVU ZKC KB YWAOWN WJZ UKGN QJEMGA OKHQGPEKJ EO [YLCBBBHZKLA
EB NRFZH YOLTK CLU GRJMP LsBO QEB [XWV ALD LC ZXBPXO XKA VLRO RKFNRB PLIRQGFLK FP JZMDCCCIALMB
RFC 05GA1 ZPMUL DMV HSKNG MTCP RFC JYXW BME MD AYCQYP YLB WMSP SLGOSC GMJSRGML GQ KANEDDDJBMNC

THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG OF CAESAR AND YOUR UNIQUE SOLUTION 15 MCPGFFFLDOPE
UIF RVJDL CSPXOD GPY KVNQT PWFs UIF MBAZ EPH PG DBFTBS BOE ZPVs VOJRVE TPMVUJPO JT NDOHGGGMEPQF
JG SWKEM DTQYP HQZ LWORU QXGT VJG NCBA FQI QH ECGUCT CPF AQWT WPKSWG UGNWVKQP KU OERIHHHNFQRG
KH TXLFN EURZQ IRA MXP3V RYHU WKH ODCBE GRJ RI FDHVDU DQG BRXU XQLTXH VROXWLRQG LV PFSJIII0GRSH
LI UYMGD FVSAR JSB NYQTW SZIV XL1 PEDC HsK SJ GEIWEV ERH CSYV YRMUY! WSPYXMSR MW QGTRJJJPHSTI
YMJ VINHP GWTBS KTC OZRUX TAJW YMJ QFED ITL TK HFJXFW FSI DTZW ZSNVZIJ XTQZYNTS NX RHULKKKQITUJ
NK WAOIQ HXUCT LUD PASVY UBKX ZNK RGFE JUM UL IGKYGX GTJ EUAX ATOWAK YURAZOUT OY SIVMLLLRJUVK

4 Training: WWW-Robots

BH % http://www.wechall.net/challenge/training/www/robots/index.php
&

5 Training: ASCII


http://www.wechall.net/challenge/training/www/robots/index.php

B HEE: http://lmww.wechall.net/challenge/training/encodings/ascii/index.php

Encodings - American Standard Code for Information Interchange

In a computer, you can only work with numbers.
In this challenge you have to decode the following message, which is in ASCII.

84, 104, 101, 32, 115, 111, 108, 117, 116, 105, 111, 110, 32, 105, 115, 58, 32, 104, 99, 97, 97, 100, 99, 103, 99, 114, 102, 100, 108

Your solution for Training: ASCII

Answer

| (Submt)

© 2011, 2012, 2013, 2014, 2015, 2016, 2017 and 2018 by Gizmore

JR/8: Ina computer, you can only work with numbers.

In this challenge you have to decode the following message, which is in ASCII.
V3 EIRENS, BREERSTE.

FESPhi, EBAFSTEE, ZiEERASCIER.

BHRRNZES5ASCHR, Hik, BAVENIX — 8 EFRiZAASCRE I+ 3EHIFRR, NI # RN HASCH,
FIRELRASCIE R T B SR (WAL FshE#R) , BERLER: T,he,,s 0, uti,0,n,,is,:,hcaadcgc,rfd,I
, &% N: hcaadcgerfdl

6 Encodings: URL

B HEE: http://www.wechall.net/challenge/training/encodings/urlindex.php

Encodings - URL encode

Your task is to decode the following:

%659%69%70%70%65%68%21%20%59%6F % 75%72%20%55%52%4C%20%69%73%20%63%68%61%6C%E6C%65%6E%67%65%2F % 74%72%€

4 L3

Your solution for Encodings: URL
Answer

| (Submi)

© 2011, 2012, 2013, 2014, 2015, 2016, 2017 and 2018 by Gizmore

H R url, FRATTHEE F urlf@ag
B &4 I CTFtools T &,

hEahZy A dpdldEiR 4EH HT
Crypto rlmags rUnZIp
SEE T E e A B A (A A F AT 381)
%26%63%69%64%30%35%32%23%T70%6 1% 7 3% T 3%T THEF T 2%64%3D%66%69%62% 7 2%65%5F 6 F % T0%T4%69%63%73%20%56%65% 7 2%79%20% 7 TH65%6CH6CH 20%64%6F H6E

‘a‘é%: (FiFdcshit: 127)
"‘I’ippah! Your URL is challenge/training/encodings/url/saw_lotion. php?p=bimpffpmaidfécid=52#password=Tibre optics Very well done! |

XA RIS B NS, R SRAE . RESRERE

7 Prime Factory


http://www.wechall.net/challenge/training/encodings/ascii/index.php
http://www.wechall.net/challenge/training/encodings/url/index.php

BHBERE: http://www.wechall.net/challenge/training/prime_factory/index.php

Your task is simple:

Find the first two primes above 1 million, whose separate digit sums are also prime.
As example take 23, which is a prime whose digit sum, 5, is also prime.

The solution is the concatination of the two numbers,

Example: If the first number is 1,234 567

and the second is 8,765,432,

your solution is 12345678765432

Your solution for Prime Factory

Answer

| (Submit)

© 2008, 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017 and 2018 by chOwchOw

JRf8: Yourtask is simple:

Find the first two primes above 1 million, whose separate digit sums are also prime.
As example take 23, which is a prime whose digit sum, 5, is also prime.

The solution is the concatination of the two numbers,

Example: If the first number is 1,234,567

and the second is 8,765,432,

your solution is 12345678765432

B IR IR B

REIE100 MR, HEMPHFaMBERRE.
Blan23, XR—ANRE, HPEMms5HR R

fRIRTT RRFAN BT HERE,

Bl IR AT RA1,234,567

% /8,765,432,

I J7 2 12345678765432

B HEBRATRBIKR T 1000000/ £ %, F+ HEAITHAS, WESR, LEF B — Ty Lk
XERMEEApythons T —MEF:


http://www.wechall.net/challenge/training/prime_factory/index.php

BATERBIGE, WATFA: 1000033 1000037, Hefl H R Hs R332 BI AT
8 Training: Encodings |

%% http://mww.wechall.net/challenge/training/encodings1/index.php

We intercepted this message from one challenger to another, maybe you can find out what they were talking about.
To help you on your progress | coded a small java application, called JPK.
Mote: The message is most likely in english.

10101001101000110100111100110100
nooiii0ioolioolotititoootitoroon
10000011010011110011010000001101
11010110111000101101001111010001
n0ooo0110010111011101100011110111
11100100110010111001000100000110
oooi1110011110001111010011101001
oi01ii00io000oioti0oiitorii1t11o
1011110010010000011100001 1000011
riooti111o0111110111110111111100
10110010001000001101001111001101
nooooiiooioitiooooiitiooiiiition
11110011111010011000011110010111
010o110010111100100101110

Your solution for Training: Encodings |

Answer

(Submit)

/8. We intercepted this message from one challenger to another, maybe you can find out what they were talking about.
To help you on your progress | coded a small java application, called JPK.

Note: The message is most likely in english.

B RATA—DRIRE B 5 — M HORF LB T XKWL, B RAT RBMBAIE RIS AR

NT HBEERBEE, BRE T — 4 AJPKE/N Y Java M TR .

ER: ZIE BRI .

FRHZERBAVBITXZHEE, FEREARIMRET - TRIPK, FTEHTR, WEH—Binary (ZiH]) Bk


http://www.wechall.net/challenge/training/encodings1/index.php

EREERE, RERMNEFXEHFZHITHRS, RINOFEME, —ANASCHEERFETIABESM _#HFHIRR, BARIMEXS
THEPREREMEN, fEEIFEBinary IBinary formati i, A p7 7 — 3k Hl#E =R

ik Binary i Binary to ASC Il £ sRASCHY, KIMTLME, ZFELG

BEBRANE, REmE, REEEMsA, ES EHPER. MBRAERER
¥

=

File Edit Search General Ascii Binary MNumber About /devinull

History3.l'3‘ Clear | < | > |I|1Radix 16 OutRadix (16 BitsPerBlock |7

0100000
1110000
1100001
1110011
1110011
1110111
1101111
1110010
1100100
0100000

1101 0N

#ASC 5

File Edit Search General Ascii Binary Number About I(devinull

Hi510ry4J4| Clear | < | > ‘InRadix 16 OutRadix |16 BitsPerBlock |7

'his text 1s 7T-bit encoded aseii. Your password is easvstarter.

9 Training: Programming 1

B HEE: http://www.wechall.net/challenge/training/programming1/index.php

When you visit this link you receive a message.
Submit the same message back to hitp://www wechall net/challengeftraining/pragramming1/index php?answer=the_message
Your timelimit is 1.337 seconds

© 2008, 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017 and 2018 by Gizmore

JE/: When you visit this link you receive a message.Submit the same message back to
http://www.wechall.net/challenge/training/programming1/index.php?answer=the_message, Your timelimitis 1.337 seconds
B BEVIRB RN, BB —XEE. BHEFREERZE
http:/Awww.wechall.net/challenge/training/programming1/index.php?answer=the_message # i} 8] BR 1] & 1.337%p

WRYE BRI &, 18 this link #8 BHRBRER, MBE - NEEEE, WEZ answer 123,

R IEF R FIBRERIAT, WREE#IE T 1.337s, R aeHis


http://www.wechall.net/challenge/training/programming1/index.php
http://www.wechall.net/challenge/training/programming1/index.php?answer=the_message
http://www.wechall.net/challenge/training/programming1/index.php?answer=the_message

%}E‘E‘dﬁO o o

WeChall

Your answer is correct but you have already solved this challenge.
v Did you vote for this challenge yet?

When you visit this link you receive a message.

Submit the same message back to http://www wechall net/challenge/training/programming1/index.php?answer=the_message
Your timelimit is 1.337 seconds

© 2008, 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017 and 2018 by Gizmore

10 Training: Regex
W
11 Training: PHP LFI



BHBEEE: http://www.wechall.net/challenge/training/php/ifi/up/index.php

PHP - Local File Inclusion

Your mission is to exploit this code, which has obviously an LEI vulnerability:

GeSHi'ed PHP code

1 $filemame = pages’ . (isset(§ GET["file”]) 7% GET[*file”]: “welcome™). . himl’ ;
2 include $filename;

There is a lot of important stuff in _/solution php, so please include and execute this file for us.

Here are a few examples of the script in action (in the box below):
index php?file=welcome

index php?file=news

index.php?ile=forums

For debugging purposes, you may look at the whole source again, also as highlighted version.

The vulnerable script in action (pages/welcome_html)

Welcome to my sitel
Dude, you got hacked by ZeroCool :D Contact me...

Thanks go out to minus for his alpha testing, great thoughts and motivation!

© 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017 ‘and 2018 by Gizmore

B BRESENAAE, 2AEEREELFIRR:
fE. /solution.php 1R L EEK R, FrLAEABATEE HPIATIRA M.

AT RMAR —%5Re (ETHRED) -
index.php?file=welcome
index.php?file=news
index.php?file=forums

HFRXE K, EWUERESEBENMRNRN, BTUEERY ERERA.

% H SR IRLF), PHPRIZA M SRS IRF
S E RS, B EIRJEHR — A html BATAT LA F %00 1T 2


http://www.wechall.net/challenge/training/php/lfi/up/index.php

AR H R, BATTUHZRRBIRZEE —T

3 www.wechall.net/challenge/training/php/Ifi/up/index.php?file=../solution.php%00

R

The vulnerable script in action (pages/_/solution_php_html)

PHP Waming(2): include(pages/ /solution php htmi)- failed o open stream- Mo such file or directory in wwwi/challenge/training/pl

Backtrace starts in www/challenge /training php/1fi upfindex. php line 54.

L =0 L wwnw,‘challenge /training /php /1f1i/upfindex. php (54) @ eval()’d code line 1.
include (.o vieie wwnw,‘challenge /training /php /1f1i/upfindex. php (54) @ eval()’d code line 1.
GWF_Debug: terror_handler () corefinc/util/GWF Debug.php line 183.

PHP Wamning(2): include(): Failed opening ‘pages/ _/solution php htmi' for inclusion (include_path="/usr/share/php’) in www/challe

Backtrace starts in www/challenge/training/php/1fi/up/index. php line 54.

eval e wuw/challense/training /php/1fi/up/index. php (54) @ eval ()’ d code line 1.
include (). oveuenene e, wuw/challense/training /php/1fi/up/index. php (54) @ eval ()’ d code line 1.
GWF_Debug:exror_handler () core/inc/util/GWF_Debug.php line 183,

MWLM EE L —EBRRZE—T:

@ www.wechall.net/challenge/training/php/ifi/up/index.php?file =/ fsolution.php%00

OK @it ! ! !
PHP S AR — RIIERR: SR
12 PHP 0817

BH 8% http://www.wechall.net/challenge/php0817/index.php

PHP-0817

| have written another include system for my dynamic webpages, but it seems to be vulnerable to LFI.
Here is the code:

-

GeSHi'ed PHP code
1 <?php
2 if (isset($ GET[ which 1))
31
4 fwhich = § GET[ which’] :
5 switch (fwhich)
i {
T caze
a caze 1
] caze 2
10 require once $which.” .php’
11 bred:;
12 def anlt:
13 gcho GWE_HTML:: error("PHP-0817 ., "Hacker NoMollo!®, false) ;
14 bred:;
15 1
16 1}
17

Your mission is to include solution.php.
Here is the script in action: News, Forum, Guestbook.

Good Luckl


http://www.wechall.net/challenge/php0817/index.php

XAME H HTraining: PHP LFI2R40L, phpAs i So 48 8RR
%X #Esolution.php
WMEMRG: (5 2R ESAwhichigzr, I HRILEHA php,HE It R #solutionli{E 25 whichBI AT ,

@ www.wechall.net/challenge/php0817/index.php?which=solution

OK, @&@ig! ! !
13 Training: Crypto - Transposition |

B E 8. hitp://www.wechall.net/challenge/training/crypto/transposition1/index.php

Crypto - Transposition |

It seems that the simple substitution ciphers are too easy for you.
From my own experience | can tell that transposition ciphers are more difficult to attack.
However, in this training challenge you should have not much problems to reveal the plaintext.

oWdnreuf IY uoc nar ae dht eemssga eaw yebttrew eh nht eelttre sra enic roertco drre . Ihtni koy uowlu dilekt oes eoyrup sawsro don:wm hsleocnamb
4 »

Your solution for Training: Crypto - Transposition |

Answer

|mshelnomaobr | w

B PIPRENEREENIRRERES T .
R\ A CHLK, BATUE b F0E fE Dd.
BR, EXREINHERT, BRZEA KL [ ERE R

MRIERAR UL B, SN %5 A AR .
B, WANILZMIE, ERERBRELN: B—8% SRIERNER, REFEITELSINET, B8
B, BAITAREILECERIER, R\FIZEEMERR, KERIEFET .

T H: hitp://tholman.com/other/transposition/

BRANEE XS RIERERN, WENE, FIECRBE S, P05, RIME, FFEME—FIER, TUAR A
1%, ZEA KM A: Wonderful. You cand the........ sword now: mshelnomaobr.
BATHEN B S5 2R N: mshelnomaobr.

REME. - o
RNSRAE, WHRRZLE, HAENHIFRE, W



http://www.wechall.net/challenge/training/crypto/transposition1/index.php
http://tholman.com/other/transposition/
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