Web-ctf-StudyNote

ChengKaoAO F 2017-10-19 10:28:02 K Afi 425 W, 2

rRLHE: CTE 224 CTF W Hihr%%: Web cff

FRALR B ASCN RGN E, 415.CC 4.0 BY RPN, BE8% I _EJE S H A BB AA 2 1
ASCHERE: https://blog.csdn.net/ZmeiXuan/article/details/78281353

FERAL

(:' v
. CTF [A]i#f 3 LAt

5k SCE 01T
T LS

55 J 35 0 1T

T
CTF

11 55303% 0 1T B

T LA
0x017%y 5t i ]
M

0x01:7] AZR 2] fHb
0x02: B EMA Tk
0x03:—HE45 1R [ think/ & i#%

0x04: f#isi—Writeup

0x02:7] DA%k =] b 5


https://blog.csdn.net/ZmeiXuan
https://blog.csdn.net/zmeixuan/category_7229714.html
https://blog.csdn.net/zmeixuan/category_7076568.html
https://blog.csdn.net/zmeixuan/category_9274576.html
https://so.csdn.net/so/search/s.do?q=Web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by/4.0/
https://blog.csdn.net/ZmeiXuan/article/details/78281353
https://blog.csdn.net/zmeixuan/category_7229714.html
https://blog.csdn.net/zmeixuan/category_7076568.html
https://blog.csdn.net/zmeixuan/category_9274576.html

wechall % * % % K

http://www.wechall.net/challs

Engish +| News Links Sites Forum Ranking EeElIEIL(EY Downloads Reagister

- New Sites New Users
VA5 Hack The Hacke bez

We Chall hackburger
A W — 3 0 Te Online CTF

All(142), Audio(4), Coding(12), Cracking(9), Crypto(22), Encoding(11), Exploit(51), Forensics(1), Fun(8), HTTP(10), Image(8), Java(3)

Linux(9), Logic(5), Math(5), MySQL(15), PHP(27), Python(1), Realistic(6), Regex(2), Research(7), Shell(2), Simulated(1), Special(5),
Stegano(21), Storyline(4), Training(31), Unknown(2), Warchall(11), Windows(1), XSS(2)

Challenges
Score Author Age Votes Difficulty Education Fun Forums
1 Prime Factory by chOwchOw 4228 9y 1974 384 1.88 275 350%
1 Training: Get Sourced by Gizmore 9496 9y 1974 840@ 0.42 1.62 2.079®
1 Training: Stegano | by Gizmore 223 9y 9%d  435@ 0.98 253 2529
1 Training: Crypto - Caesar | by Gizmore 905 &y 3274 453@ 1.24 246 2699
1 Training: WWW-Robots by Gizmore 5381 6y 2934 414@ 1.02 3.43 3259
1 Trainina: AU by Cizmara RAAT ce 21na AT 7w n EA 177 4 A&
Wargame % % %
http://www.wargame.kr
Wargame.kr v2.1
é; Challenge list
/— o
GUEST | showall | solved not solved name point | author
{not logged on}
already got QR CODE PUZZLE flee button login filtering
Login Join 200p bughela | 200p bughela | 450p bughela | 450p bughela
®& Main
WTF_CODE DB is really GOOD fly me to the moon mdS_compare
= Tutorial ¢ 450p bughela f 500p bughela § 500p bughela f 500p bughela
o Wargame <
md5 password EASY CrackMe strcmp type confusion
17 Achievement
500p bughela 500p bughela 550p bughela 550p bughela
9 Free Board

0x03: & B &E MIAF 4L
0x01:2 3% #E % B Bt

VIS BT84 . 0. waf. whois...}
5 4 : nmap,nmapFE L

0x02:1% 1% B Bt

(OWeblJi#i A& ¥ 7 { Poc/Exp, Sqli,Xss,Csrf...}
@M &% B % B (i s}
Ottt THR¥

0x03:)5 2 & K B


http://www.wechall.net/challs
http://www.wargame.kr

OHMBEY KR
@ T+ BLFR
®Ja 1 T{rootkit, K.}

V8 B B B
v SQL inject (/7 A= S HRASQLIC M H 4047, MIfTiE SQLIEN)
SR BN

o REEA

. HE

o LI HIKEN

QUBEFITEN IRIEA]

T H: https://github.com/sqlmapproject/sqimap
AVFH S5 pythonfil A, v H 4 fiE s S I Webgeid .

v Xss(#E T ik NS = JavaScriptfChid, 7 3 5 AT)
JExmapleifs i B A K 5

$.ajax(|
type:*post*
UrRILg &R

data:"name=test pass$is admin=1," |)

fEctfft, XSSHICSRF, SQL, &% —iHH,

18 Web= =] Hl

QPhZIfi: https://www.leavesongs.com
JRFFEE: http://mww.cnblogs.com/iamstudy
QVIM{#: http://www.vebebof.com

QFE#: hitp://www.hacakersb.cn
QEMITH: http:/mww.bl4ck.in

@sco4x0: http://www.scodx0.com

13 ctf-web

VIR IR KRR A
VIS PE: g AR W Atrick s 52
v =22, ZO0E~ ik AFRAFflag

0x04:— 45 i 1) think/ . %
flaghe &
0x01:7E % B [ 5 f flag


https://github.com/sqlmapproject/sqlmap
https://www.leavesongs.com
http://www.cnblogs.com/iamstudy
http://www.vebebof.com
http://www.hacakersb.cn
http://www.bl4ck.in
http://www.sco4x0.com

key7EMpEE ?

& 100
i SEdbhE

AP MERENINES 2B R ERERNS A

<html>
<head>

{meta http—equiv="content-type” content="text/html; charset=utf-8">

< /head>
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@<script language='php'>phpinfo( );</script>
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