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Not Found

The requested URL /login was not found on this server.
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Admin_Login

UserName:famn |
PassWord:| |
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[_ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its
proxy server. Y,

[ Add J Running | Interface | Invisible | Redirect Certificate
W 127.0.0.1:8080 O Per-host |

Edit
Remove | g

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can i rt or export this
certificate for use in other tools or another installation of Burp.

CA certificate ... |

"2 | Intercept Client Requests

[« ¥

T IERA T U FF LI}

X B A A B BRI B IPAN G D k4T, 127.0.0.13% 10 5:8080, #RJE miidilntercept, BT T —5SLi#E1E,

s diintercept is off. mdZ EXANEAE S BEESZIntercept ison, AREEZFRITMMERET, KENINIZRAIEE
MAREEARS 2%, EHFERMANENMNERFZRR, BE. IMREESRI, WRENZREE —AMEESA
(EHET R, BB, XU IEEE. BE, BAIERBurpSuite ¥, E4LF URMBIBANICEKE BN

T



E! Burp Suite Professional v1.6beta - licensed to Larrylau - O *

Burp Intruder Repeater Window Help

N
Target | Proxy T Spider I Scanner T Intruder T Repeater I Sequencer I Decoder I Comparer I Extender T Options I}-\Ierts ]
JJ Intercept I HTTP history T WebSockets history T Options ]
t
Forwa Drop Intercept is off Action Comme s ite H EJ
Raw Paral Headers Hex
0, 1
"
@ :
\ ;
-
v
liJ EJ T EJ L | 0 matches
[l bt ey - RO -
| » Admin Panel b -+

&« X @
Byamesss @ Fxtk BOE

© & 120.78.92.198:8009/manager.php

Dur Qs Q8 ORike Qsras Drsms O ==

Admin_Login

UserName:
WAMIEER PassWordilesses |

g [ERA R, GHAESAN
— A BRESALREEL HTH

E Burp Suite Professional vi.6beta - licensed to Larrylau

Burp Intruder Repeater Window Help

Target | Provy T Spider I Scanner T Intruder T Repeater I Sequencer I Decoder I Comparer I Extender T Options IAIer‘LS ]

J Intercept T HTTP history TWehSt}ckets history T Options ]

(#] Request to http://120.78.92 198:8009 /

[ Forward J [ Drop JI{ Intercept is on ”l Action J Gomment this item

7]
5]
[Ty
un
Y |

J Raw T Params T Headers T Hex ]
FosT manager . php HTTP/ L. 1

'y
Host: 1Z0.78.92.158:8008 P
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:68.0) Gecko/201l00101 Firefox/E8.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9, */*;q=0.8
Aocept-Language: zh-CH, zh:g=0.8, zh-TW; g=0.7, zh-HE; q=0.5,en-U3;q=0.3,en;g=0.2
Locept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 21
Connection: keep-alive
Eeferer: http://L120.78.92.198:8009/ managesr . php
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Accept: text/html, application/xhtmlHxwl, application/xml;eq=0.9,*/*;q=0.8 Do an active scan

Aocept-Language: zh-CN, zh:qg=0.8, sh{IW;q=0.7, 2h-HE; g=0.5,en-US5;q=0.3,en;qg=0.2 Send to Intruder Ctrl+l
hocept-Encoding: gzip, deflate ;

Content-Type: application/x-www—fori-urlencoded Send to Repeater Ctrl+R
Content—_Length: 21 . Send to Sequencer

Connection: keep-aliwve

Beferer: http://120.78.92.193:8009/hanager . php Send to Comparer
Upgrade-Insecure—-Fecguests: 1 Send to Decoder

user=admin&pass=12345 Request in browser
Engagement tools

Change request method
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EJ Payload Positions

Configure the positions where payloads will be inse
positions - see help for full details.

the base request. The ck type determines the way in which payloads are assigned to payload

Ll

Attack type: lSniper . |v]

Accept: text/htwml,application/xhtml+xml, application/xml;qg=0.9,*/*;
Accept-Language: zh-CH, zh;g=0.8, zh-TW; g=0.7, zh-HE; q=0.5, en-U3+4=0.3 ,en; g=0.2
Accept—Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencodesd
Content-Length: 21
Connection: keep-alive
Referer: http://1l20.78.92.1598:8009/ man
Upgrade-Insecure-FRegquests: 1

Clear §

Auto §

Refresh
user=SadminSkpass=§123458

v
liJ EJ EJ EJ Type a search term 0 matches Clear

2 payload positions Length: 527
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Upen saved attack

Actively scan defined insertion points
Send to Repeater

Save attack config

Load attack config

Copy attack config

New tab behavior

Automatic payload positions

Configure predefined payload lists
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Payload Options [Simple list]

number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
ad type can be customized in different ways.

Payload count: 42

Request count: 42

This payload type lets you configure a simple list of strings that are used as payloads.
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admin123
sysadmin
adminxo
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~Content-Type: text/html:
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Server: Apache/Z.2.15 (CentO3)
| X-Powsred-By: PHF/5.2.17
H Content-Length: 1&g
HConnection: close
Content-Type: text/html; charset=UTF-8
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Admin_Login

UserName: |admin
PassWord: [sesse
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Q EFE HTML
<html»
b < .
w <body>
w ccenter>
<prAdmin_Leogin</p»
w cform action="" method="POST">
UserName:
<input type="text"™ name="user” value="admin" maxlength="5"»

<br» )
Passhord: - /
<input type="password” name="pass” -.-alue:"
<> ) ) fiX B maxlength F{E MG, A RITHAT
<input type="submit" walue="Login™»
</form»
b <centers = ¢/center>
</center>
</body>
</html>
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