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Training: Warchall - The Beginning
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orisans@warchall ~ § 1s
=]

dorisans@warchall ~ § cat WELCOME.txt
Welcome, challenger to warchall.net.

We hope to be able to present some more realistic challenges in a safe (or not so safe environment) and ho
pe yvou will like the project!

You will find the solution to each level in
/home /level

or

fhome fuser /yournick/level

noother ,bsdhell, livinskull, kwisatz,gizmore,jjk,paipai,dloser,nurfed
(warchall.net)

hitps://blog.csdn.ne tal_bing

MEW: checkout [fhome/features :)
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dorisans@warchall ~ $§ cd /home/level

dorisans@warchall | ' L § 1s
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Welcome to the WarChall box.
We hope you will learn a bit about 1linux systems here, and enjoy your stay.

f you find a way around our protections,
lease contact us!
uppor t@wechall.net
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-->level 1
— =M. —FFEE R — Lo B Eblack T, S5 RIERIURA, MR T — A grayit i E 7. (HEGDIXFE
WRME, FREE T —Hmd)

dorisans@warchall /home/level/1/blue/pill/hats/gray/solution/is § cat SOLUTION.txt
Congratulations.

Your solution for this level is: LameStartup

-->level 2

1s -a 7] DUE B30 A B B 1

grep -rn solution ANEIE H M AT AL & solutionf) & B IF BI/R1T 5 . d¥fsolutionsg KA HT A& 28 R X AN 8], JF
MR ZEAZ

dorisans@warchall /home/level/2 § -3

. .bash_histor .bash_logout .bash_profile .bashrc document
dorisans@warchall [home/level/2 § grep -rn solution

The is HiddenIsConfig

grep: .ssh: WIEFGE

nano .

S AN X Bk Bl /lhomeluser/yournick/levels) & ~/level

dorisans@warchall ~ § cd ./level
dorisans@warchall ~/level $ 1s

4 5 6

dorisans@warchall ~/level § l

-->level 3
iy [Fllevel 2

dorisans@warchall /home/level/3 § grep -rn solution

grep: .ssh: WRAGS

The to SSH3 is: RepeatingHistory
dorisans@warchall /I /[level/3 §

-->level 4
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dnrtsansmwarchall ~flevel/4 § 1ls -a

dortsansmwarchall ~f1¢ L/4 § cat README.txt
cat: README.txt: *EFETE'J%

dorisans@warchall ~/level/4 § 1s -1

1 dorisans dorisans 63 1183 29 14:31
dorisans@warchall ~/level/4 § chmod -rwx README. txt
dorisans@warchall ~/ [4 S cat README. txt
cat: README.txt: *EPETE@
dorisans@warchall ~/level/4 $ chmod +rwx--- REDAME. txt
chmod: FE:EiAI0)" REDAME . txt : REBETXHHER
dorisans@warchall ~/level/4 § chmod 700 README. txt
dorisans@warchall ~/level/4 $§ cat README. txt _

The solution to level 4 is 'NIMOENIEIN ' HasthedEsoeRe! qudd edng

-->level 5

dorisans@warchall ~/level/5 § cat README.txt
Protect your [home/user/dorisans/level directory from other users. Then wait 5 minutes.
dorisans@warchall ~/level/5 § 1s -1

RIA —44E7R, BRI HSRBR, #IEAIR R4 B Sutifi. B33 H % chmod 700 level, T2 &level/5 I 1
—/Nsolution 3.

dorisans@warchall ~/
dorisans@warchall ~
solutio
dorisans@warchall ~/level/5 § cat solution.txt

cat: solution.txt: /

dorisans@warchall ~ 1 5 chmod 700 solution.txt
dorisans@warchall ~/ 5 cat solution.txt

The solution to level 5 is ' MANEEEEE ', without the quotes.
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Training: Caterpillar
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