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0x01 2 Training: LSB by Gizmore
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Training: LSB - The least significant bit

This is a very simple, yet spectacular trick.
Can you see the hidden solution?

Note: The solution is bound to your session ID and consists of twelve letters.

Thanks go out to buttmonkey for creating the image :)

The carrier image

Your solution for Training: LSB

Answer

| ' (Submit)
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Finally I defeated my laziness and created a project page for

Steganabara. You can access it from_here.

Also included an explanation of the key features: Bit Mask Filter,
Color Map Filter, Color Explorer, Histogram and Color Table.

And now a demonstration of the Bit Mask Filter, applying on
StenographyOriginal.png, from the wikipedia page about

steganography
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® | score:2 | 2.89 6.13 4.65 | Solved By 1001 People | 61685 views | since Jan 08, 2011 - 16:24:20
Crypto - GPG

In this challenge your goal is to setup gpg encryption for your emails.

To do so, generate your keypairs locally and store your public key on wechall.
Then all your mails sent by wechall are encrypted.

To enable GPG encryption, please goto Your account settings.

When you are done, click the button below to send you a mail.

Happy Challenging!

(Send me encrypted mail please. )

Your solution for Training: GPG

Answer

| (Submit)
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Setup PGP/GPG Encryption

Upload your public key ¢ | &EXH | RiEFEEH

Or paste it here

(Upload Key ) (Remove Key

CSDR-Eln_

Account

+ We have sent you an email to perform the changes. Please follow the instructions in it.

(Edit Profile) [Show Groups) (Guestbook) [Hackerspace) Csot @i
T3] S SR B
SR 1
O B robot WeChall: Setup GPG Encryption
=E ro 0

WeChall: Setup GPG Encryption

RN robot <robot@wechall.net>

(9 wechall@wechall.net {{&)
R 8: 2022 1R23H (E#H) TF4:31
KA I N (S

By EEEFTERERNRX ENEE

————— BEGIN PGP MESSAGE----- Version: GnuPG v2 hQIMA5Xs5ehK6QVxARAAgG2tqFYZ3SWqea2PrLV5G+6c0erlCqyD1SwLV2+IkwuVD

7jHmM3yYkkst4yMm5RsITPL+TSsT9jb90OkuX8NkHw+RcSuwPNUX/RtrBun5tvBcXt T74pUFMQ3eYjjOhk/ADe006APbDYupTVj4jB/RF2do+RPgl
7jMASMUSWhNjgOTA3juLclznC1lqurvh6oyxlp3qK2YebiEj7IW/0Juo13xERkVmw fakHgVIb3nx+FlzcTIMVNIQI)8st+ebtDmggmHflcMb2KN3W
ttP1vhGblhSK7jks YHQKOExwtrsrUOhDvCxQIGTBomsWecX301leHpOicFfVbISz u2sBG5XBQIXvMDHZshmYo)CBxDjYuJNjDMrR4kQbZGdazEAR
AYVC3VQxnQ6yF7mgae5HdSm8MtU+/tNHGMgjF9Xb)7WcwfoGPccEbxVTIpS7 /0GB Y8L/mgftzrdUm35gF7jyV0CozC7EYcbsXzWt/wPPw2cKt



oXUnKVfxwQJBFZrU/oAFD3)L3L6zjrXv6H+uMz+AW4D35bm)WxzLQBB0ZgvV/Kj/ CCjqfNEsddEbTKAXWSy1X+1BnLkwg3rOoKiNEwTvCQdgBI
wM8BG+ekbn0dgmuFn/H4DEmMKIDLIM1njR6Zsco8IYE4iBGRY4upUw6dNZPKW7P5h S5pLFLrhrReX/CGR+em/P/GNIbOiOuqalRqdKaW809Fs+
QARhkhD5ghQUOB8CFH5 1UrHaeucTvIRIj6xUWIz9cDsPaukSczzu7baeH1zZwQFzn wRXz2CJNgiav5|j7OPCb9QNAWAumtoEFbcoFFG4fKaQOk
6TB+tQSwWBKgxXTzCq4h70Qpqw+05/N9bclcm8gE0Thc7AfwhOHQ1317fysqdI3Em v3he5t4LLPP5tYx]/ /JIONfV)oCpYVGHIfECVfd3D5xUHPu
sOkcYITy+fr)b969YY3vZuhTXPUzgvbAKDsAtmSddTSOPDQYEebecYDwU7samTe sdhfDodllyBIP453hQT+ZbyQ8q3SAKzv7G+kgtwrdFleY4n

=J74) A FF.asc

.= Bo74) A asc

P————BEGIN PGP PUBLIC KEY BLOCK

mQINBGHtET4BEAC8sf4rCQTIZYRWPNMyLZogBs jN6AeBQVo2v9JoYWEdsTDqlzeE
A0Z/8jK+pHrsb52sf0e4H8w1IjgXVRID6MICRpUFYTqadHheoX5h8jK0cYIc6+IC
RIfUSZOuHM1sz+qVsdElvLS4E/4r7kHNgzxPFPmpusn@QhLZzNx/pIQf21MMPhMd
Ld02TNg7mgiZR7wbvcBypiC2teKbd2+zt4+q@VeV91Z6W5m30AXzWUMXqcUOG/s7
PGGgLiCmzRNeK/gkgzYJvq4ZEAKszPdUd50/yShqckebsm4cmalEaPyESbgYDVwT
CSZ+Czhm/tdcffn90b+5HDZL6tIbex8MMYQX9sP1qm3j10DCj /XEiSUdwetWANbY
6ufrkrw8wt/9BM+f1DzJfoHOoSAUDAW2WzcLnBI++jsW602nImCI9AIGmMII+]j/zb7
u2wj 18RIeXIb73vAgqGzin4TEUsX2GrwV0OqrBYMwIJFFV1Cr15cAeTul8tkgwDU5
8J7x10b4rgxw4sxtLSIoNYSXhxJRkIJgHNBOtZgZ11lqu2kg4KBeYd5JK6bss7+EBa
5K/dEd3kNtASimIcTxFulbdlc7PkgUFJbnPcfkSZWP+qTP5SBpWhuWLQBLONVSM
kCwrk@zhCN/X@0wEevysrOPIZ041QletmfOIhdPwfz1WkT72jQeLE2phGQARAQAB
tBdsbW4gPDEONDIONDU3MT LAcXEuY29tPokCVAQTAQgAPhYhBAJQy5bN1ditM8fC
ai/p0C1DVLBOBQIh7RE+AhsDBQkHhh8bBQsJCAcCBhUKCQgLAgQWAgMBAh4BAheA
AA0JEC/p0C1DVLBOqYWQAIth6TpNCIKTisGD112ygIaSK8bcpMACGKTBKLBKQT/4
ebSUBcASPQ93SwmrpKr1l++f4mhXfOEC2ymhWyBE87bv9aWV60kZV1imIcQfql/yNh
bd2091wjvt1Yd9Wh1Q8/s6uxIwndsFs/RKWNihneKeL9D3iBckAHO00Z2sTebBdhP
UfPTJas42wTQ9IhhYru2QfGp47aFAeFc7Grr/JugSS7UCCLzHUMT21Q52534YG17
+ya7TK1tTI4006n5Mw4NtDGD@JchKBM3an/lmQtstfiBaGXSXGphtjiqulaB
i s m wmjEv4ynCUe@DakPAsVXmvZep40LTrkzbVyhUwVBIrQ5vMUFHtz
K3ktUbnGSVUACswy6EzrDSSszGpPanFwMG125R2/1Fva015tFWzUZdeB/7OaJ5

suKrwtqlLWFzp4yC+bPN2c1StSuyJBgdK/rHd1fcPdcXKodh9MWHEeUDX1pUG+HF
LG50dipiDh8omenoHBkPDU974ZAa4mK90n2McIpgly3N043rA1dU9R6IeDdIqg+1s
kCgG1SqwtDPS650ytVGcioQyxzGGdBogioY lg+VDnxSsS9anXFuGCIPJCGdBOaHU
mAd+qmrH2nxdTZz/f18BysGkQ10qS6sked88Rz//jytdNoZR5r7psa7qm3KmfBEH
UQINBGHtET4BEADBRgxtUK/aWtMsEzNg6 IUNHG IMaoVxJKPYVK5k9Y+qA+GOmztm
d+mpNc8agn/ rVHi8X+47NrgqHPp5EF Lhxs+p3YonxDmBSKpYPWS8ME9RgHNnwG/CJEXp

ASCII, Line 1, Column 1 Tab Size: 4 PlaiosDexeimn
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Decryption finished

A

Decrypted ".asc'
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I

http-equiv="Content-Type" content="text/html; charset=utf-8" />
>

Dear lmn,< />

< />

You have decided to turn on gpg encryption for emails sent by this
robot.<br />

To do so, follow the link below:< />

< />

<a href="https://www.wechall.net/index.php?mo=Account&amp;

me=SetupGPGKey&amp; userid=61988&amp;

token=0250CB96CDD5D8AD33C7C26A2FEQ382D4354B074" >
https://www.wechall.net/index.php?mo=Account&amp;me=SetupGPGKey&amp;
userid=61988&amp; token=0250CB96CDD5D8AD33C7C26A2FE9382D4354B074</a><
/>

< />

Kind Regards,< />

The WeChall staff

</ >

</ >

ASCII, Line 1, Column 1 Tab Size: 4 HT86N @Imn
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Account

« Your GPG has been stored and is in use now.

P | score:2 | 2.89 6.13 4.65 | Solved By 1001 People | 61688 views | since Jan 08, 2011 - 16:24:20

GPG

<« We have sent you an encrypted email to == m=._. .m = mcom which contains the solution.

Crypto - GPG

In this challenge your goal is to setup gpg encryption for your emails.

To do so, generate your keypairs locally and store your public key on wechall.
Then all your mails sent by wechall are encrypted.

To enable GPG encryption, please goto Your account settings.

When you are done, click the button below to send you a mail.

Happy Challenging!

(Send me encrypted mail please. |«

Your solution for Training: GPG

Answer

| (Submit)

© 2011, 2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019, 2020, 2021 and 2022 by Gizmore
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WecChall: GPG Challenge

KA robot <robot@wechall.net>

(FH wechall@wechall.net {$&)
B [8: 2022 1H23H (E#H) T45:13
1K) - = 2qg.com>

By EREFETEREN R R0

————— BEGIN PGP MESSAGE----- Version: GnuPG v2 hQIMA5Xs5ehK6QVxARAAiafzdtqa//pSVi6CPuVgi/lz+ESI64tolrd46GcChLwP
zXAeN9bEEPC4vgHLNgJijTT7AjUfz1Pe4K03UVo3rbdXAem)PZ4oPE1YWLdB3aAM ijQQOfwoUo414a6UbINwWFx3KeMIvSCd/iLHuBOUIj3FgceKQmUFBHF3PiOsdbURO
rsZassR30JSKxZamMKTp3vVTQXJoN66SIaf/mQygF/Zxel20ExPkCqQFhhkqyvnM IQ8ED7B+54Xea6yE6XuKQaDo4erMWRagxyVrOPLWIvp INEy8MWLCgms+Iprl+Dwe
Fc8ePrSzZXYtkwVHIBVICq33oitp/08k2ce9mu6FTOAObHk1whluKYjgnUThpH/7M 80praMCFjlUjbilK4pSLOsDt0ZPVs/GdlhLyQsaoFbzf3YbMi9fGVp64W84pcd3l
aLmligJdmWzFxiAODrjviNbmpH+UGerEgLbh9iDB+sTOW+hTRtBWVAOxpcUnBBS/ eTliy7EuYaOchSk28IpKtnoY+idEUz64)ZNOYEWXsXNPW6Ic1FhAq9ufZaDLbnMM
f6a/0XjrEmqf/70eCiFujBlelxcq/UpgnOLjsRWSVb5kuCmeHuV+VIXkeeYwqCA1 v6Yyow7UU+k5inaUPBSeo6jrKZXfLSpljc/ZSe8dk+m5aKUNJuokYQVuj5/wTTXS
WEMBVIIjF/GPYmWyO0YCcFR9zGtQ9E2ZgdDCn8kNolK32x7+n3XG01kaaOWFg6iG8 BT2xEpjGD7/IjtvZOu+dKdBq4A6xTz2CyHWGc3bQ4FVGjSUQNKDAOYHwWIIS7F2Dp
€9/K44UWVV1x6y6cQws1IT4UzOsCNgio8/PUNr9fZSHueUBL7D79SK/cDDR18gXU 7NzK4LJA)6zYbkb2rSVyglwP200a+5TtgXmiRJuMtelsu6Ecvycu7jF+CkEtt1C1
avBHrKzjWwo8TuuVL6tftkl/GHfqsBYojYeFCIGiwsGAq6NxWO0gjogblBpHGIat9H suvDXbVLzJtVilrBR3ulEXBE/tDO =jN3f ----- END PGP MESSAGE-----

http-equiv="Content-Type" content="text/html; charset=utf-8

Dear 1mn, <



i juSt want to tell you the solution to the GPG challenge.:-
It is: OECNGSIRHNRI< '

Kind.Regards,-

The WeChall Bot!

ASCII, Line 1, Column 1 Tab Size: 4 HT8tN @imn

BRPRELHRMER2, TR, AREETHCPG, BRER

[ just want to tell you the solution to the GPG challenge.

ltis: OECNGSIRHNRI

0x03 2 Limited Access by wannabe7331

P | score:2 | 2.68 4.61 4.29 | Solved By 2378 People | 117287 views | since Jan 30, 2011 - 18:23:48

Limited Access

| try to secure my_pages with .htaccess.
Am | doing it right?

To prove me wrong, please access protected/protected.php.

© 2011, 2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019, 2020, 2021 and 2022 by wannabe7331

CSOR @I

BHRE:
A H F htaccess R R T .. FAMT T2 A TIEBHREE T, 1515 protected/protected.php.

GeSHi  ed Plaintext code for .htaccess

AuthUserFile .htpasswd
AuthGroupFile /dev/null

AuthName "Authorization Required for the Limited Access Challenge"

AuthType Basic
<Limit GET>
require valid-user
</Limit>




B ik BARg

Apache BBRA R
7Tt BB S 4 .htaccess TR LB K ER

1 | <Location />

2 <LimitExcept GET POST>
3 Order Allow,Deny

4 Deny from all
B
6

LimitExcept>
</Location>

CSDN @lrnn
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send Cancel Target: https://www.wechall.net 2 (2)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /challenge/wannabe7331/1imited_access/pr d/pr d.php HTTP/1.1 2 href="/profile/livinskull >livinskull</a></div><div><a href-'/profile/tehron >tehron</a></div><div><a 2
Host: www.wechall.ne r href="/profile/Donlon">Donlon</a></div><div><a href="/profile/Wyve">Wyve</a></div><div><a r
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:96.0) Gecko/20100101 nzefax/se 0 href="/profile/mikeb">mikeb</a></div><div><a
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, 1mage/webp,*/* href="/profile/b9e8ad62697£9410b">b9eBad62697£9410b</a></div><div><a
Accept-Language: zh-CN,zh;q=0.8,2h-TW;g=0.7,2h-HK;q=0.5,en-US;q=0.3,en;q=0 href="/profile/dopelilcat23">dopelilcat23</a></div><div><a href="/profile/lordoric’>lordoric</a></div><div><a

href="/profile/Silver">§ilver</a></div><div><a href="/profile/kourckama">kourekama</a></div><div><a
hret="/profile/kacl">kael</a></div><div><a href="/profile/thr3lgo">thr3dgoc/a></div>cdiv><a

Cookios WEL1633573-61988- -KqVVFUGR8dPcdzy4 href ”/profxle/’l‘opxary >Topiary</a></div><div><a href="/profile/BenShapiro”>BenShapiro</a></div><div><a
Upgrade-Insecure-Requests: rofile/shequy”>shequy</a></div><div><a hre: rofile/vraithax'>wraithex</a></div><div><a
Sec-Fetch-Dest: document href " /users/with/ALL/by/user_lastactivity/DESC/page-1">more</a></div

Accept-Encoding: gzip, deflate
Connection:

Sec-Fetch-Mode: navigate </div:
Sec-Fetch-Site: none Jdive
Sec-Fetch-User: ?1 </div>

<div id="page">

<div class="gwf_messages">
<span class="gwf_msg_t">WeChall</span>
ul>
i>Your answer is correct. Congratulations you have solved this challenge.<br/>Please <a
href="/challvotes/85/Limited+Access ">vote this challenge</a>.<br/>You may also access <a
href="/forum-b181/Solution Limited Access.html'>the solution board</a> for this challenge now.</li>

</u1>
</div>
<div class="cl"></div>
<div class="gwf_messages">
<span class="gwf_msg_t">WeChall</span>
<ul>

<li>You gained 0.31% (25 points) on WeChall.</1i>

</ul>
</div>
divieiases "cl"></div>
iv class="box box_c'>&copy;&nbsp;2011, 2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019, 2020, 2021 and CsD

Vjialmy pages W TH, burpilEEHigetapost

wechall.net

PM Downloads

Logout [Im

Forum[2] Ranking Challenges Account Groups

News Links Sites

[English v

New Sites New Users 35 Online
0 PWN.TN 247CTF raccoon_fan NerdBully Guest(x22), Donlon, Gr33nL10n(x2), livinskull, Imn(x2), LouisJ, mikeb,
‘ « 7 PromptRiddle Enigmes A Thématiques Silver gwonblue
€ Chall PyDéfis LordofSQLi Wyve daydayup2333
‘ : ' CryptoHack MysteryTwister shyW wwwhu

WeChall

Your answer is correct but you have already solved this challenge.
¥ Did you vote for this challenge yet?
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