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PHP - Local File Inclusion

Your mission is to exploit this code, which has obviously an LF| vulnerability:

GeSHi'ed PHP code

1 $filename = 'pages/'.(isset($_GET["file"])?$_GET["file"]:"welcome").'.html';
2 include $filename;

There is a lot of important stuff in ../solution.php, so please include and execute this file for us.

Here are a few examples of the script in action (in the box below):
index.php?file=welcome

index.php?file=news

index.php?file=forums

For debugging purposes, you may look at the whole source again, also as highlighted version.

The vulnerable script in action (pages/welcome.html)

Welcome to my site!
Dude, you got hacked by ZeroCool :D Contact me...

Thanks go out to minus for his alpha testing, great thoughts and motivation!
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GeSHi" ed PHP code
$filename = 'pages/'.(isset($_GET["file"])?$ GET["file"]:"welcome")."'.html"';

include $filename;

.../solution.php FHERZ EERIRFA, FTUECE AT
THE -EIEABTREARE (ETHRES) -
index.php?file=welcome

index.php?file=news

index.php?file=forums
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PHP-0817

| have written another include system for my dynamic webpages, but it seems to be vulnerable to LFI.
Here is the code:

7

GeSHi'ed PHP code
1 <?php
2 (isset ($_GET[ 'which']))
3 {
4 $which = $_GET[ 'which'];
5 ($which)
6 {
v 0:
8 1:
9 23
10 Swhich.'.php';
11 .
12 s
13 GWF_HTML: :error( 'PHP-0817', 'Hacker NoNoNo!', false);
14 i
15 }
16 }
17 2>

Your mission is to include solution.php.
Here is the script in action: News, Forum, Guestbook.

Good Luck!
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<?php
if (isset($ GET

$which $ GET
switch ($which

case ©

case 1

case 2
require_once $which
break

default

echo GWF_HTML: :error

break
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Crypto - Transposition |

It seems that the simple substitution ciphers are too easy for you.
From my own experience | can tell that transposition ciphers are more difficult to attack.
However, in this training challenge you should have not much problems to reveal the plaintext.
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int main()

{

char arr[]
int sz sizeof(arr)/sizeof(arr[0]);

char tmp
int i 0;
while(i<sz-1)
{
tmp arr[i];
arr[i] arr[i+1];
arr[i+1] tmp;
i i+2;
)i
for (i 0; i sz; i++) {
printf( ,arr[i]);
)i

return 0;

main()

arr[] =
sz = (arr)/ (arr[0])

tmp =
is=

(i<sz-1)

tmp = arr[il
arr[i] = arr[i+1]
arr[i+1] = tmp
i= i+

= i< sz; i++) {

printf( arr[i])

untitled1
/Users/zhaoyifan/CLionProjects/untitledl/cmake-build-debug/untitledl

Wonderful. You can read the message way better when the letters are in correct order. I think you would like to see your password now: neloshifocpp.@
Process finished with exit code ©

B
Wonderful. You can read the message way better when the letters are in correct order. | think you would like to see your password
now: neloshifocpp.
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Crypto - Simple Substitution |

Oh dear, | guess you have cracked the two caesar cryptos...
This one is more difficult. Although a simple substitution is easily cracked...
Again the characters are limited to A-Z... But | think | can come up with a 256 version again.

Enjoy!

QH APD RLSCMPAH MXU HXF IRW TDRU APCB SH KTCDWU C RS CSNTDBBDU VDTH GDLL UXWD HXFT BXLFACXW ODH CB DNDBMWXLBSSL APCB LCAALD
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UQ ZOT KXPJROZQ RND QNC BKE MTKD Z0OJS PQ HMJTED J KP JPGMTSSTD LTMQ ITXX DNET QNCM SNXCZJNE ATQ
JS TGTSRENXSPPX ZOJS XJZZXT BOKXXTERT IKS ENZ ZNN OKMD IKS JZ

quipqiup, .

quipgiup is a fast and automated cryptogram solver by Edwin Olson. It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which word boundaries are preserved) and patristocrats (inwhi
chwor dboun darie saren t).

Puzzle:
UQ ZOT KXPJROZQ RND ONC BKE MTKD ZOJS PQ HMJTED J KP JPGMTSSTD LTMQ ITXX DNET QNCM SNXCZJINE ATQ JS TGTSRENXSPPX ZOJS XJZZXT BOKXXTERT IKS ENZ ZNN OKMD IKS JZ

)
Clues: For example G=R QVW=THE

® automatically selected statistics mode; you can override by using the drop down menu next to the solve button.

0 ~1.877 BY THE ALMIGHTY GOD YOU CAN READ THIS MY FRIEND I AM IMPRESSED VERY WELL DONE YOUR SOLUTION KEY IS EPESGNOLSMML THIS LITTLE CHALLENGE WAS NOT TOO HARD
WAS IT
1 ~3.666 GB THE ULAIKHTB KOS BOY CUM REUS THIN AB PRIEMS I UA IADRENNES VERB FELL SOME BOYR NOLYTIOM WEB IN EDENKMOLNAAL THIN LITTLE CHULLEMKE FUN MOT TOO HURS
FUN IT
2 ~3.667 PM THE ALBIDHTM DOS MOK WAR UEAS THIN BM QUIERS I AB IBGUENNES YEUM CELL SORE MOKU NOLKTIOR JEM IN EGENDROLNBBL THIN LITTLE WHALLERDE CAN ROT TOO HAUS
CAN IT CSDN @Imn
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BY THE ALMIGHTY GOD YOU CAN READ THIS MY FRIEND |AM IMPRESSED VERY WELL DONE YOUR SOLUTION KEY IS
EPESGNOLSMML THIS LITTLE CHALLENGE WAS NOT TOO HARD WAS IT
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