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/opt/api/dnsapi/views.py in wrapper
# &I requests.FILES 1 requests.POST
for k, v in request.FILES.items():
if isinstance(v, InMemoryUploadedFile):
v = v.read()
request.FILES[k] = v
request.POST.update(request.FILES)
return f(*args, **kwargs) ...
return wrapper
@process_request
def ping(request):

/opt/api/dnsapi/views.py in ping
return wrapper
@process_request
def ping(request):
# ¥
data = request.POST.get('url')
data = escape(data) ...
if not re.match('~[a-zA-Z0-9\-\./]+$', data):
return HttpResponse("Invalid URL")
return HttpResponse(os.popen("ping -c 1 \"%s\"" % data).read())

/opt/api/dnsapi/utils.py in escape
poo ot
for i in range(len(data)):
¢ = data[i]
if ¢ in ("\\', "\'', "', '$', U):
r=r+ "\\' +c
else:
r=r+c

return r.encode('gbk') ...
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Request information

USER AnonymousUser

GET No GET data

POST Variable Value

url '<IDOCTYPE html>\n<head>\n <title>CAT</title>\n</head>\n\n<body>\n<hl>Cloud Automated Testing</h1>\n<img

src=1.gif>\n<p>\xe8\xbe\x93\xe5\x85\xa5\xed\xbd\xa0\xe7\x9a\x84\xe5\x9f\x9f\xe5\x90\x8d\xef \xbc\x8c\xed\xbe\x8b\xe5\xa6\x82\xef\xbc\x9aloli.club</p>\n<form
action="index.php" method="GET">\n <input name="url" type="text">\n <button>Submit</button>\n</form>\n<pre><code>\n<?php\n#
\xe8\xb0\x83\xe7\x94\xa8\xe5\x90\x8e\xe7\xab\xaf API\nif (isset($_GET[\'url\'])) {\n $ch = curl_init("http://127.0.0.1:8000/api/ping");\n $params =
array(\n "url"=>"$_GET[url]"\n ):\n\n curl_setopt($ch, CURLOPT_ HEADER, 0);\n curl_setopt($ch, CURLOPT_ SAFE UPLOAD, false);\n
curl_setopt($ch, CURLOPT POSTFIELDS, $params);\n curl_setopt($ch, CURLOPT RETURNTRANSFER, true);\n\n $data = curl_exec($ch);\n
curl_close($ch);\n\n echo htmlspecialchars($data);\n}\n?>\n</code></pre>\n</body>\n"

FILES Variable Value

url '<IDOCTYPE html>\n<head>\n <title>CAT</title>\n</head>\n\n<body>\n<hl>Cloud Automated Testing</h1>\n<img
src=1.gif>\n<p>\xe8\xbe\x93\xe5\x85\xa5\xe4\xbd\xa0\xe7\x9a\x84\xe5\x9f\x9f\xe5\x90\x8d\xef\xbc\x8c\xe4\xbe\x8b\xe5\xa6\x82\xef\xbc\x9aloli.club</p>\n<form
action="index.php" method="GET">\n <input name="url" type="text">\n <button>Submit</button>\n</form>\n<pre><code>\n<?php\n#
\xe8\xb0\x83\xe7\x94\xa8\xe5\x90\x8e\xe7\xab\xaf API\nif (isset($_GET[\'url\'])) {\n $ch = curl_init("http://127.0.0.1:8000/api/ping");\n $params =
array(\n "url"=>"$_GET[url]"\n ):\n\n curl_setopt($ch, CURLOPT_HEADER, 0);\n curl_setopt($ch, CURLOPT_SAFE_UPLOAD, false);\n
curl_setopt($ch, CURLOPT POSTFIELDS, $params);\n curl_setopt($ch, CURLOPT_ RETURNTRANSFER, true);\n\n $data = curl_exec($ch);\n
curl_close($ch);\n\n echo htmlspecialchars($data);\n}\n?>\n</code></pre>\n</body>\n"
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<IDOCTYPE h

<?php

# \xe8\xbo\

if (isset($
$ch = cur
$params =
curl_seto
curl_seto
curl_seto
curl_seto
$data = c
curl_clos
echo html

?>

</code></pr

e view.py

tml><head><title>CAT</title></head><body><h1>Cloud Automated Testing</hl><img src=1.gif><p>\xe8\

x83\xe7\x94\xa8\xe5\x90\x8e\xe7\xab\xaf API

_GET['url'])) {

1 init("http://127.0.0.1:8000/api/ping");
array("url"=>"$ GET[url]");

pt($ch, CURLOPT HEADER, 0);

pt($ch, CURLOPT_SAFE_UPLOAD, false);
pt($ch, CURLOPT_POSTFIELDS, $params);
pt($ch, CURLOPT RETURNTRANSFER, true);
url_exec($ch);

e($ch);

specialchars($data);}

e></body>



#coding: utf-8

import os, re

import functools

from django.core.files.uploadedfile import InMemoryUploadedFile
from django.http import HttpResponse

from .utils import escape

def process_request(f):
@functools.wraps(f)
def wrapper(*args, **kwargs):
request = args[0]

# \xe5\x90\x88\xe5\xb9\xb6 requests.FILES \xe5\x92\x8c requests.POST
for k, v in request.FILES.items():
if isinstance(v, InMemoryUploadedFile):
v = v.read()
request.FILES[k] = v

request.POST.update(request.FILES)
return f(*args, **kwargs)

return wrapper

@process_request
def ping(request):
# \xe8\xbd\xac\xe4\xb9\x89
data = request.POST.get(\'url\")
data = escape(data)
if not re.match(\'~[a-zA-Z0-9\\-\\./]+$\"', data):
return HttpResponse("Invalid URL")

return HttpResponse(os.popen("ping -c 1 \\"%s\\"" % data).read())
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